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Deep learning has demonstrated its effectiveness in software vulnerability detection, but acquiring a large
number of labeled code snippets for training deep learning models is challenging due to labor-intensive
annotation. With limited labeled data, complex deep learning models often suffer from overfitting and poor
performance. To address this limitation, semi-supervised deep learning offers a promising approach by
annotating unlabeled code snippets with pseudo-labels and utilizing limited labeled data together as training
sets to train vulnerability detection models. However, applying semi-supervised deep learning for accurate
vulnerability detection comes with several challenges. One challenge lies in how to select correctly pseudo-
labeled code snippets as training data, while another involves mitigating the impact of potentially incorrectly
pseudo-labeled training code snippets during model training. To address these challenges, we propose the
semi-supervised vulnerability detection (SSVD) approach. SSVD leverages the information gain of model
parameters as the certainty of the correctness of pseudo-labels and prioritizes high-certainty pseudo-labeled
code snippets as training data. Additionally, it incorporates the proposed noise-robust triplet loss to maximize
the separation between vulnerable and non-vulnerable code snippets to better propagate labels from labeled
code snippets to nearby unlabeled snippets and utilizes the proposed noise-robust cross-entropy loss for
gradient clipping to mitigate the error accumulation caused by incorrect pseudo-labels. We evaluate SSVD with
nine semi-supervised approaches on four widely-used public vulnerability datasets. The results demonstrate
that SSVD outperforms the baselines with an average of 29.82% improvement in terms of F1-score and 56.72%
in terms of MCC. In addition, SSVD trained on a certain proportion of labeled data can outperform or closely
match the performance of fully supervised LineVul and ReVeal vulnerability detection models trained on 100%
labeled data in most scenarios. This indicates that SSVD can effectively learn from limited labeled data to
enhance vulnerability detection performance, thereby reducing the effort required for labeling a large number
of code snippets.

This research was supported by the advanced computing resources provided by the Supercomputing Center of Hangzhou
City University, Ningbo Natural Science Foundation (No. 2023J292), and the General Research Fund of the Research Grants
Council of Hong Kong and the research funds of the City University of Hong Kong (6000796, 9229109, 9229098, 9220103,
9229029).
Authors’ Contact Information: Xiao Yu, Huawei, Hangzhou, China; e-mail: yuxiao25@huawei.com; Guancheng Lin, School
of Cyber Science and Engineering, Wuhan University, Wuhan, China; e-mail: guanchenglin@whu.edu.cn; Xing Hu (corre-
sponding author), The State Key Laboratory of Blockchain and Data Security, Zhejiang University, Ningbo, China; e-mail:
xinghu@zju.edu.cn; Jacky Wai Keung, Department of Computer Science, City University of Hong Kong, Hong Kong, China;
e-mail: jacky.keung@ cityu.edu.hk; Xin Xia, Huawei, Hangzhou, China; e-mail: xin.xia@acm.org.
Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee
provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the
full citation on the first page. Copyrights for components of this work owned by others than the author(s) must be honored.
Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires
prior specific permission and/or a fee. Request permissions from permissions@acm.org.
© 2025 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM 1557-7392/2025/2-ART62
https://doi.org/10.1145/3699602

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 3, Article 62. Publication date: February 2025.

https://orcid.org/0000-0002-4473-3068
https://orcid.org/0009-0009-8339-313X
https://orcid.org/0000-0003-0093-3292
https://orcid.org/0000-0002-3803-9600
https://orcid.org/0000-0002-6302-3256
mailto:permissions@acm.org
https://doi.org/10.1145/3699602


62:2 X. Yu et al.

CCS Concepts: • Security and privacy→ Software security engineering; • Software and its engineering
→ Software verification and validation; • Computing methodologies→ Semi-supervised learning
settings;

Additional Key Words and Phrases: Vulnerability Detection, Semi-Supervised Learning, Information Gain

ACM Reference format:
Xiao Yu, Guancheng Lin, Xing Hu, Jacky Wai Keung, and Xin Xia. 2025. Less Is More: Unlocking Semi-
Supervised Deep Learning for Vulnerability Detection. ACM Trans. Softw. Eng. Methodol. 34, 3, Article 62
(February 2025), 37 pages.
https://doi.org/10.1145/3699602

1 Introduction
Software vulnerability detection is a fundamental and crucial task in the fields of software engi-
neering and information security [7, 14]. Recently, researchers [27, 58, 100, 104, 123, 125] have
employed deep learning techniques to automatically learn and extract vulnerability features from
code snippets for vulnerability detection. Although the deep learning-based vulnerability detection
methods have achieved good performance, they require a large amount of correctly labeled code
snippets as training data [32, 51, 65, 81, 122]. When only a limited number of labeled data is avail-
able, complex deep neural networks often suffer from over-fitting and perform poorly [108]. For
example, as shown in Section 4.1, training with only 10% of the dataset results in the vulnerability
detection models (LineVul [24] and ReVeal [7]) performing at less than half the performance of
those trained with the full dataset. To address the challenge of limited labeled data, researchers
typically adopt two primary approaches to acquire a substantial number of labeled code snippets.
One approach is to automatically collect sufficient labeled code snippets through static analysis
tools [130], synthetic creation [4], or from the common vulnerabilities and exposures (CVE)
system [20]. However, Croft et al. [14] discovered that a considerable percentage of vulnerability
labels of the collected code snippets were inaccurate, leading to vulnerability detection models
incorrectly inferring patterns between vulnerable and non-vulnerable code snippets, consequently
resulting in poor model performance [14]. Another approach entails enlisting domain experts to
label a large number of unlabeled code snippets. For example, Zhou et al. [132] developed the
Devign dataset by collecting vulnerability-fixing commits from GitHub. To ensure the accuracy of
vulnerability labels, a team of four professional security researchers spent about 600 man-hours
labeling and cross-verifying around 27,000 vulnerability-fixing commits. In essence, obtaining a
sufficient amount of correctly labeled data requires significant time and effort from domain experts
for annotation [123].

1.1 Motivations
This situation highlights the difficulty of obtaining extensive and accurately labeled data in real-
world scenarios, which has been the primary obstacle in the development of supervised deep
learning-based vulnerability detection methods [51]. Fortunately, in practical scenarios, there is
often an abundance of available unlabeled code snippets, which can be easily accessed through
open-source websites, e.g., the CVE system [20]. By leveraging this abundance of unlabeled data
alongside a small amount of labeled data, semi-supervised deep learning can be effectively applied.
It provides a more practical solution, as it achieves comparable performance to supervised deep
learning methods while reducing reliance on extensive and accurately labeled data. In general,
the semi-supervised deep learning approach initiates by training a teacher model using a limited
amount of labeled data through supervised deep learning techniques [8, 42, 66, 93, 111]. This
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trained teacher model is then utilized to generate pseudo-labels for all unlabeled code snippets.
Subsequently, a sampling strategy is employed to select the correctly pseudo-labeled code snippets
from the entire pool of pseudo-labeled code snippets, which are then used for training the student
model. The trained student model is then utilized as the new teacher model in the subsequent
iteration, generating pseudo-labels for the next round of training. There are two major challenges
when applying semi-supervised deep learning to vulnerability detection.

(1) How to select correctly pseudo-labeled code snippets by the teacher model as the training data?
The selection of correctly pseudo-labeled code snippets by the teacher model is crucial for training
the student model effectively. Since the vulnerability detection model is a probabilistic classifier,
some previous studies in software engineering [41, 67, 105, 113] regarded outputted classification
probability1 as the corresponding prediction’s confidence and chose pseudo-labeled samples with
higher classification probability as training data. However, recent studies [26, 33, 68, 72, 78] show that
interpreting classification probabilities as confidence scores is inappropriatehe detection model’s
prediction matches the training data, but it does not reflect the model’s certainty in its prediction
[30]. Additionally, the deep learning-based detection model is highly sensitive to input variations,
where even small perturbations can lead to significant changes in the classification probability
output [68]. Consequently, selecting pseudo-labeled samples with higher classification probabilities
does not guarantee the model’s certainty about those predicted pseudo-labels. This increases the
risk of selecting incorrectly pseudo-labeled code snippets as training data. To mitigate this issue,
it is crucial to consider alternative measures of model certainty when selecting pseudo-labeled
samples for training.

(2) How to address the smoothness assumption and mitigate the impact of incorrectly pseudo-labeled
training code snippets to enhance the predictive capability of the student model? As the student model
acts as the new teacher model in subsequent iterations to generate pseudo-labels for unlabeled
code snippets, it becomes crucial to ensure that the student model demonstrates strong predictive
capability by effectively considering the smoothness assumption and the presence of incorrect
pseudo-labeled code snippets as the training data of student models. (a) Semi-supervised learning
propagates labels from labeled code snippets to nearby unlabeled snippets, so the smoothness
assumption should be considered: a vulnerable code snippet should be closer to another vulnerable
one rather than a non-vulnerable one in the feature space, and vice versa [41, 93]. (b) Despite
employing carefully designed sampling methods to select correctly pseudo-labeled code snippets
during self-training, it is inevitable to include incorrectly pseudo-labeled code snippets (i.e., noise)
in the student model’s training data. Updating the student model based on the noise data can lead to
error accumulation [85], potentially decreasing detection performance over time. However, previous
semi-supervised learning approaches in software engineering [41, 67, 113] did not fully follow the
smoothness assumption, failing to explicitly focus on learning a better feature representation of
code snippets to effectively separate vulnerable and non-vulnerable ones. Moreover, they also did
not adequately mitigate the impact of incorrect pseudo-labeled training code snippets.

1.2 Our Works and Contributions
To address the aforementioned challenges, we propose a semi-supervised vulnerability de-
tection (SSVD) approach, which effectively utilizes a large volume of unlabeled code snippets

1The classification probability represents the likelihood of a code snippet belonging to a specific class (vulnerable or
non-vulnerable) as predicted by the vulnerability detection model. In simpler terms, if the probability of a code snippet
being vulnerable is p, and p is greater than or equal to 0.5 (indicating the code snippet is predicted to be vulnerable),
its classification probability cp equals p. Conversely, if p is less than 0.5 (indicating the code snippet is predicted to be
non-vulnerable), its classification probability cp equals 1 − ? . In essence, cp is a decimal value between 0.5 and 1.
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to enhance detection performance with limited labeled code snippets. SSVD begins by training a
teacher model using limited labeled code snippets. It then performs teacher-student self-training
iterations. During these iterations, the teacher model generates pseudo-labels for all unlabeled code
snippets. Then, SSVD employs the information gain [83] of model parameters as the certainty of the
correctness of these pseudo-labels. The certainty reflects the model’s confidence in the correctness
of the pseudo-label, indicating that the pseudo-labels of code snippets with high certainty are more
likely to be correct. This approach is commonly used in the field of uncertainty quantification [1]
and provides a better reflection of the model’s confidence than classification probabilities. During
the training of the student model in each iteration, SSVD utilizes the proposed noise-robust triplet
loss (NRTL) to maximize the separation between vulnerable and non-vulnerable code snippets in
the latent space, facilitating accurate label propagation (LP) from labeled to nearby unlabeled
snippets. Additionally, the noise-robust cross-entropy (NRCE) loss is proposed for gradient
clipping to mitigate the error accumulation caused by incorrect pseudo-labels. The trained student
model is then utilized as the new teacher model in the next iteration to generate pseudo-labels for
the next round of training. This teacher-student training process continues iteratively until further
iterations do not lead to significant performance improvements.

We choose two types of vulnerability detection methods to serve as the teacher/student models
integrated into SSVD: token-based (LineVul [24]) and graph-based (ReVeal [7]). We compare SSVD
and nine other semi-supervised learning approaches. The experimental results on four widely used
vulnerability datasets demonstrate that SSVD outperforms all the baseline approaches. In particular,
SSVD achieves the average F1-score improvement of 36.21% and 23.42%, as well as the average
Matthews correlation coefficient (MCC) improvement of 74.27% and 39.17% across the four
vulnerability datasets when using LineVul and ReVeal as the base detection model, respectively.
Moreover, SSVD trained on a certain proportion of labeled data can surpass or closely match the
performance of fully supervised LineVul and ReVeal models trained on 100% labeled data in most
scenarios. This underscores SSVD’s effectiveness in learning from both limited labeled data and a
vast number of unlabeled code snippets, resulting in superior vulnerability detection performance
and reducing the effort needed for labeling a large number of code snippets.

The main contributions of our work can be summarized as follows:
(1) We propose a novel semi-supervised deep learning approach for vulnerability detection,

named SSVD, which effectively selects correctly pseudo-labeled code snippets as training data
by using the information gain of model parameters to assess the certainty of the pseudo-labels’
correctness. It learns a better feature representation through NRTL andmitigates error accumulation
through NRCE loss to enhance vulnerability detection.

(2) We conduct a comprehensive experiment to compare SSVD with nine semi-supervised
learning approaches on four vulnerability datasets, and the results show the effectiveness of SSVD
for vulnerability detection with limited labeled data.

1.3 Organizations
Section 2 describes the SSVD approach. Sections 3 and 4 present the experimental setup and
results, respectively. Section 5 discusses why the SSVD approach works and addresses the threats to
validity. Section 6 introduces the related work. Finally, Section 7 concludes the paper and discusses
future work.

2 Approach
Theoverall procedure of the SSVD approach, depicted in Figure 1, is based on the self-training frame-
work. Initially, SSVD trains a teacher model 5 \C using limited labeled code snippets �! = {G8 , ~8 }#!

8=1,
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Fig. 1. The overall framework of the SSVD approach.

where G8 represents the ith code snippet, ~8 represents the corresponding label (i.e., vulnerable
or non-vulnerable), and #! represents the number of labeled code snippets in the dataset. In the
subsequent self-training iterations, the teacher model generates pseudo-labels for all unlabeled
code snippets �* = {GD}#*

D=1. SSVD employs the information gain [83] of model parameters as the
certainty of the correctness of these pseudo-labels and utilizes the Bayesian neural network
(BNN) with the Monte Carlo (MC) dropout technique to estimate the certainty. Based on these
certainties, sampling weights are calculated for the pseudo-labeled snippets. Next, SSVD samples the
pseudo-labeled code snippets based on the sampling weights to form the training dataset �( for the
student model 5 \B . During the training of the student model, we incorporate our proposed NRTL,
which aims at maximizing the separation between vulnerable and non-vulnerable code snippets in
the feature space, facilitating accurate LP from labeled to nearby unlabeled snippets. Additionally,
we propose the NRCE loss to mitigate the issue of error accumulation via gradient clipping during
the training process. In subsequent iterations, we assess the performance of the student model
compared to the teacher model on the validation set. If the student model outperforms the teacher
model, it becomes the new teacher model and generates new pseudo-labels for unlabeled data.
Otherwise, we continue using the previous teacher model. This teacher-student training process
continues iteratively until further iterations do not lead to significant performance improvement.

2.1 Certainty-Aware Sample Selection
Previous studies in software engineering [41, 67, 105, 113] rely on pseudo-labeled samples with high
classification probability, which increases the risk of selecting incorrectly pseudo-labeled samples
as training data. Therefore, we propose a certainty-aware sample selection strategy to address the
problem. According to the information theory proposed by Shannon [83], we utilize the information
gain of model parameters to estimate the model’s certainty regarding the correctness of the pseudo-
labels assigned to the code snippets, following previous studies in the field of artificial intelligence
[34, 66, 93] (Section 2.1.1). Then, we utilize the MC dropout technique to approximate a BNN to
calculate the information gain (Section 2.1.2). The code snippets with high certainty are more likely
to have correct pseudo-labels. Subsequently, we compute sampling weights for each pseudo-labeled
code snippet based on its certainty and sample from them accordingly (Section 2.1.3). Specifically,
code snippets with higher certainties are assigned a higher probability of being sampled, while
those with lower certainties have a lower probability of being selected. By selecting code snippets
with high certainty rather than high classification probability, the model can select more correctly
pseudo-labeled code snippets as the training data.
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2.1.1 Obtaining Approximate Value of ? (~ = 2 |G) via BNN and MC Dropout. The BNN is a
type of neural network model in which the parameters are not fixed values but instead follow a
probability distribution [25]. During the training process, the optimization objective of the BNN
model, denoted as 5 \ , is to obtain a posterior distribution ? (\ |�!) on the training dataset �! for
the model parameters \ . During the inference process, predictions are made based on the posterior
distribution. Specifically, for an input code snippet G , the probability of the output vulnerability
label 2 is represented as the expectation value and can be calculated through integral:2

? (~ = 2 |G) = E? (\ |�! )
[
?

(
~ = 2

���5 \ (G))] = ∫
\

? (~ = 2 |5 \ (G))? (\ |�!)3\ . (1)

However, computing this expectation value by considering all possible parameters \ is compu-
tationally impractical [93]. We have to find a surrogate distribution @(\ ) in a tractable family of
distributions to replace the true model posterior distribution ? (\ |�!). Gal et al. [26] introduced the
Monte-Carlo dropout technique, which can be incorporated into the BNN model. They showed that
the prediction probability ? (~ = 2 |G) for vulnerability label 2 can be approximated by considering
@(\ ) as a dropout distribution [88]. During inference, dropout is applied by randomly masking
certain model parameters ) times, enabling outputs to be obtained from different sets of “virtual”
model parameters. In practical applications, we only need to ensure that the dropout layer is
enabled and then perform inference ) times. Formally, we sample ) masked model parameters{∼
\ C

})
C=1

∼ @(\ ), and through the MC dropout technique, we can obtain an approximate value of
? (~ = 2 |G):

? (~ = 2 |G) ≈ 1
)

)∑
C=1

?

(
~ = 2

����5 ∼
\C (G)

)
. (2)

As ) becomes sufficiently large, ? (~ = 2 |G) and 1
)

)∑
C=1

?

(
~ = 2

����5 ∼
\C (G)

)
become increasingly similar.

2.1.2 Certainty Estimation. Following previous studies in the field of artificial intelligence [34, 66,
93], we utilize the information gain of model parameters as the certainty measure. We use entropy
H(·) to measure the information we have, where a higher entropy implies greater information:

H = −
∑
2

? (~ = 2 |G) ;>6 (? (~ = 2 |G)) . (3)

The information gain B is defined as the difference between the entropy H (~D |GD, �* ) of the
model after seeing information from the entire unlabeled dataset �* and the entropy E? (\ |�* )
[H (~D |GD, \ )]3 of the model given model parameters \ . Formally, for the code snippet GD , the
information gain B with respect to its label ~D can be formulated as:

B (~D, \ |GD, �* ) = H (~D |GD, �* ) − E? (\ |�* ) [H (~D |GD, \ )] , (4)

where ? (\ |�* ) represents the posterior distribution of model parameters on the unlabeled dataset
�* . However, computing this information gain value by considering all possible parameters \ is

2For a continuous random variable X with a probability density function f (x), its expectation E(X ) can be calculated using
E(X) =

∫
(xf(x) )dx, where the integral covers the range of possible values of the random variable.

3Since the parameters \ follow a probability distribution, the entropy of the model given parameters \ is the expectation.
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challenging to compute and can be approximated using the MC dropout technique. Therefore, by
substituting Equations (2) and (3) into Equation (4), we obtain the following approximate equation:

B (~D, \ |GD, �*) ≈ −
∑
2

(
1
)

∑
C

?̂C2

)
;>6

(
1
)

∑
C

?̂C2

)
+ 1
)

∑
C

∑
2

?̂C2;>6
(
?̂C2

)
, (5)

where ?̂C2 = ?

(
~D = 2

����5 ∼
\C (GD)

)
represents the predicted probability of class 2 given the MC dropout

model parameters
∼
\ C ∼ @(\ ) in the C th time. When the value of B (~D, \ |GD, �* ) is low, it indicates

that the model is highly certain about its predicted pseudo-label ~D for the code snippet GD . This
is because no additional information can be gained even after seeing the whole unlabeled code
snippets in �* . Therefore, the information gain B (~D, \ |GD, �* ) is inversely proportional to the
certainty, and we define the certainty as 1 − B (~D, \ |GD, �* ). When the information gain is low,
the certainty is high.

2.1.3 Sample Selection. Given the certainty, we can sample the unlabeled code snippets accord-
ingly. The certainty reflects the model’s confidence in the correctness of the pseudo-label, indicating
that the pseudo-labels of the code snippets with high certainty are more likely to be correct. One
possible sampling strategy is to prioritize code snippets with high certainties. However, only relying
on high-certainty data, which typically have lower information gain, the student model learns
little from the data and may even result in potential overfitting. Therefore, we introduce sampling
weights and perform weighted sampling. Formally, for GD ∈ �* , its sampling weight BD is:

BD =
1 − B (~D, \ |GD, �* )∑

GD ∈�*

[1 − B (~D, \ |GD, �* )]
. (6)

Specifically, code snippets with high certainty are assigned higher sampling weights, increasing
their chances of being selected during sampling. Conversely, those with low certainty receive lower
sampling weights and are less likely to be chosen. By employing this approach, we increase the
likelihood of obtaining correct pseudo-labels for the student model training while also incorporating
data with higher information gain to prevent overfitting. For example, as shown in Figure 1, we
sample the code snippets with the sampling weights of 0.06, …, 0.17, and 0.13 as the training dataset
for the student model.

2.2 NRTL
2.2.1 The Original Triplet Loss Function. In semi-supervised learning, labels spread from labeled

code snippets to nearby unlabeled ones, adhering to the smoothness assumption: a vulnerable code
snippet should be closer to another vulnerable one rather than a non-vulnerable one in the feature
space, and vice versa [41, 93]. To integrate this smoothness assumption and enhance accurate LP
from labeled to nearby unlabeled code snippets, we propose a NRTL function that aims to maximize
the separation between vulnerable and non-vulnerable code snippets in the feature space of �(

(sampled code snippets) in a semi-supervised setting. The original triplet loss function operates on
triplet combination (G0 , G? , G=), where G0 represents an anchor code snippet from �( , G? represents
the positive code snippet from �( that shares the same class label as G0 (known as matched pairs),
and G= represents the negative code snippet from �( with the different class label from G0 (known
as unmatched pairs). The objective of the triplet loss function is to learn a feature embedding
space in which the distance between code snippets with the same class labels is minimized, while
maximizing the distance between code snippets with different class labels, as shown in Figure 2. To
achieve this, each code snippet G0 (8 ) in �( is treated as an anchor, and its negative code snippet
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Fig. 2. An example of the original triplet loss function.

G= (8 ) as well as a positive code snippet G? (8 ) are identified. Hence, the formalization of the original
triplet loss function can be expressed as follows:

!CA8?;4C =

#B∑
8

[
3

(
G0 (8 ) , G? (8 )

)
− 3

(
G0 (8 ) , G= (8 )

)
+<

]
+
, (7)

where 3

(
G0 (8 ) , G? (8 )

)
=

������ℎ (
G0 (8 )

)
− ℎ

(
G? (8 )

)������2
2
represents the distance between matched pairs,

3

(
G0 (8 ) , G= (8 )

)
=

������ℎ (
G0 (8 )

)
− ℎ

(
G= (8 )

)������2
2
represents the distance between unmatched pairs, h(·)

denotes the embedding function, < is a margin parameter, and the notation [0]+ denotes the
positive part of a, i.e., [0]+ = max(0, a). The goal of the loss function is to make that 3

(
G0 (8 ) , G= (8 )

)
is larger than 3

(
G0 (8 ) , G? (8 )

)
plus<.

However, in the semi-supervised setting, we cannot directly use the original triplet loss function
due to the potential inclusion of incorrectly pseudo-labeled code snippets (i.e., noise) in the training
data, although we propose to employ CASS to identify high-certainty code snippets. The presence
of noise data may lead to the positive code snippet G? belonging to a different class than G0 in the
triplet loss, while the negative code snippet G= may be from the same class as G0 . Consequently,
the vulnerability detection model may become confused, as it encourages code snippets from
different classes to be closer in the feature space. As shown in Figure 3, in the semi-supervised
scenario, the feature space contains labeled vulnerable data G;0 and G;? (for the purpose of clarity,
we assume that the current anchor class is vulnerable in the figure), pseudo-labeled vulnerable
data G?0 and G?? , labeled non-vulnerable data G;= , and pseudo-labeled non-vulnerable data G?= . These

six types of code snippets can form a total of eight possible triplet combinations, i.e.,
(
G;0, G

;
? , G

;
=

)
,(

G;0, G
;
? , G

?
=

)
,
(
G;0, G

?
? , G

;
=

)
,
(
G
?
0 , G

;
? , G

;
=

)
,
(
G;0, G

?
? , G

?
=

)
,
(
G
?
0 , G

;
? , G

?
=

)
,
(
G
?
0 , G

?
? , G

;
=

)
, and

(
G
?
0 , G

?
? , G

?
=

)
, where

the superscript ; (or ?) indicates that the corresponding code snippet is from the labeled dataset
(or pseudo-labeled dataset). The original triplet loss treats all of the triplet combinations equally,
assigning them the same weight when calculating the triplet loss. However, triplet combinations
with a higher proportion of pseudo-labeled code snippets should be given lower weights when
calculating the triplet loss, as pseudo-labeled code snippets may contain erroneous vulnerability
labels.

2.2.2 The NRTL Function. To address the issue, we propose an enhanced version of the original
triplet loss function, called the NRTL function. In this approach, we calculate a reliability score R for
each triplet combination. Triplet combinations with lower reliability scores are given lower weights

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 3, Article 62. Publication date: February 2025.



Unlocking Semi-Supervised Deep Learning for Vulnerability Detection 62:9
R
eliabilit y

Labeled vulnerable code snippet

Close to each otherFar from each other

Pseudo-labeled vulnerable code snippet Labeled non-vulnerable code snippet

Pseudo-labeled non-vulnerable code snippet

Intra-class constraint

, ,

/
,

/ /
,

/

, ,

Inter-Class Constraint:

Intra-Class Constraint: , , ,

Fig. 3. An example of the NRTL function.

during loss computation, thereby minimizing the potential impact of incorrectly pseudo-labeled
data on the training process. Specifically, R is calculated based on the variance of predictions,
which reflects the degree of uncertainty in the model’s predictions for a given code snippet. A
higher variance indicates greater uncertainty, while a lower variance suggests higher certainty in
the predictions. For the pseudo-labeled code snippet G? within the triplet combination, its variance
of predictions is computed over ) rounds of MC dropout iterations:

+0A
(
G?

)
=

1
)

)∑
C=1

(
?C −

1
)

)∑
C=1

?C

)2
, (8)

where ?C is the pseudo-label prediction probability for G? in the C-th iteration. For the labeled code
snippet G; , we define+0A

(
G;

)
= 0. Therefore, the reliability of a triplet combination R

[ (
G0, G? , G=

) ]
is defined as follows:

R
[ (
G0, G? , G=

) ]
= −;>6

[
+0A (G0) ++0A

(
G?

)
++0A (G=)

3

]
. (9)

Higher reliability scores for a triplet combination indicate that the code snippets within the triplet
are more likely to have correct pseudo-labels.

In addition, the original triplet loss function only requires that the distance between unmatched
pairs (G0, G=) should be greater than the distance between matched pairs (G0, G? ) by a margin
distance< (i.e., inter-class constraint). However, it does not specify how close the distance within
the matched pairs (G0, G? ) should be (i.e., intra-class constraint). This lack of specification may lead
to a sparse embedding space, where code snippets of the same class are widely scattered, failing to
fulfill the smoothness assumption. To address the issue, we introduce an additional term to the
NRTL, which further constrains the distance between the matched pair (G0, G? ) to be smaller than
a distance =. Here, = is defined as a value less than<. The final NRTL, incorporating the intra-class
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constraint, is as follows:

!#')! =
1
#B

#B∑
8

{
R

[(
G0 (8 ) , G? (8 ) , G= (8 )

)]
×

[
3

(
G0 (8 ) , G? (8 )

)
− 3

(
G0 (8 ) , G= (8 )

)
+<

]
+
+ W

[
3

(
G0 (8 ) , G? (8 )

)
− =

]
+

}
, (10)

where W is used to adjust the proportion of the intra-class constraint. Moreover, we calculate the
distance only between the matched pairs

(
G;0, G

;
?

)
,
(
G;0, G

?
?

)
,
(
G
?
0 , G

;
?

)
, excluding the matched pair(

G
?
0 , G

?
?

)
containing both pseudo-labeled code snippets. By excluding the matched pair

(
G
?
0 , G

?
?

)
from the calculation of the intra-class constraint, we reduce the influence of potentially incorrect
pseudo-labels on the optimization process. This exclusion ensures that only pairs containing at
least one true labeled code snippet contribute to the intra-class constraint, thereby enhancing the
robustness and reliability of the training process.

2.3 NRCE Loss
Researchers [24, 107, 123, 125, 132] commonly use cross-entropy loss as a measure of the perfor-
mance of vulnerability detection models and to guide the training process:

!�� = − (~;>6(?) + (1 − ~) log (1 − ?)) , (11)

where ~ is the true label of the code snippet G (1 for vulnerable and 0 for non-vulnerable), and p
is the probability of the code snippet being vulnerable. During the backpropagation process in
model optimization, we need to calculate the gradient of the model parameters \ based on the !�� .
According to the chain rule, we can obtain:

m!��

m\
=

m!��

m?

m?

m\
=

(
−~
?
+ 1 − ~

1 − ?

)
m?

m\
= − 1

2?

m2?

m\
, (12)

where m!��

m?
is the gradient of the loss function with respect to ? , m?

m\
is the gradient of the model

output ? with respect to the model parameters \ , and 2? is the classification probability. When the
classification probability 2? is smaller, the gradients for the model parameters \ (i.e., m!��

m\
) will have

larger values.4 In a fully supervised scenario with correct labels, this characteristic can accelerate
the convergence speed of the model during the optimization process. However, pseudo-labels may
be incorrect in the semi-supervised scenario. If these incorrectly pseudo-labeled data also have a
low classification probability 2? , learning from them would result in large gradients for the model
parameters \ . The model will aggressively memorize the wrong information through optimization,
finally leading to the accumulation of errors.

To address the challenge of incorrect pseudo-labels in semi-supervised scenarios, we propose
the NRCE loss function, aiming to enhance the original cross-entropy loss’s robustness against
incorrect pseudo-labels (i.e., noise). The NRCE loss is defined as follows:

!#'�� =

{
− (~? + (1 − ~) (1 − ?)) , 8 5 2? ≤ 2?:

− (~ log (?) + (1 − ~) log (1 − ?)) , >Cℎ4AF8B4 , (13)

4In Equation (12), the negative sign in the gradient do not represent the gradient is negative, but rather indicate the direction
of the gradient. It ensures that the parameters are updated in the direction of the loss function descent during the parameter
update process.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 3, Article 62. Publication date: February 2025.



Unlocking Semi-Supervised Deep Learning for Vulnerability Detection 62:11

Table 1. The Statistical Information of Our Experimental Datasets

Dataset # Code Snippets Source of Annotation Vulnerable Ratio
Devign 24,491 Developer provided 45.72%
ReVeal� 22,734 Developer provided 9.85%
Big-Vul 156,632 Security vendor-provided 6.17%
Juliet 38,234 Synthetically created 40.50%

where pseudo-labeled code snippets with classification probability 2? less than 2?: are involved in
gradient clipping. Specifically, !#'�� refrains from applying the logarithmic function to ? and 1−? ,
in order to prevent the gradients from becoming excessively large during the gradient computation
(i.e., we avoid multiplying 1

2?
in Equation (12) when 2? is less than 2?: ). During the training process,

we set the value of 2?: as the maximum classification probability within the bottom :% range
of classification probabilities. This gradient clipping strategy effectively prevents the model from
making excessive updates based on incorrectly pseudo-labeled code snippets, thereby avoiding
error accumulation during learning. Finally, the loss function for SSVD is obtained by combining
the NRTL and the NRCE loss:

!((+� = !#')! + !#'�� . (14)

3 Experimental Setup
3.1 Datasets
Existing open-source software vulnerability datasets can be categorized into four types based on
how the vulnerability labels of code snippets are obtained: developer-provided, security vendor-
provided, tool-created, and synthetically created [7, 14]. Our preference is to primarily utilize the
two developer-provided datasets, namely Devign [132] and ReVeal� 5 [7], as the core experiment
datasets since they undergo better quality assurance due to manual annotation [14]. To enhance the
overall generality of SSVD, we also incorporate the security vendor-provided Big-Vul [20] dataset
and synthetically created Juliet [4] dataset. However, we choose not to include the tool-created
D2A dataset [130] due to its reliance on static analysis tools for labeling vulnerability-related fixes.
These tools often introduce a significant number of false positive vulnerability warnings, leading
to inaccuracies in the vulnerability labels of D2A [14]. Although these four chosen datasets are
widely utilized in previous vulnerability detection studies, Roland et al. [14] identified some data
quality issues within them, including the presence of duplicate and conflicting code snippets, as
well as code snippets with inaccurate vulnerability labels. Such issues can adversely affect the
model training [14]. To address these concerns, we utilize the cleaned versions of Devign, Big-Vul,
and Juliet provided by Roland et al. [14], which eliminate the majority of duplicate and conflicting
code snippets. However, due to the lack of appropriate metadata, the ReVeal� dataset could not
be cleaned by Roland et al. [14], and we use the original ReVeal� dataset in our experiments. We
summarize the statistical information of the used datasets in Table 1.

3.2 Base Vulnerability Detection Models
It is worth noting that our SSVD approach, unlike the PositIve and unlabeled Learning mOdel
for vulnerability deTection (PILOT) approach [105], is model-agnostic, meaning SSVD can be
integrated with any underlying vulnerability detection model as the teacher and student models

5To differentiate between the vulnerability dataset named Reveal and the base vulnerability detection model also called
Reveal, we refer to the dataset as ReVeal� in this article.
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for SSVD. Given the rapidly evolving landscape of deep learning-based vulnerability detection
research, it is challenging to single out one or even a few vulnerability detection techniques as
representatives of the entire community. To enhance the generalizability and applicability of our
SSVD approach, similar to Yang et al. [115], we select two families of vulnerability detectionmethods:
token-based (LineVul [24]) and graph-based (ReVeal [7]) as the base vulnerability detection models
integrated into SSVD. Additionally, these two models serve as common baselines for evaluating
proposed methods within the vulnerability detection community [6, 103, 104], showcasing their
representativeness.

LineVul [24] converts code snippets into code tokens and generates embedding vectors. It then
utilizes a BERT architecture with a stack of 12 Transformer encoder blocks for vulnerability
detection. ReVeal [7] transforms code snippets into code property graphs. Then, it employs a
graph-gated neural network that takes feature vectors of all nodes and edges as input to detect
code vulnerability. During the initialization of the teacher model, we train the two base detection
models using cross-entropy loss. In the subsequent self-training iterations, we utilize the NRTL and
NRCE loss as the loss function. We utilize the same hyperparameter settings described in LineVul
[24] and ReVeal [7], including learning rate and batch size.

3.3 Baselines
We compare SSVD with six semi-supervised deep learning methods and three semi-supervised
machine learning methods:

(1) Standard self-training (SST) [42] is a classic self-training method that does not consider
sample selection and smoothness assumptions. It iteratively trains a classifier on the labeled dataset
and then utilizes that classifier to predict labels for all unlabeled samples. These pseudo-labeled
samples are subsequently added to the labeled dataset, and the process continues until convergence.

(2) Uncertainty-aware self-training (UST) [66] utilizes BNN to calculate information gain for
selecting difficult or easy pseudo-labeled samples for model training and computes classification
loss weights based on the predicted variance of the samples, allows the model to focus more on
low-variance samples.

(3) Debiased self-training (DST) [8] introduces three different classification heads to address
biases during the self-training process. Specifically, it decouples the generation and utilization
of pseudo-labels using two parameter-independent classifier heads. Furthermore, it incorporates
an additional classification head to consider worst-case classification scenarios and performs
adversarial training to avoid the worst-case.

(4) PILOT [105] first labels unlabeled code snippets as non-vulnerable based on the maximum
distance difference from labeled vulnerable code snippets. Next, a detection model is trained using
CodeBERT [22] on both labeled vulnerable code snippets and pseudo-labeled non-vulnerable code
snippets. This model is then utilized to classify unlabeled code snippets. Those code snippets with
high classification probabilities are selected as pseudo-labeled data, which are then incorporated
into the training set for fine-tuning of the model.

(5) HADES [41] is a semi-supervised approach for identifying system anomalies using heteroge-
neous data. It selects pseudo-labeled samples with high classification probability from the teacher
model and trains the student model using both the labeled samples and the pseudo-labeled samples,
adjusting hyperparameters to assign a lower weight to the loss function of the pseudo-labeled data.

(6) SSVD (prob) is a variant of SSVD that selects pseudo-labeled samples with high classification
probability instead of using CASS to choose high-certainty samples.

(7) LP [76] uses the relationships between labeled and unlabeled samples to assign labels to the
unlabeled samples based on the labels of their neighboring instances.
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Table 2. The Confusion Matrix

Truly vulnerable Truly non-vulnerable
Predicted vulnerable TP FP
Predicted non-vulnerable FN TN

(8) Co-Training (CT) [3] trains two classifiers on different subsets of features or views of the
labeled dataset, exchanging predictions on unlabeled samples each iteration. Samples where the
two classifiers agree are added to the labeled dataset, and the classifiers are iteratively retrained
until convergence. The final trained classifiers can then be used to predict new samples.

(9) Tri-Training (TT) [133] extends the concept of CT by utilizing three classifiers instead
of two. Similarly, each classifier is trained on a different subset of features or views of the la-
beled dataset. However, in TT, during each iteration, each classifier labels the unlabeled samples,
and a sample is added to the labeled set only if at least two out of the three classifiers agree on
its label.

The reasons for choosing these baselines are as follows. SST, UST, and DST are recognized
as state-of-the-art semi-supervised deep learning methods in the field of artificial intelligence.
PILOT and HADES, on the other hand, are state-of-the-art semi-supervised deep learning methods
proposed in the domain of software engineering. Additionally, LP, CT, and TT are widely used
semi-supervised machine learning methods in software engineering [43, 46, 63, 129]. For the semi-
supervised deep learning methods except PILOT, we utilize LineVul and ReVeal as the base detection
models. As for the semi-supervised machine learning methods, we employ random forest as the
base detection model, following the setup of most software engineering studies [43, 44, 46, 56, 57,
94]. This choice is attributed to findings from these studies indicating that using random forest as
the base detection model yields superior performance compared to other basic machine learning
classification models such as naive Bayes, decision trees, and k-nearest neighbors. We leverage
CodeBERT to extract feature vectors from code snippets as the input of random forest, as it shows
excellent performance in extracting semantic features from code in the field of software engineering
[69, 105]. However, we refrain from selecting active learning as a baseline method due to its reliance
on manual annotation by experts. Including active learning in the comparison would introduce
bias and be unfair in this particular context.

3.4 Evaluation
We employ three commonly used evaluation metrics Precision, Recall, and F1 in previous vulnera-
bility detection studies [12, 24, 70, 100, 101, 103, 104, 106, 115, 123, 125]. In addition, recognizing
that MCC is recommended for assessing software engineering tasks with class imbalance [6, 92], we
also incorporate MCC into our evaluation to provide a comprehensive assessment of vulnerability
detection performance.These metrics can be derived from a confusion matrix, as depicted in Table 2.
In this matrix, TP denotes the number of vulnerable code snippets correctly identified as vulnerable,
FP represents the number of non-vulnerable code snippets incorrectly classified as vulnerable, FN
refers to the number of vulnerable code snippets incorrectly predicted as non-vulnerable, and TN
corresponds to the number of non-vulnerable code snippets correctly predicted as such. The total
number of code snippets in the testing dataset is represented by TP + TN + FN + FP.

(1) Precision is the percentage of the truly vulnerable code snippets to all the predicted vulnerable
code snippets:

Precision =
TP

TP + FP
. (1)
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A higher Precision means the vulnerability detection model has a lower rate of false alarms.
(2) Recall is the percentage of the correctly predicted vulnerable code snippets to all the truly

vulnerable ones in the testing dataset:

Recall =
TP

TP + FN
. (2)

A higher Recall indicates that the vulnerability detection model can find more truly vulnerable
code snippets effectively and reduce the likelihood of missing any potential vulnerabilities.

(3) F1 is considered the harmonic mean between Precision and Recall, and it provides a balance
between the two metrics:

F1 = 2 × Precision × Recall
Precision + Recall

. (3)

(4) MCC is a fully symmetric metric that considers all four values (TP, TN, FP, and FN) in the
confusion matrix when calculating the correlation between ground truth and predicted values. It
provides a balanced measure of classification performance, particularly in scenarios where class
imbalances exist. MCC values range from −1 to 1, and MCC is defined as follows:

MCC =
TP × TN − FP × FN√

(TP + FP) (TP + FN) (TN + FP) (TN + FN)
. (4)

The Wilcoxon signed-rank test [79] and Cliff’s X [61] are widely used in the field of software
engineering [10, 21, 47, 116, 120], we also follow the settings of previous works and utilize them
to assess the significance of the difference between our SSVD approach and other approaches.
Since multiple comparisons with SSVD are performed, we use the Benjamini–Hochberg (BH)
[23] procedure to adjust p-values. The null hypothesis of the Wilcoxon signed-rank test assumes
no significant difference between two approaches, with a predefined significance level of 0.05
(U = 0.05). Selecting a significance threshold of 0.05 is a common practice in statistical hypothesis
testing. If the p-value after BH correction is less than 0.05, we reject the null hypothesis, indicating
a statistically significant difference between the two approaches. Otherwise, we accept the null
hypothesis. If the Wilcoxon signed-rank test reveals a significant difference, we then employ
Cliff’s X to determine the magnitude of the difference. The effect size is categorized as negligible
(0 < |Cliff’s X | < 0.147), small (0.147 ≤ |Cliff’s X | < 0.33), medium (0.33 ≤ |Cliff’s X | < 0.474), or
large (|Cliff’s X | ≥ 0.474). In summary, SSVD is considered to perform significantly better or worse
than the compared approaches, if the p-value is less than 0.05 and the effect size is not negligible. If
the p-value is not less than 0.05 or the p-value is less than 0.05, but the effect size is negligible (less
than 0.147), the difference is not significant [47].

3.5 Implementation Details
The experiments are conducted on a server equipped with a high-performance 24 GB GPU and
90 GB of RAM. With the default SSVD settings, LineVul as the base detection model requires
approximately 22 GB of GPU memory and less than 10 GB of RAM, while ReVeal requires around
10GB of GPU memory and less than 30 GB of RAM. Memory and GPU usage can be adjusted
by tuning the batch size and the dataset size loaded into memory. Since there is currently no
open-source code available for semi-supervised methods that can be directly applied to software
vulnerability datasets, we adapt the chosen semi-supervised methods by modifying or reproducing
them to suit our dataset and base detection models. In order to maintain fairness, we ensure that
the compared semi-supervised approach and our SSVD approach have consistent hyperparameters
in the overlapping experimental settings, including the sampling ratio for unlabeled code snippets
of 25% and the minimum teacher-student self-training iterations of 25. We set the minimum epochs
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of training for the teacher model to 35 and stop training if the model performance on the validation
set does not increase. Based on the experimental results in Section 4.4, we set : to 10%, and we set W
to 0.15. Following Mukherjee et al. [66], we set ) to 30. Furthermore, our preliminary experiments
confirm that setting ) to 30 yields the best results, and increasing ) further does not lead to a
performance improvement in SSVD. Following Chakraborty et al. [7], we set< to 0.5. As = is a
value smaller than<, we set it to 0.1.

For the Big-Vul dataset, we partition the dataset into train, validation, and test sets with an 8:1:1
ratio based on the “update date” of the vulnerability data, maintaining chronological order. The
training set is further divided into labeled and unlabeled data. Then, we run these approaches on
these train, validation, and test sets ten times. However, for the Devign, ReVeal� , and Juliet datasets,
as they lack time information, we employ five-fold cross-validation to evaluate the models and
mitigate the impact of data partitioning. In five-fold cross-validation, the dataset is divided into
five equally sized subsets, where four subsets are used as the training set, and the remaining subset
is equally split into the test set and the validation set. This process is repeated five times, each time
using a different subset as the test and validation set. Subsequently, the five-fold cross-validation
procedure is repeated twice, each time with a different random seed for dataset partitioning.
Consequently, for each dataset, we obtain ten results. These ten results are utilized for statistical
significance analysis using the Wilcoxon signed-rank test and Cliff’s X . Additionally, the averages
of the results from the ten runs are presented in Section 4.

4 Experimental Results
We organize the experimental results by addressing the ResearchQuestions (RQs), which are
presented as the titles for each subsection.

4.1 RQ1: How Does SSVD Perform in Comparison to Existing Semi-Supervised
Learning Approaches in Vulnerability Detection?

We compare SSVD with six semi-supervised deep learning approaches and three semi-supervised
machine learning approaches. Table 3 shows the performance of the semi-supervised deep learning
approaches using LineVul as the base detection model and the semi-supervised machine learning
approaches, while Table 4 presents the performance of the semi-supervised deep learning ap-
proaches using the ReVeal detection model and the semi-supervised machine learning approaches.
Gray-shaded cells in the table highlight significant differences between SSVD and other approaches
in terms of this metric, and each bolded value indicates that the semi-supervised approach achieves
the highest performance.

SSVD outperforms the three semi-supervised deep learning approaches in the field of artificial
intelligence, including SST, UST, and DST. Regardless of whether ReVeal or LineVul is used as the
base detection model, SSVD consistently surpasses these approaches in terms of F1-score and Recall
across all datasets and in terms of MCC across all datasets except UST on the ReVeal� dataset.
When LineVul is used as the base detection model, SSVD demonstrates superior performance in
terms of F1-score, with an average improvement ranging from 4.91% to 12.82%, and it also achieves
a higher MCC with an average improvement ranging from 4.62% to 8.17% across the datasets. On
the other hand, when ReVeal is employed as the base detection model, SSVD demonstrates an
average improvement in F1-score ranging from 6.98% to 10.68%, an improvement in MCC ranging
from 16.62% to 22%, and outperforms these three baseline approaches in Precision in most cases.
Moreover, the results of the Wilcoxon signed-rank test and Cliff’s X indicate that SSVD significantly
outperforms these three approaches in most cases in terms of F1-score and MCC. Among the three
methods, SST shows the worst performance due to its lack of a sampling strategy for selecting
suitable pseudo-labeled code snippets. Additionally, the direct use of the original cross-entropy
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Table 3. The Precision, Recall, F1-Score, and MCC Values of SSVD and the Compared Approaches When
Using LineVul as the Base Detection Model

Dataset Full Train 10% Labeled Data

LineVul LineVul SST UST DST PILOT HADES SSVD (prob) LP CT TT SSVD

Devign
P 0.6100 0.7284 0.5911 0.5481 0.5556 0.5461 0.5756 0.5484 0.4871 0.4833 0.6000 0.5426
R 0.5665 0.1993 0.3297 0.4524 0.4615 0.4283 0.4469 0.5214 0.4605 0.6340 0.2093 0.5992
F 0.5676 0.3074 0.4070 0.4888 0.4964 0.4765 0.4972 0.5253 0.4734 0.5430 0.3035 0.5622
M 0.2522 0.1930 0.1456 0.1366 0.1491 0.1325 0.1666 0.1574 0.0500 0.0576 0.1170 0.1723

ReVeal�
P 0.4727 0.3578 0.3649 0.3924 0.3651 0.3780 0.3562 0.3548 0.2897 0.1805 0.4195 0.3305
R 0.3734 0.2241 0.2563 0.2741 0.2946 0.2634 0.2634 0.3019 0.1643 0.2378 0.0475 0.3438
F 0.4073 0.2724 0.2942 0.3187 0.3243 0.3079 0.3008 0.3160 0.2096 0.2036 0.0847 0.3370
M 0.3579 0.2212 0.2406 0.2660 0.2617 0.2537 0.2416 0.2546 0.1564 0.1059 0.1135 0.2630

Big-Vul
P 0.8713 0.8333 0.8225 0.8624 0.8496 0.8531 0.8515 0.8553 0.1975 0.2251 0.1229 0.8732
R 0.6898 0.6213 0.6263 0.6103 0.6184 0.6168 0.6217 0.6130 0.1451 0.0111 0.0014 0.6267
F 0.7689 0.7117 0.7110 0.7146 0.7156 0.7157 0.7186 0.7139 0.1672 0.0211 0.0028 0.7297
M 0.7619 0.7041 0.7020 0.7110 0.7100 0.7106 0.7129 0.7093 0.1221 0.0377 0.0079 0.7259

Juliet
P 0.7432 0.6411 0.6367 0.6179 0.6155 0.6268 0.6297 0.6248 0.5696 0.5114 0.5968 0.6368
R 0.7994 0.6181 0.6309 0.6960 0.7123 0.6814 0.7017 0.7109 0.5083 0.7117 0.4725 0.7153
F 0.7701 0.6241 0.6288 0.6512 0.6585 0.6513 0.6609 0.6651 0.5371 0.5950 0.5274 0.6738
M 0.6052 0.3817 0.3839 0.3961 0.4013 0.4004 0.4135 0.4078 0.2561 0.2521 0.2719 0.4312

Gray-shaded cells highlight significant differences between SSVD and other approaches in terms of the metric. Bold values
indicate that the semi-supervised approach achieves the highest performance.

Table 4. The Precision, Recall, F1-Score, and MCC Values of SSVD and the Compared Approaches When
Using ReVeal as the Base Detection Model

Dataset Full Train 10% Labeled Data

ReVeal ReVeal SST UST DST PILOT HADES SSVD (prob) LP CT TT SSVD

Devign
P 0.5529 0.5171 0.4944 0.4880 0.4929 0.5150 0.5003 0.4958 0.4871 0.4833 0.6000 0.5101
R 0.4399 0.2686 0.5199 0.5596 0.4930 0.3785 0.5037 0.5960 0.4605 0.6340 0.2093 0.6509
F 0.4893 0.3516 0.5059 0.5207 0.4887 0.4323 0.4997 0.5403 0.4734 0.5430 0.3035 0.5720
M 0.1444 0.0667 0.0723 0.0661 0.0672 0.0819 0.0810 0.0863 0.0500 0.0576 0.1170 0.1258

ReVeal�
P 0.4281 0.2808 0.2862 0.3199 0.3118 0.3273 0.3133 0.3030 0.2897 0.1805 0.4195 0.3125
R 0.4315 0.2848 0.3125 0.3179 0.3196 0.2777 0.3098 0.3286 0.1643 0.2378 0.0475 0.4018
F 0.4185 0.2744 0.2930 0.3160 0.3119 0.2981 0.3088 0.3095 0.2096 0.2036 0.0847 0.3516
M 0.3619 0.1977 0.2143 0.2425 0.2374 0.2301 0.2347 0.2338 0.1564 0.1059 0.1135 0.2734

Big-Vul
P 0.2768 0.1593 0.1614 0.1662 0.1598 0.1724 0.1679 0.1606 0.1975 0.2251 0.1229 0.1798
R 0.1531 0.1226 0.1365 0.1559 0.1322 0.1229 0.1373 0.1408 0.1451 0.0111 0.0014 0.1690
F 0.1951 0.1361 0.1457 0.1588 0.1432 0.1421 0.1495 0.1482 0.1672 0.0211 0.0028 0.1729
M 0.1668 0.0888 0.0954 0.1060 0.0932 0.0977 0.1007 0.0967 0.1221 0.0377 0.0079 0.1206

Juliet
P 0.7044 0.5970 0.5871 0.5807 0.5784 0.5854 0.5965 0.5893 0.5696 0.5114 0.5968 0.5904
R 0.7192 0.6962 0.7482 0.7696 0.7692 0.7585 0.7351 0.7835 0.5083 0.7117 0.4725 0.7936
F 0.7111 0.6424 0.6574 0.6618 0.6598 0.6601 0.6581 0.6721 0.5371 0.5950 0.5274 0.6765
M 0.5116 0.3693 0.3822 0.3847 0.3814 0.3855 0.3890 0.4050 0.2561 0.2521 0.2719 0.4123

Gray-shaded cells highlight significant differences between SSVD and other approaches in terms of the metric. Bold values
indicate that the semi-supervised approach achieves the highest performance.

loss exacerbates error accumulation. The superior performance of SSVD can be attributed to its
consideration of the smoothness assumption and incorrectly pseudo-labeled training code snippets,
which are not taken into account by the three compared approaches.

SSVD surpasses PILOT, HADES, and SSVD (prob), proposed in the field of software engineering.
When employing LineVul as the base detection model, SSVD achieves an average F1-score im-
provement of 7.03%, 5.75%, and 3.71% compared to PILOT, HADES, and SSVD (prob), respectively.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 3, Article 62. Publication date: February 2025.



Unlocking Semi-Supervised Deep Learning for Vulnerability Detection 62:17

When using ReVeal, SSVD demonstrates an average F1-score improvement of 15.69%, 9.72%, and
6.17% respectively. Additionally, when using LineVul as the base detection model, SSVD achieves
average MCC improvements of 6.36%, 3.78%, and 4.15%. When using ReVeal as the base detection
model, SSVD achieves average MCC improvements of 17.23%, 15.74%, and 13.45% respectively.
Moreover, the results of the Wilcoxon signed-rank test and Cliff’s X indicate that when LineVul is
used as the base detection model, SSVD significantly outperforms these three approaches in terms
of the F1-score. Similarly, when ReVeal is used as the base detection model, SSVD significantly
outperforms these three approaches in terms of Recall, F1-score, and MCC in the majority of cases.
The primary reason for the improved performance of SSVD over the three approaches lies in its
focus on selecting pseudo-labeled code snippets with high certainty rather than high classifica-
tion probability. High classification probability in pseudo-labels does not necessarily indicate the
model’s certainty in its predictions and increases the risk of choosing incorrectly pseudo-labeled
code snippets as training data. Additionally, SSVD considers the smoothness assumption and the
issue of incorrectly pseudo-labeled training code snippets compared to PILOT and HADES, which
contributes to its superior performance.

The three machine learning approaches, LP, CT, and TT, perform the worst among all semi-
supervised approaches. Specifically, when using LineVul as the base detection model, SSVD achieves
an average enhancement of 65.97%, 68.99%, and 150.73% in the F1-score compared to the three
approaches. Similarly, with ReVeal as the base model, SSVD showcases average improvements of
27.81%, 30.11%, and 93.06%, respectively. Additionally, when LineVul is used as the base detection
model, SSVD exhibits significant improvements of 172.4%, 251.37%, and 212.09% in terms of MCC.
Similarly, when ReVeal serves as the base detection model, SSVD demonstrates notable improve-
ments of 59.47%, 105.66%, and 82.68% in terms of MCC. Furthermore, the results of the Wilcoxon
signed-rank test and Cliff’s X indicate that when LineVul is used as the base detection model,
SSVD significantly outperforms these three approaches on all datasets. Similarly, when ReVeal
is used as the base detection model, SSVD demonstrates significant superiority over these three
approaches in terms of Recall, F1-score, and MCC in the majority of cases. Although TT achieves
a high Precision value on several datasets, it also exhibits very low Recall on these datasets. As
a result, testers may be hesitant to use it due to the high ratio of false negatives, leading to the
possibility of numerous undetected potential vulnerabilities [35, 39]. The primary reason for the
poor performance of these three machine learning approaches is their reliance on code features
extracted using CodeBERT and their utilization of the random forest classifier. In contrast, SSVD
leverages LineVul and ReVeal to automatically extract vulnerability-related features, which can be
more effective. Additionally, these machine learning approaches do not consider the smoothness
assumption and the issue of incorrectly pseudo-labeled training code snippets, further contributing
to their inferior performance.

When using LineVul as the base detection model, SSVD significantly outperforms LineVul
trained on 10% labeled data across all datasets and metrics, except on the Devign dataset in terms
of Precision. Specifically, SSVD outperforms LineVul by 2.53% to 82.93% in terms of F1-score and
3.1% to 18.9% in terms of MCC. When using Reveal as the base detection model, SSVD significantly
outperforms Reveal trained on 10% labeled data across all datasets and metrics, except on the Juliet
dataset in terms of Precision. When trained on 10% labeled data, LineVul and Reveal are unable to
adequately learn vulnerability patterns due to the limited labeled vulnerability data. As a result,
compared to SSVD, they are more likely to predict new code snippets as non-vulnerable, leading
to lower Precision for SSVD compared to LineVul and Reveal. Specifically, SSVD demonstrates
superiority over ReVeal by margins ranging from 5.32% to 62.67% in F1-score and 11.64% to 88.86%
in MCC across the four datasets. These results demonstrate that SSVD effectively leverages 90%
unlabeled data to significantly enhance vulnerability detection capabilities.
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Fig. 4. The Precision value of SSVD (LineVul), SSVD (ReVeal), LineVul, and ReVeal when trained with different
proportions of labeled training data on the four datasets.

When employing LineVul as the base detection model, SSVD demonstrates a higher F1-score
and MCC on the Big-Vul dataset compared to its performance with ReVeal. The result is consistent
with the findings of previous research conducted by Fu et al. [24], which proposed the LineVul
approach and conducted a comparative analysis with Devign—a graph-based approach similar to
ReVeal. The experiment conducted by Fu et al. [24] revealed a significantly higher F1-score for
LineVul in comparison to Devign on the Big-Vul dataset. The potential reason could be that the
smaller graph-based model Reveal struggles to capture the complex structural information of data
flow graphs and control flow graphs in extremely imbalanced large datasets [17, 105], while the
larger BERT-based model (LineVul) has a greater capacity to capture complex underlying semantic
features.

Answer to RQ1:

SSVD surpasses existing semi-supervised learning approaches in terms of Recall, F1-score,
and MCC, exhibiting an average improvement of 45.91%, 36.21%, and 74.27% when employ-
ing LineVul as the base detection model, and an average improvement of 40.69%, 23.42%,
and 39.17% when utilizing ReVeal as the base detection model across the four vulnerability
datasets.

4.2 RQ2: How Does the Proportion of Labeled Training Data Impact SSVD’s
Performance?

In RQ1, we assume that 10% of the data in the training set is labeled, while 90% is unlabeled. To
illustrate the impact of the proportion of labeled training data, we compare the performance of
SSVD across different proportions of labeled data, ranging from 10% to 100% (10%, 30%, 50%, 70%,
90%, and 100%). Figures 4–7 demonstrate how the proportion of labeled training data affects the
performance of SSVD and the supervised learning approaches LineVul and ReVeal. In these figures,
the notations SSVD (LineVul) and SSVD (ReVeal) indicate that SSVD uses LineVul and ReVeal as
the base detection models, respectively.

In terms of all metrics, there is a consistent trend of improved performance for SSVD as the
proportion of labeled training data increases. However, there are instances where the performance
fluctuates as we increase the proportion of labeled training data. For example, the F1-score and
MCC values of SSVD using LineVul as the base detection model exhibit a slight decrease when
trained with 30% labeled data compared to when trained with 10% labeled data in both the Devign
and Juliet datasets. When analyzing the performance on the Big-Vul dataset, SSVD shows the
slight improvement trend as the proportion of labeled data increases. One potential reason for
this could be that the Big-Vul dataset contains a substantial amount of code snippets compared
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Fig. 5. The Recall value of SSVD (LineVul), SSVD (ReVeal), LineVul, and ReVeal when trained with different
proportions of labeled training data on the four datasets.

Fig. 6. The F1-score of SSVD (LineVul), SSVD (ReVeal), LineVul, and ReVeal when trained with different
proportions of labeled training data on the four datasets.

Fig. 7. The MCC value of SSVD (LineVul), SSVD (ReVeal), LineVul, and ReVeal when trained with different
proportions of labeled training data on the four datasets.

to the other three datasets. Hence, using only 10% of labeled code snippets may already provide
sufficient information for training vulnerability detection models effectively. As the proportion
of labeled data increases, the additional labeled data may not contribute to further improving the
performance of SSVD on the Big-Vul dataset.

In the vast majority of datasets and evaluation metrics, there is at least one scenario where SSVD
trained on a certain proportion of labeled data outperforms or closely matches the performance of
the fully supervised LineVul or ReVeal approaches (trained on 100% labeled data). For example,
concerning F1-score and Recall, SSVD (LineVul) and SSVD (ReVeal) trained on only 10% labeled
data have exhibited better performance compared to LineVul and ReVeal trained on 100% labeled
data on the Devign dataset, respectively. These findings indicate that by leveraging the unlabeled
data, SSVD can overcome the limitations associated with having a limited amount of labeled data,
achieving competitive or even superior performance in comparison to fully supervised approaches.

Regardless of the proportion of labeled training data used, SSVD (LineVul) consistently outper-
forms LineVul, while SSVD (ReVeal) surpasses ReVeal in terms of Recall, F1-score, and MCC in
most scenarios. Although LineVul demonstrates higher Precision and MCC values on the Devign
dataset than SSVD (LineVul), it exhibits very low Recall and F1-score values, potentially resulting
in a large number of actually vulnerable code snippets remaining undetected. The primary reason
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Table 5. The Performance Comparison of SSVD and Its Variants on the Four Datasets

Datasets Approaches LineVul ReVeal

Precision Recall F1-score MCC Precision Recall F1-score MCC

Devign

SSVDF/>��(( 0.5037 0.6143 0.5535 0.1048 0.5017 0.6473 0.5653 0.1073
SSVDF/>#')! 0.5053 0.4643 0.4839 0.0823 0.5032 0.6304 0.5597 0.1070
SSVDF/>#'�� 0.5015 0.6054 0.5485 0.0988 0.5144 0.6223 0.5632 0.1278

SSVD 0.5425 0.5992 0.5622 0.1722 0.5101 0.6509 0.5720 0.1259

ReVeal�

SSVDF/>��(( 0.2765 0.2679 0.2721 0.1940 0.3129 0.3884 0.3466 0.2686
SSVDF/>#')! 0.3169 0.3435 0.3298 0.2535 0.3266 0.3616 0.3432 0.2678
SSVDF/>#'�� 0.3039 0.2768 0.2897 0.2164 0.2813 0.3616 0.3164 0.2335

SSVD 0.3305 0.3438 0.3370 0.2630 0.3125 0.4018 0.3516 0.2735

Big-Vul

SSVDF/>��(( 0.8649 0.6091 0.7148 0.7115 0.1463 0.1251 0.1349 0.0830
SSVDF/>#')! 0.8396 0.6277 0.7183 0.7109 0.1515 0.1396 0.1453 0.0916
SSVDF/>#'�� 0.8480 0.6174 0.7145 0.7087 0.1393 0.1282 0.1335 0.0791

SSVD 0.8732 0.6267 0.7297 0.7260 0.1797 0.1689 0.1729 0.1206

Juliet

SSVDF/>��(( 0.6321 0.7043 0.6663 0.4195 0.5696 0.7979 0.6647 0.3838
SSVDF/>#')! 0.6367 0.6856 0.6602 0.4150 0.5651 0.7818 0.6560 0.3681
SSVDF/>#'�� 0.6261 0.7082 0.6646 0.4141 0.5731 0.7870 0.6632 0.3832

SSVD 0.6368 0.7153 0.6738 0.4313 0.5903 0.7936 0.6765 0.4123

Bold values indicate that the corresponding approach achieves the highest performance.

for the superior performance of SSVD is attributed to the ability of SSVD to effectively leverage
the additional unlabeled data during the training process compared to the supervised LineVul and
ReVeal approaches. By incorporating the unlabeled data into the training process, SSVD can capture
more information from the data, leading to improved performance in terms of Recall, F1-score,
and MCC.

Answer to RQ2:

Increasing the proportion of labeled training data typically leads to improved performance
for SSVD. SSVD trained on a certain proportion of labeled data can outperform or closely
match the performance of LineVul and ReVeal trained on 100% labeled data inmost scenarios.

4.3 RQ3: What Is the Impact of the Three Modules (i.e., CASS, NRTL, and NRCE Loss)
for SSVD?

We conduct ablation studies to assess the effectiveness of each module in SSVD, namely the CASS
module, the NRTLmodule, and the NRCE loss module. Table 5 presents the performance comparison
of SSVD and its variants on the four vulnerability datasets.

To explore the contribution of the CASS module, we create a variant of SSVD without CASS
(referred to as SSVDF/>��(( ) that selects all pseudo-labeled code snippets to train the student
model. The inclusion of CASS in SSVD demonstrates an improvement in the performance of SSVD
across all datasets in terms of F1-score (1.58% in Devign, 23.85% in ReVeal� , 2.08% in Big-Vul, and
1.13% in Juliet), Precision (7.72% in Devign, 19.53% in ReVeal� , 0.96% in Big-Vul, and 0.74% in Juliet),
MCC (64.34% in Devign, 35.57% in ReVeal� , 2.04% in Big-Vul, and 2.82% in Juliet), and on three out
of the four datasets in terms of Recall (28.33% in ReVeal� , 2.89% in Big-Vul, and 1.56% in Juliet)
using the LineVul detection method. When utilizing ReVeal as the base detection model, the CASS
module enhances the performance of SSVD in terms of Recall (0.56% in Devign, 3.45% in ReVeal� ,
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and 35.07% in Big-Vul), F1-score (1.19% in Devign, 1.44% in ReVeal� , 28.2% in Big-Vul, and 1.78%
in Juliet), MCC (17.29% in Devign, 1.82% in ReVeal� , 45.38% in Big-Vul, and 7.41% in Juliet), and
Precision (1.67% in Devign, 22.89% in Big-Vul, and 3.65% in Juliet). The results indicate that the
CASS module focusing on selecting high-certainty pseudo-labeled code snippets can benefit the
performance of vulnerability detection.

To investigate the effectiveness of the NRTL module, we deploy a variant of SSVD without the
NRTL module (referred to as SSVDF/>#')!), where we utilize the NRCE loss as the loss function.
When using LineVul as the base detection model, the inclusion of NRTL in SSVD results in improved
performance on two out of the four datasets in terms of Recall (29.06% in Devign and 4.33% in
Juliet), as well as across all datasets in terms of F1-score (16.19% in Devign, 2.18% in ReVeal� , 1.59%
in Big-Vul, and 2.05% in Juliet), Precision (7.38% in Devign, 4.29% in ReVeal� , 4% in Big-Vul, and
0.02% in Juliet), and MCC (109.21% in Devign, 3.76% in ReVeal� , 2.11% in Big-Vul, and 3.93% in
Juliet). Similarly, when employing the ReVeal detection method, the NRTL module enhances the
performance of SSVD on all datasets in terms of Recall (3.25% in Devign, 11.12% in ReVeal� , 21.04%
in Big-Vul, and 1.51% in Juliet), F1-score (2.2% in Devign, 2.45% in ReVeal� , 19.02% in Big-Vul, and
3.13% in Juliet), and MCC (17.6% in Devign, 2.11% in ReVeal� , 31.66% in Big-Vul, and 12.02% in
Juliet), as well as on three out of the four datasets in terms of Precision (1.37% in Devign, 18.68% in
Big-Vul, and 4.47% in Juliet). These findings highlight the performance improvement in vulnerability
detection achieved by incorporating the NRTL module into SSVD, which maximizes the separation
between vulnerable and non-vulnerable code snippets in the latent space, facilitating more accurate
LP from labeled to nearby unlabeled snippets.

We evaluate the impact of the NRCE module by deploying a variant of SSVD without the NRCE
module (referred to as SSVDF/>#'�� ). In this variant, the NRTL is used in conjunction with the
original cross-entropy loss as the loss function. The inclusion of NRCE in SSVD enhances the
performance across all datasets, as evidenced by improved F1-score (2.5% in Devign, 16.33% in
ReVeal� , 2.13% in Big-Vul, and 1.38% in Juliet), MCC (74.43% in Devign, 21.54% in ReVeal� , 2.43%
in Big-Vul, and 4.15% in Juliet), Precision (8.19% in Devign, 8.75% in ReVeal� , 2.97% in Big-Vul,
and 1.71% in Juliet), and three out of four datasets in terms of Recall (24.21% in ReVeal� , 1.51% in
Big-Vul, and 1.01% in Juliet) under the LineVul detection method. Furthermore, the NRCE module
also improves SSVD’s performance on all dataset under the ReVeal detection method, resulting
in improved Recall (4.60% in Devign, 11.12% in ReVeal� , 31.81% in Big-Vul, and 0.84% in Juliet),
F1-score (1.56% in Devign, 11.13% in ReVeal� , 29.54% in Big-Vul, and 2.01% in Juliet), and three out
of four datasets in terms of MCC (17.1% in ReVeal� , 52.44% in Big-Vul, and 7.58% in Juliet) and
Precision (11.09% in ReVeal� , 29.07% in Big-Vul, and 3.01% in Juliet). These results show that the
NRCE module, aimed at mitigating the issue of error accumulation during the training process, is
also beneficial for improving vulnerability detection performance.

Answer to RQ3:

The CASS, NRTL, and NRCE demonstrate their effectiveness in enhancing SSVD’s perfor-
mance.

4.4 RQ4: How Do Hyper-Parameters Affect the Performance of SSVD?
We explore the impact of two key hyper-parameters, including W which represents the weight
assigned to the intra-class constraint term, and the bottom :% data for gradient clipping.

The weight of the intra-class constraint term. Figure 8 shows the performance of SSVD on F1-score
and MCC with different weights of the intra-class constraint term W using the LineVul and ReVeal
base detection models, respectively. A higher value of W indicates that the intra-class constraint term
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Fig. 8. The effect of different W on the performance of the SSVD (From left to right, the columns represent
Devign, ReVeal� , Big-Vul, and Juliet datasets, respectively).

Fig. 9. The effect of different : on the performance of the SSVD (From left to right, the columns represent
Devign, ReVeal� , Big-Vul, and Juliet datasets, respectively).

has a higher weight in the NRTL function. In both the LineVul and ReVeal models, an upward trend
followed by a subsequent decline in the F1-score and MCC can be observed across the majority of
datasets. When employing the LineVul as the detection model, a W setting of 0.15 yields the highest
F1-scores and MCC on Devign, ReVeal� , and Big-Vul datasets. When employing the ReVeal as the
detection model, a W setting of 0.15 achieves the highest results in terms of F1-score and MCC
across all datasets. When the intra-class constraint term is not used, i.e., by setting W to 0, the lowest
F1-score and MCC are achieved on the ReVeal� , Big-Vul, and Juliet datasets. This demonstrates the
effectiveness of the intra-class constraint term. In most cases, setting W > 0.15 can result in a decline
in model performance. This is because we calculate the distance for the matched pairs
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in the intra-class constraint term. Since pseudo-labeled code snippets G?0 and

G
?
? may have incorrect pseudo-labels, an increase in the proportion of the intra-class constraint

term may cause these incorrectly labeled snippets and genuinely labeled ones to appear closer,
even though they have different true labels.

Bottom :% data for gradient clipping. We also explore the effect of the bottom :% data for gradient
clipping. A larger value of : indicates that more code snippets are involved in gradient clipping.
Figure 9 illustrates the impact of the proportion of data involved in gradient clipping on the
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Table 6. The Average Time Costs on Four Datasets
with and without Using SSVD

Approaches Training time Test time

LineVul 5 h 34 m 59 s 0.21 s
SSVD (LineVul) 14 h 28 m 47 s 0.23 s

ReVeal 2 h 12 m 36 s 0.09 s
SSVD (ReVeal) 7 h 26 m 16 s 0.08 s

performance of SSVD. When utilizing the LineVul detection model, a : setting of 10 yields the
highest F1-score across all four datasets and the highest MCC on ReVeal� , Big-Vul, and Juliet.
On the other hand, when employing the ReVeal detection model, a : setting of 10 results in the
highest F1-score and MCC on Devign and Big-Vul. Setting : > 10 generally leads to a decrease in
F1 and MCC values in most cases. This decline may be attributed to more correctly pseudo-labeled
code snippets being clipped, causing the potential loss of some critical gradient information and
consequently reducing performance.

Answer to RQ4:

When the hyper-parameters are set to W = 0.15 and : = 10, SSVD demonstrates superior
performance on the majority of datasets.

4.5 RQ5: What Are the Training and Testing Time Costs of SSVD?
Table 6 shows the average training and testing times across four datasets. We observe that LineVul’s
training time is around 5 hours and 34 minutes, which increases to 14 hours and 28 minutes with
SSVD. Similarly, ReVeal’s training time extends from 2 hours and 12 minutes to 7 hours and 26
minutes when SSVD is applied. The extended training time with SSVD is mainly due to the CASS,
which requires multiple rounds of inference on the unlabeled dataset to calculate information gain.
However, SSVD only impacts the training phase and does not affect inference time. As shown in
Table 6, inference on a single code snippet takes 0.21 seconds with LineVul and 0.23 seconds with
SSVD (LineVul), and 0.09 seconds with ReVeal and 0.08 seconds with SSVD (Reveal). Thus, SSVD
does not introduce any additional time costs during the testing phase, making it a practical option
for efficient vulnerability detection once training is complete.

Answer to RQ5:

SSVD increases the time cost during the training phase but does not affect the testing phase.

5 Discussion
5.1 Why Does SSVD Work?
We identify three advantages of SSVD that can explain its effectiveness in vulnerability detection.

(1) The ability to select correctly pseudo-labeled code snippets as the training data. Figures 10
and 11 present the F1-score of pseudo-labeled code snippets sampled and not sampled by SSVD
and SSVD (prob), which samples data based on classification probability across ten iterations of
self-training, utilizing LineVul and ReVeal as the base detection models. The F1-score of the sampled
pseudo-labeled code snippets by SSVD is consistently higher than those of the unsampled data,
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Fig. 10. The F1-score of the sampled pseudo-labeled data by SSVD, unsampled pseudo-labeled data by SSVD,
sampled pseudo-labeled data by SSVD (prob), and unsampled pseudo-labeled data by SSVD (prob) in 10
iterations of self-training using LineVul as base detection model.

Fig. 11. The F1-score of the sampled pseudo-labeled data by SSVD, unsampled pseudo-labeled data by SSVD,
sampled pseudo-labeled data by SSVD (prob), and unsampled pseudo-labeled data by SSVD (prob) in 10
iterations of self-training using ReVeal as base detection model.

indicating that SSVD successfully identifies and selects correctly pseudo-labeled code snippets as
training data. Conversely, SSVD (prob) fails to sample more correctly pseudo-labeled code snippets
in numerous self-training iterations, resulting in a lower F1-score for the sampled data compared
to the unsampled data. Moreover, the F1-score of pseudo-labeled code snippets sampled by SSVD is
generally higher than those sampled by SSVD (prob) in most cases. This highlights the effectiveness
of SSVD’s CASS, which evaluates the certainty of pseudo-labels and makes accurate choices of
correctly pseudo-labeled code snippets. However, SSVD (prob), which selects samples based on
classification probability, is more prone to selecting incorrect pseudo-labeled code snippets, thus
reducing the quality of the training dataset. By prioritizing high-certainty samples, SSVD improves
the overall quality of the selected pseudo-labeled data, leading to better vulnerability detection
performance.

(2) The ability to maximize the separation between vulnerable and non-vulnerable code snippets, as
well as to cluster code snippets of the same class in the feature space. Figures 12 and 13 display the
original feature space generated by SSVDF/>#')! and the new feature space generated by SSVD
using LineVul and ReVeal as the detection models, respectively, visualized using the t-SNE plot [98].
In the original feature space, we observe a significant overlap between vulnerable code snippets
(represented by red points) and non-vulnerable code snippets (represented by black points), making
it challenging to establish clear boundaries between the two classes. However, when incorporating
the NRTL, we observe a noticeable separation between vulnerable and non-vulnerable code snippets
in the new feature space. We calculate the inter-class distance and intra-class distance to quantify
the degree of separation among different classes and the degree of clustering within the same class,
respectively. For instance, when LineVul is employed as the base detection model on the Big-Vul
dataset, NRTL increases the inter-class distance from 0.5871 to 0.6715 and decreases the intra-class
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Fig. 12. The original and new feature spaces generated by SSVDF/>#')! (LineVul) and SSVD (LineVul). t-SNE
plots illustrating the separation between vulnerable (red points) and non-vulnerable (black points) code
snippets.

Fig. 13. The original and new feature spaces generated by SSVDF/>#')! (ReVeal) and SSVD (ReVeal). t-SNE
plots illustrating the separation between vulnerable (red points) and non-vulnerable (black points) code
snippets.

distance from 0.2946 to 0.2645. This result indicates that SSVD effectively considers the smoothness
assumption, leading to stronger clustering within the same class and pushing different classes
further apart from each other.

(3) The ability to alleviate accumulated errors. Figure 14 illustrates the variation trend of F1-scores
for SSVD and SSVDF/>#'�� over the iterations of self-training across the four datasets. Initially,
both SSVD and SSVDF/>#'�� exhibit similar performance levels, indicating comparable error rates
at the beginning of the self-training process. However, as the iterations progress, the difference in F1-
scores between SSVD and SSVDF/>#'�� gradually widens, ultimately resulting in SSVD achieving
higher F1-scores in the final stages of self-training. The superior performance of SSVD compared to
SSVDF/>#'�� is attributed to its utilization of the NRCE loss function. By mitigating the adverse
effects of incorrect pseudo-labels, SSVD prevents themodel frommemorizing erroneous information
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Fig. 14. The F1-score over self-training iterations. The color blue represents the SSVD (ReVeal) model, while
the light blue color indicates the SSVDF/>#'�� (ReVeal) variant with class balanced term. The orange color
represents the SSVD (LineVul) model, and the light orange color represents the SSVDF/>#'�� (LineVul)
variant with class balanced term.

Fig. 15. The contribution of different code components in the prediction results by LineVul trained on 10%
labeled data and SSVD using LineVul as the base model, respectively. Red-shaded code elements are the most
contributing, while yellow-shaded elements are the second most contributing. Red-colored code represents
the source of vulnerabilities.

and accumulating errors over time. As a result, SSVD consistently outperforms SSVDF/>#'�� in
the later stages of the self-training process.

5.2 Case Study
We use three examples shown in Figures 15 and 16 to further demonstrate the effectiveness
of SSVD.

Figure 15 presents a vulnerable code snippet exhibiting an out-of-bounds read vulnerability. In
this code, at line 9, the integer 12 is used as the condition for terminating the for loop without
validating that the integer accurately reflects the length of pblocks and block at line 10. This can
result in an out-of-bounds read vulnerability by reading from memory beyond the bounds of the
buffer, if the integer 12 indicates a length that is longer than the size of pblocks and block. To
understand what features are utilized by the vulnerability detection model for making predictions,
following [7], we employ Lemna [31] to assess the importance of features assigned to the predicted
code. Lemna assigns a value to each code token in the input, representing its contribution to the
prediction. A higher value indicates a larger impact of the code token on the prediction, while a
lower value suggests less contribution. Figure 15(a) and (b) illustrates the contribution of different
code components in the prediction results by LineVul trained on 10% labeled data and SSVD
using the LineVul base model, respectively. When trained with only 10% labeled data, LineVul
overlooks features related to the actual vulnerability that appears in line 10, leading to an incorrect
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Fig. 16. The unlabeled code snippets from the Devign dataset, which have been assigned correct
pseudo-labels.

classification as non-vulnerable. However, after training with the remaining 90% unlabeled data
using SSVD, the detection model can prioritize features related to vulnerabilities and correctly
classify the code snippet as vulnerable. This demonstrates that SSVD is capable of leveraging
unlabeled data to enhance the model’s detection ability by focusing on code components related to
vulnerabilities.

We select two cases, as shown in Figure 16(a) and (b), to visually demonstrate the superiority
of our CASS method over the classification probability-based approach. Figure 16(a) displays an
unlabeled code snippet from the Devign dataset, whose actual label is vulnerable. The code snippet
utilizes the pointers chr and s. If the opaque pointer is NULL, then NULL is assigned to the chr.
Subsequently, accessing chr in line 9 may result in a null pointer dereference. Likewise, if the opaque
member pointed to by the chr pointer is NULL, accessing s in line 5 may also lead to a null pointer
dereference. The SSVD approach predicts this code snippet to be vulnerable and assigns it the
vulnerable pseudo-label accordingly. Additionally, SSVD outputs the classification probability
and the certainty of the pseudo-label. This code snippet ranks 28th in certainty among 17,633
unlabeled code snippets in the Devign dataset, while its classification probability ranks at 17,625.
Figure 16(b) showcases an unlabeled code snippet from the Devign dataset, whose actual label is
non-vulnerable. The SSVD approach predicts this code snippet to be non-vulnerable and assigns
the non-vulnerable pseudo-label accordingly. It ranks 165th in certainty among unlabeled code
snippets, while its classification probability ranks at 16,632. The two examples illustrate that even
correctly pseudo-labeled code snippets can have lower classification probabilities. Therefore, if
we were to choose code snippets with high classification probability as training data, as done in
previous software engineering research [41, 67, 105, 113], these two correctly pseudo-labeled code
snippets would not be selected. However, utilizing CASS in the SSVD approach would include them
due to their higher certainty, resulting in a higher-quality pseudo-labeled dataset.

5.3 The Impact of Initial Training Samples
In this section, we explore the impact of initial training samples on SSVD’s performance, as the
initial training samples influence the initial teacher model, thereby affecting SSVD’s effectiveness.
As shown in Figures 17 and 18, we keep the test and validation sets consistent and divide the
training data into ten equal parts. For each iteration, one part is used as the labeled dataset, while
the other nine serve as the unlabeled dataset. We repeat this process ten times, selecting different
labeled data. We can observe that using different initial training data affects SSVD’s performance
on the test set, causing the model’s performance to fluctuate within a certain range. However, this
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Fig. 17. The metric values with LineVul as the base model across four datasets using different initial train-
ing data.

Fig. 18. The metric values with ReVeal as the base model across four datasets using different initial train-
ing data.

fluctuation is not substantial. For example, when LineVul is used as the base model on the ReVeal�
dataset, the F1-score fluctuates between 0.33 and 0.35, and MCC between 0.26 and 0.28. Similarly,
with ReVeal as the base model on the Big-Vul dataset, the F1-score varies between 0.16 and 0.19, and
MCC between 0.11 and 0.14. This suggests that SSVD does not experience substantial performance
improvement or degradation due to the choice of initial data. The underlying reason could be that,
although different labeled data are used in the initial iteration, SSVD ultimately trains based on
the same data (i.e., labeled data plus unlabeled data), so the knowledge learned by the model is
based on the same data distribution, which helps reduce performance fluctuations. Additionally,
the validation set remains consistent during training, and SSVD only retains the models that show
improvement on the validation set, helping to gradually correct the initial teacher model’s biases
during self-training iterations, while also reducing the impact of initial training data selection
on SSVD.

5.4 Threats of Validity
We utilize four vulnerability datasets containing C/C++ code snippets while not including datasets
from other programming languages. Our main focus is on detecting the presence of vulnerabilities
in code snippets, similar to the majority of vulnerability detection studies, without explicitly
distinguishing between different types of vulnerabilities. In the future, we plan to experiment with
more additional programming language datasets to further evaluate the effectiveness of SSVD and
explore multiple types of vulnerability detection tasks. In real-world scenarios, the proportion of
vulnerable code is relatively low. However, we have selected the Devign and Juliet datasets, which
have higher proportions of vulnerable code. The reason is that these datasets are widely used public
benchmarks in the field of vulnerability detection [7, 24, 48, 55, 104], thus facilitating comparisons
between our work and other studies utilizing the same datasets. In addition, we have also tested
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our SSVD approach on ReVeal� and Big-Vul, which have lower proportions of vulnerable code.
SSVD demonstrates strong performance on these datasets as well.

Another threat of validity is that we are unable to explore the impact of all hyperparameters
due to hardware limitations. To mitigate this, we specifically examine the impact of two crucial
hyperparameters: W and : . W determines the weight assigned to the intra-class constraint term
in the NRTL, while : determines the proportion of code snippets involved in gradient clipping
within the NRCE loss. As for the hyperparameters ) and<, we opt for the best-performing values
reported in their respective papers. Regarding the weights of !#')! and !#'�� , we follow the
practices outlined in the study by Xu et al. [112] in software engineering and several studies [54, 121,
124] in artificial intelligence. These studies use both cross-entropy loss and triplet loss, assigning
them equal weights. Therefore, we adopt the same setting in our work to reduce the complexity of
hyperparameter tuning. In the absence of experimental evidence favoring one loss function over the
other, equal weights provide a neutral starting point, ensuring that both loss functions contribute
equally during training. In terms of general parameters seen in deep learning models, such as
learning rate and batch size, we maintain consistency with the LineVul and ReVeal models. We
also take great care to replicate the baselines to ensure reasonable experimental settings and align
them as closely as possible with the descriptions provided in the relevant papers and replication
packages. Moreover, we ensure that the general parameters remain consistent between our method
and the baselines to maintain experimental fairness.

6 Related Work
6.1 Deep Learning-Based Vulnerability Detection
Existing methods can be categorized into two types: token-based and graph-based methods. The
former treats code as a sequence of tokens and leverages different neural networks to detect
vulnerabilities [11, 24, 50, 81]. For example, Russell et al. [81] utilized Recurrent Neural Network
and Convolutional Neural Network (CNN) to capture vulnerability features from code token
sequences. VulDeePecker [50] and SySeVR [49] first extracted code slices from specific “interesting
points” in the code (e.g., API calls, array indexing, and pointer usage), since not every line of code
holds equal importance for vulnerability detection. By focusing only on these code slices, the models
utilized LSTM and GRU to enhance vulnerability detection performance without considering the
remaining code. Furthermore, Fu et al. [24] proposed LineVul, a Transformer-based line-level
vulnerability detection approach, which can capture the long-dependency relationship of code
token sequences.

Graph-based methods [2, 7, 18, 27, 48, 49, 58, 86, 100, 104, 106, 107, 123, 125] first transform code
snippets into various graphs and then employ graph neural networks to learn the structural features
of the code for vulnerability detection. For example, Devign [132], Reveal [7], and IVDetect [48]
employed gated graph recurrent network, graph neural network, or graph convolution network
to capture structural features from abstract syntax tree, control flow graph, data flow graph, code
property graph, or program dependency graph.Wu et al. [107] transformed the program dependence
graph of code snippets into images to improve both the scalability and accuracy of vulnerability
detection. Cao et al. [6] employed a flow-sensitive graph neural network to jointly learn semantic
and structural information of the code to detect statement-level memory-related vulnerability.
Wang et al. [101] proposed a graph-based neural network vulnerability detection model that focused
on extracting class-separation features between vulnerable and non-vulnerable code. Wen et al.
[103] proposed graph simplification and enhanced graph representation learning to effectively
capture global information of code. Zhang et al. [125] utilized the CodeBERT and CNN to learn path
representations from syntax-based control flow graph. Wang et al. [100] proposed to use graph
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embedding and bidirectional gated CNN to effectively address the issue of limited representation of
nonlinear information within the code graph structure. Wen et al. [104] proposed a meta-path-based
attentional graph learning model, which constructed a multi-granularity meta-path graph for each
code snippet.

However, these deep learning-based methods face challenges due to the requirement of a large
amount of accurately labeled data [32, 51, 65, 81, 122]. Notably, Zhang et al. [123] proposed a
cross-domain vulnerability detection method, CPVD, to address the issue of limited labeled code
snippets in new projects. However, CPVD still necessitated lots of labeled code snippets from
other projects for effective cross-domain training. In addition, some recent studies [13, 55, 64, 89,
99, 131] have investigated the application of large language models, like ChatGPT, for vulnerability
detection. Some investigations [13, 89] have indicated that ChatGPT’s vulnerability detection
capabilities are not yet optimal. Another crucial aspect to consider is that sharing code with public
large language models like ChatGPT for vulnerability detection can pose security risks of code
leakage, as developers are required to upload their code to ChatGPT for analysis. However, the SSVD
approach enables developers to train their local models independently. Therefore, we recommend
using SSVD to construct one’s own vulnerability detection model after manually annotating a small
amount of code snippets, thus mitigating the risk of code leakage.

6.2 Semi-Supervised Learning for Software Engineering
The semi-supervised learning paradigm is associated with constructing models that use both la-
beled and unlabeled data [114]. Currently, the mainstream methods for deep semi-supervised
learning can be broadly classified into deep generative methods, consistency regularization meth-
ods, graph-based methods, and pseudo-labeling methods. Deep generative methods [15, 19, 60,
87, 102] typically use generative models, such as Variational Auto-Encoders [37] and Generative
Adversarial Networks [29], to explore the distribution of the training dataset and generate new
training samples. Consistency regularization methods [40, 77, 91, 126] are based on the smoothness
assumption that small perturbations to input data should not alter its class. These methods design
a consistency regularization term that requires the model to maintain consistent output results
when small perturbations are applied to the input data. Graph-based methods [5, 38, 71] construct
a similarity graph where nodes represent training data and edges represent the similarity between
data points. This graph structure is used to propagate label information through the connections.
Pseudo-labeling methods [42, 73, 109], also known as self-training, are based on the idea of using the
model’s own predictions to extend the labeled dataset, thereby enhancing the model’s performance.

Some studies have explored applying semi-supervised learning in software engineering. There
are three studies (Shar et al. [84], Meng et al. [65], and Yu et al. [120]) applied semi-supervised
machine learning techniques to software vulnerability detection. They utilized CT [3], LP [76], and
active learning [75] techniques with manually extracted vulnerability features. Compared to these
studies, our semi-supervised deep learning-based SSVDmethod can automatically discover intricate
patterns and vulnerability features within the data, leading to improved performance. In recent
work, Wen et al. [105] proposed a semi-supervised deep learning vulnerability detection method
called PILOT. It utilizes the positive and unlabeled learning technique [128], which assumes that the
training set only contains positive (vulnerable) code snippets and unlabeled code snippets. Initially,
PILOT identifies unlabeled samples with the maximum distance difference from all vulnerable
code snippets as non-vulnerable. The initial detection model is then trained using both actually
vulnerable code snippets and pseudo-labeled non-vulnerable code snippets. This model is employed
to classify the unlabeled samples. The samples with high classification probabilities are selected as
pseudo-labeled data and incorporated into the training set for further fine-tuning of the model.
However, there are several potential issues with this method. First, the chosen distance metric in
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PILOT may not accurately capture the similarity or dissimilarity between code snippets, largely
due to the class overlap problem, where vulnerable and non-vulnerable code snippets may share
similar characteristics or have overlapping features. Consequently, PILOT may mislabel actually
vulnerable code snippets as non-vulnerable. Second, in practical scenarios, it is typically possible
to have access to both vulnerable and non-vulnerable code snippets. It is recommended to include
actual non-vulnerable code snippets in the training set instead of relying on pseudo-labeled non-
vulnerable code snippets as done in PILOT. The quality of pseudo non-vulnerable labels assigned
to unlabeled code snippets based solely on distance may not be as reliable as manual labeling.
Third, the selection of samples based on high classification probabilities may not guarantee the
correctness of those pseudo-labels.

Besides software vulnerability detection, researchers also applied semi-supervised learning to
other areas related to software vulnerability. For instance, Sun et al. [90] employed active learning
to detect vulnerabilities in smart contracts. Riom et al. [80] and Sawadogo et al. [82] introduced
the CT method to automatically detect if an incoming commit will introduce vulnerabilities and
automatically identify whether source code changes serve as security patches. In addition, semi-
supervised learning algorithms have also been successfully applied in various other areas of software
engineering over the years, such as defect prediction [36, 46, 57, 63, 97, 118, 129], log anomaly
detection [41, 52, 59, 113, 127], technical debt detection [74, 95, 119], tag recommendation [9],
malware classification [28, 45, 62], API recognition [117], learning-based traceability [16], test
case generation [53], static code warning recognizer [94, 96], issue closed time predictor [94, 96],
and license incompatibility detection [110]. These studies have leveraged various semi-supervised
learning techniques to achieve advancements in their respective domains, including self-training
[41, 57, 74, 110], CT [63], TT [46], LP [129], active learning [90, 94, 95, 97, 119], and positive
unlabeled learning [105, 113]. However, these semi-supervised methods tend to choose pseudo-
labeled samples with higher classification probability as training data and do not fully consider the
smoothness assumption.

Although there are many semi-supervised learning methods, most are unsuitable for vulnerability
detection. Deep generative methods struggle to generate syntactically correct vulnerable and
non-vulnerable samples from limited labeled data. Consistency regularization methods require
perturbations that do not alter the class of code snippets, but minor changes can inadvertently
introduce or remove vulnerabilities. Graph-based methods require constructing a graph on the
training data, which involves high storage and computational costs, making them difficult to
apply to large-scale vulnerability datasets. Therefore, SSVD is based on self-training, which is
suitable for vulnerability detection tasks and has demonstrated feasibility in other areas of software
engineering.

7 Conclusion and Future Work
This article proposes a novel SSVD method that leverages a small amount of labeled code snippets
and a large volume of unlabeled code snippets to enhance detection performance. SSVD evaluates
the certainty of pseudo labels using the information gain of model parameters, prioritizing high-
certainty pseudo-labeled code snippets for training. Additionally, it addresses the smoothness
assumption and the problem of incorrect pseudo-label occurrences in the student model’s training
data by integrating the proposed NRTL function and NRCE loss function. These components aim to
maximize the separation between vulnerable and non-vulnerable code snippets while mitigating the
accumulation of errors caused by incorrect pseudo-labels. Experimental results on four vulnerability
datasets demonstrate the effectiveness of SSVD. In future work, we plan to consistently collect more
datasets spanning a wider array of projects across different programming languages to further
validate the effectiveness of our proposed SSVD approach. Additionally, we will extend SSVD to
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other software engineering tasks, such as log anomaly detection, technical debt detection, and
defect prediction, which also face challenges with labeling data.
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