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Abstract—In engineering a service, software developers often
construct and deploy a newer (forthcoming) version of the
service to replace the current version. A forthcoming version is
often placed online for users to consume and report feedback.
In the case of observed failures, the forthcoming version should
be debugged and further evolved. In this paper, we propose the
model of dual-service fault localization (DFL) to aid this
evolution process. Many prior research studies on spectrum-
based fault localization (SBFL) consider each version
separately. The DFL model correlates the dynamic execution
spectra of the current and the forthcoming versions of the same
service placed for live test of the forthcoming version, and
dynamically generates an adaptive fault localization formula to
estimate the code regions in the forthcoming service responsible
for the observed failures. We report an experiment in which we
initialized the DFL model into six instances, each using an
ensemble technique dynamically composed from 11 existing
SBFL formulas, and applied the model to four benchmarks. The
results show that DFL is feasible and multiple instances are
statistically more effective than, if not as effective as, the best of
these individual SBFL formulas on each benchmark.

Keywords—debugging; spectrum-based fault localization;
ensemble techniques; dual-service fault localization

L INTRODUCTION

Over the last decades, the advent of the Internet motivates
companies to turn their legacy offline programs into online
services. It not only enables the execution of their programs to
be accessible to users outside the companies, but also supports
software deployment and upgrades centralized at the backend
side of these services. The time-to-market pressure may
further motivate companies to place some beta version of their
services (that is, trial services) online for collecting feedback
from users who trial use (or test) the beta service. In many
cases, these trial services are less qualified than the deployed
service for production. Nonetheless, many developers use the
execution statistics of these trial services to help improve the
quality of the production version of the same service before it
is finally released online.

Debugging is an opportunity available in such a scenario.
Similar to a conventional software debugging process, when
a failure is seen, the typical first step in debugging a trial
service is fault localization, that is, to identify the faults in
code that lead to failure.

Fault localization is one of the major bottlenecks in
software development [2][33]. The state-of-the-art fault
localization techniques include slicing [26], delta debugging
[32] and spectrum-based fault localization (hereafter
abbreviated as SBFL) [10]. SBFL recommends a priority to
each program code region of the service under debug. It
utilizes a program spectrum (that is, an execution profile) that
indicates the parts of the program that are active for a given
program execution trace. A typical SBFL technique, such as
Naish2 (called Optimal (O”) in the original paper) [18], uses
a SBFL formula to assign a value known as suspiciousness
score [10] to each program entity based on the program
spectra obtained by executing the program over a test suite.
Then a list of all program entities, each annotated with a
suspiciousness score, is ordered by ranks, for subsequent code
examination. The program entity could be a statement [2],
branch [34], path [3] or object code instruction [24].

We put forward a question: Is there any new fault
localization scenarios applicable to trial services rather than
merely following the conventional paths suggested in the
SBFL literature?

In this paper, we propose the model of Dual-service Fault
Localization (DFL). DFL monitors a pair of services on
serving a stream of inputs. The two services in the pair are:
(1) the trial service under debug, and (2) a shadow copy of the
current service to be replaced by the production version of the
trial service. Whenever a user consumes (invokes) the trial
service via a request, DFL also diverts a copy of the request to
the shadow copy of the current service for execution. The
execution profiles of the two services are separately collected
and aggregated to the program spectra of these two services.
Once a failure on the trial service is detected, if the shadow
copy of the current version had once experienced a failure, our
DFL fault localization procedure is invoked, which adaptively
computes the suspiciousness scores of the program entities of
the trial service for SBFL-based debugging purpose.

In services computing, a service provider offers a tailored
service experience to each user. The DFL procedure firstly
synthesizes a customized ensemble SBFL formula based on a
suite of underlying individual SBFL formulas (hereafter
called solo formulas) utilizing the program spectra of both the
forthcoming service and a shadow copy of the current service.
The key elements of the DFL model are based on two prior
results as follows.
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First, the notion of ensemble technique is commonly used
in item recommendation and recently in software effort
estimation to overcome the limitation of using a single (solo)
technique, the latter being found to be often unstable across
different datasets [11]. The use of some moderated results of
multiple solo techniques can often achieve relatively good
results (on average) on a larger amount of datasets than the
use of the results of each solo technique [11]. Second,
theoretical analysis results on a set of solo formulas in SBFL
research has identified that some of them can be superior to
some others, while there are still many other formulas whose
(relative) effectiveness is still unknown from a theoretical
perspective [30]. DFL adopts the multi-methods [11] approach
to synthesize its adaptive fitness fault localization formula
(denoted as FarrL). After an instance of FarrL, DFL runs the
formula instance on tailored program spectra of the trial
service under test to make recommendation on potential faulty
program code regions.

We conducted an experiment to test the concepts of the
DFL model by initializing it into two instances of multi-
methods and two instances of the construction of the tailored
program spectra mentioned above. We compared our DFL
instances with 11 solo formulas. We used four UNIX subjects
as the benchmarks. The empirical results show that two
instances of DFL are always among the most effective
formulas, that is, they are consistently either more effective
than or as effective as each formula on all benchmarks.

The main contribution of this paper is threefold. First, it
proposes the notion of dual service fault localization. Second,
it is the first work to propose a fault localization approach that
dynamically compose a SBFL formula on the fly for given
program spectra using both the notions of ensemble methods
and spectra differences. Third, it reports an empirical study
that reveals effective and concrete instances of the composed
SBFL formula for use in our DFL model.

The rest of this paper is organized as follows. Section II
introduces the background and preliminaries. Section III
overviews our DFL model and its key notions. Section IV
presents the research question, the different instances of DFL
under study in the experiment, and the experimental setup, and
then discuss the results and threats to validity. Section V
reviews the related work. Section VI concludes the paper.

II.

A SBFL formula F utilizes the following four variables
(called coverage variables and denoted as cov) to compute
the fault suspiciousness score (denoted as suspx) of each
program entity s.

PRELIMINARIES

e a,=number of failed test cases in which s is executed

* a,,=number of failed test cases in which s is skipped

® g, =number of passed test cases in which s is executed

® a,, =number of passed test cases in which s is skipped

For instance, the SBFL formula Naish2 [18] is defined as
follows.

Aep

Aoy ——
ef Aep + App +1
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s 1if
S

S3

( variable trailing context rules )
reject true;

if ( fulltbl || (fullspd && reject) ) //faulty

{

Sy4 if ( real_reject )

Ss flexerror( "..." );
else

S flexerror( "..." );

}

Figure 1. A code excerpt of the flex program version 1 obtained from
SIR [5]. It consists of 6 executable statements corresponding to the source
code lines 847-861 of the fault-seeded version.

TABLE I. COVERAGE VARIABLES, SUSPICIOUSNESS SCORES AND RANKS
OF THE STATEMENTS IN THE SAMPLE CODE EXCERPT IN FIGURE 1

Stmt [ t; 6, t3 t4 ts to| Gy A Ay aAu| SUSPnasz | Rank
S1 1 1 1 1 1 1|12 0 4 0 1.2 2
ss |1 0 0 1 0 O[O0 2 2 2 -0.4 6
ss (|1 1 1 0 1 12 0 3 1 14 1
ss |1 0 1 0 0 1|1 1 2 2 0.6 4
ss /1.0 1.0 0 0[O0 2 2 2 -0.4 6
ss |0 0 0 0 0 1|1 1 0 4 1.0 3
pppp £ f

A suspiciousness score computed by using the formula
Naish?2 is denoted as suspNaish2-

The suspiciousness scores of all the program entities in the
faulty program are ordered into ramks by using a certain
ranking scheme [17]. A ranking scheme assigns a rank value
to each item (suspiciousness score in this paper’s context) in
an ordered list. By convention, the higher the suspiciousness
score of an entity, the lower is its rank value. Ranking schemes
differ by how they assign ranks to tie cases.

Figure 1 shows a code excerpt of the flex program
version 1 downloaded from the well-known Sofiware-artifact
Infrastructure Repository (SIR) [5]. The code excerpt
consists of 6 executable statements (si—S¢) in the void
readin () function, in which sz is the faulty statement. The
correct implementation for s; is as follows.

if ( (fulltbl || fullspd) && reject )

Table I illustrates how the Naish2 formula identifies the
potential fault locations for the code excerpt in Figure 1. The
column S refers to the statements s;—ss. The next six columns
show the coverage statistics (computed from executing the
six test cases t;—ts) for each executable statement. Each cell
in these columns indicates that the corresponding statement
is covered (if the cell value is 1) or not covered (if the cell
value is 0) when the program is executed by the particular test
case. The bottom row shows the test verdict, pass (p) or

failure (f), of executing each of the six test cases (ti—ts).

For example, consider the statement s3, which is covered
by 2 failed (ts and ts) and 3 passed (ti, t> and t3) test cases.
One other passed (t4) test case does not cover it, and there is
no other failed test case. Thus the values of a.s, a,y, aep and ay
for s3 are 2, 0, 3 and 1, respectively. The SBFL formula,
Naish2, thus computes the suspiciousness score of s3 to be
1.4. The suspiciousness scores of the other five statements are
computed in the same way. Statements s, and ss received the
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same (tied) suspiciousness score of —0.4.

The last column of Table I shows the assignment of ranks
to the program entities (statements in this example) by using
the modified competition ranking scheme (also called the
“1-3-3-4” scheme) [17], which has been used to represent the
worst case scenario [29] that the SBFL formula recommends
the faulty program entity only after all other entities of the
same rank have been exhausted.

In Table I, the true faulty statement s; is assigned the rank
value 1, which indicates that the SBFL formula Naish2
recommends s3 as the 1st priority suspected faulty statement.

III. DUAL-SERVICE FAULT LOCALIZATION

A. Overview

Extending from typical SBFL techniques, the proposed
DFL model locates faults of the forthcoming (newer) version
of a service by utilizing the coverage profiles and bug reports
of the current and forthcoming versions of the same service.
Figure 2 shows the architecture of the proposed DFL. Service1
is the released service (current version) in production, which
serves normal user requests. Service is the prospective service
upgrade (forthcoming version) that had been published for
beta testing for the user to experience. Whenever Servicez
responds to a user’s request, the request is also redirected to a
shadow copy of Service1. From the perspective of debugging,
each service request can be viewed as a test input, which is
collected together with the execution profiles for the
subsequent SBFL process.

One possible scenario is as follows. Servicez correctly
computes the results for the service requests so that the test
verdicts are passes unless a bug report (feedback by a service
user) is received. In receiving a bug report, developers verify
whether it really indicates the existence of a bug and, if so,
whether the bug affects only one version or both versions. The
test verdicts for the two versions are marked and associated
with the test input. The test suites and the test verdicts are then
passed to DFL for fault localization.

Service request

Serwce response

User
x‘\
Service, Service,
(released) (beta)
Code
examination y | W
suggestions :
i Shadow :
< DFL :
Service,
Debugger

Figure 2. The architecture of the DFL model.
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Most of the SBFL techniques require at least one failing
test and one passing test to work effectively. As Service: is
supposed to have passed developers’ tests prior to being
published as a beta release, it should result in many passing
test cases with only occasional failing test cases. So DFL can
be triggered only when a failing test case is encountered,
which often comes with a large amount of passing test cases
to aid the fault localization process. Similarly, both services
may directly compute results to service consumers, in which
cases, many passed test cases can be collected.

DFL is able to utilize the program spectra of both Service:
and Servicez to compute the fault suspiciousness scores of
program entities for Servicez. The entities are then ranked
according to the list of suspiciousness scores as in a typical
SBFL process.

B. Adaptive Fitness Fault Localization Formula

Inspired by the multi-methods approach proposed by
Kocaguneli et al. [11] that constructs an ensemble of multiple
methods for the purpose of software effort estimation, we
propose to firstly construct an ensemble SBFL formula,
Fensemble. For each program entity s, its values of the coverage
variables are passed to each solo SBFL formula F, for
computing the suspiciousness score susp.(s). As the
suspiciousness scores suspx(s) computed from different solo
SBFL formulas F may range widely, each score is normalized
to a maximum value of 1 by the factor max_suspy, which is
the maximum possible suspiciousness score computed by F.
The normalized suspiciousness score corresponding to
suspx(s) is denoted by nsusp.(s) and defined as:

susp,(s)

nsusp,(s) = ————
Px(s) max_susp,

The value of max_suspy is calculated by applying F to the
following values of the coverage variables: a., = 0, a,s= Ny,
anp =N, and a,r= 0, where Nr and N, are the total number of
failing and passing test cases, respectively.

Flensemble 18 then defined as the formula which computes the
ensemble suspiciousness Score Suspensemble(s) of a program
entity s as the weighted sum of its normalized suspiciousness
scores computed from # solo SBFL formulas F, (x=1 ... n):

n
Wy X susp,(s)
SUSPensemble(S) = Z Wy X Nsuspy(s) = T o

max_susp,
x=1

x=1
where w, is the weight assigned to the solo SBFL formula F.
DFL may further dynamically adjust the ensemble
suspiciousness Score SuspPensemble(s) computed from an
ensemble formula Fensembie to produce an adaptive fitness
Sfault localization score, susparri, which defines the formula
FarpL in DFL. Specifically, for each program entity (such as
a statement) s common to both the current and forthcoming
versions of a service, the delta spectrum A(s) refers to the list
of differences between the normalized suspiciousness scores,
NSUSPx forthcoming(S) and  nSUSPycurrent(s), respectively, of the
forthcoming and current versions computed from a SBFL
formula, Fy, and aggregated over allx (x=1 ... n), as follows:
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TABLE IL BENCHMARK PROGRAMS TABLE III. SEEDED FAULT VERSIONS ADOPTED IN THE EMPIRICAL STUDY
Subject | Lines of Code No. of | Total No. of| o o rest Subject Relez‘lse Seeded Fault Version Adopted in the Study
Program (LOC) X:;isll;tl:lse ie:;llig Cases Program | Version
flex 1 1,3,4,5,6,7,9,10, 11, 14, 15,17, 18, 19
flex 12423-14244 5 81 567
arep 12653-13372 5 57 300 2 2,3,5,6,7,9,11,12, 14, 15, 16, 18, 19
zip 65767996 5 59 214 316:910,11,14,15,17
sed 6671-11990 7 32 360-370 4 156,7,8,12,13,14,15,16
5 6,9
n grep 1 3,7,8,11, 14
A(S) = Z (nsuspx,forthcoming(s) - nsuspx,current(s)) 2 1,2,6,7
x=1 3 2,3,8,12,13,16, 18
Our study experiments with two weighting schemes and 4 2,10, 12
three delta spectrum schemes, as to be detailed in Section I'V. 5 nil
IV. EMPIRICAL STUDY &=p ; ? :’ Z’ 14,15, 16
In this section, we present the research question and 3 il
procedures of the exploratory experiment in this research. 4 1.6, 10
A. Research Question 5 7,9
The DFL model has two key elements in relation to sed 1 nil
SBFL: (1) composing an ensemble formula from a set of solo 2 1,2,3,4,5
SBFL formulas wusing a weighting scheme, and 3 1,2,3,4,5,6
(2) dynamically adjusting the ensemble formula on the fly by 4 nil
using a delta spectrum scheme that utilizes the program 5 1,2,3,4
spectra of both Service: (current version) and Service; 6 1,3,4,5,6
(forthcoming version) of a service. 7 1.2.3.4
Research Question (RQ): To what extent can the two
key elements of the DFL model help improve the
effectiveness of fault localization of Servicez?
Answering this question is important in this research to ID|  Name | Group Formula Ref.
establish a supporting basis of the DFL model and understand P
the potential effect of the model’s two key elements. fi| Naishz | ERI O gy Gy + 1 18]
. ae
B. Benchmark Suites P Ru;::(‘)l & | &rs m 22]
To mimic the service upgrade scenario, we chose four . .
UNIX utility programs as benchmarks, namely, flex, grep, Fy|  Ample - :fa e [4]
gzip and sed, which have been widely used in SBFL and Zfa a"f —
related studies such as regression testing. They were retrieved F, | Geometric e 61
from SIR [5], together with their accompanied test pools. A | mean \/ (aer + aep)(anp + ang)(@es + anp)(acp + anp)
summary of the descriptive statistics of the four benchmark Harmonic. | (o tms — oy (i + g )om & oy) + (g )+ o)
. . . . efQnp — AngCep ef T Aep ) Anp + Cnyp ef + g )(Aep + anp
programs is shown in Table II. Each of them consists of five F5 1 Mean Ty o)+ Yo 4o ¥ ) (21]
to seven release versions and each version was activated with _ oy
one seeded fault constituting a set of seeded fault versions. Fo | Kulezynskil Gy + gy (13]
We executed each of these versions with the accompanied oy + Gy
test cases. Our study included those seeded fault versions that £ M1 Gy + ey (6]
could be reached by at least one passing test and one failing Tortng
test. The seeded fault versions that were adopted in the F |  Ochiai2 [19]
empirical study are listed in Table III. In this study, the source \/ (Ger + @ep)(anp + ny) (Ger + ny)(@ep + anp)
code statements are taken as the program entities. ey
) } Fo Overlap min(aef, np, aep) [7]
C. SBFL Formulas and Weighting Schemes
Naish et al. [18] evaluated a set of 33 SBFL formulas that Fuo| Rogot2 %(a ajfa +- ajfa o aj_”a +- aJ’:”a > [21]
commonly appeared in the literature, together with six new oS b ef W e w W
formulas. Xie et al. [30] theoretically analyzed the o — Zef 100004, 7z 0
relationships of effectiveness of 30 such formulas and proved Gef F ng + Aep +——5 "

that two of the formulas are maximal, that is, they are never
outperformed by other formulas under study. However, the
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Figure 3. Solo SBFL formulas included in this study.
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effectiveness relationships among many of the remaining
formulas are still unknown from a theoretically perspective.

Our study included the two maximal formulas identified
in [30] and nine other SBFL formulas, as listed in Figure 3.
These 11 formulas were used to construct the ensemble
formula Fensemble by using two different weighting schemes,
WO and W1. The first scheme, WO, assigns a uniform value
(e.g., 1) as the weight of each solo formula. The other scheme,
W1, firstly computes the normalized suspiciousness scores of
each program entity according to all the solo formulas, then
ranks the solo formulas by these scores, and finally assigns the
rank value of each solo formula as its weight in Fensemble-
Details of the weights adopted in the weighting scheme W1
are described in an example in Section IV.E and illustrated in
Figure 4 below.

D. Applying Delta Spectra in DFL

Let A denote the delta spectrum of the current version
(Service1) and forthcoming version (Servicez) of a service.
Denote by average(A) the values of A(s) averaged over all
statements s common to both versions. We adopted two
schemes D1 and D2 of applying delta spectra, as follows.

As the implementations of two versions of the service
differ, their lists of program entities are also non-identical.
Since the objective is to identify faults in the forthcoming
version (Servicez), DFL only computes the suspiciousness
scores susparri(s) of program entities s in the forthcoming
version Servicez. There are two cases.

Case 1. For an entity s which appears in both current and
forthcoming versions, susparrL(s) is computed by
adjusting suspensemble(s) With A(s) as follows.

SUSPAFFL (S) = SUSPensemble (S) + A(S) (Scheme Dl)
suspaprL(s) = A(s) (Scheme D2)

Case 2. For an entity s which appears in the forthcoming
version only, both schemes D1 and D2 compute the
value of susparrL(s) by adjusting suspensemblc(S) wWith
the average value of A(s), as follows.

SUSPAFFL (S) = SUSPensemble (S) + average(A)

We also experimented with the scheme DO of not applying
delta spectra for adjusting suspiciousness scores in order to
contrast its effect with that of applying schemes D1 and D2.
Table IV summarizes the six combinations of weighting and
delta spectrum schemes applied in our study.

E. Illustrative Example

Figure 4 illustrates a simplified example of how the
weighting scheme W1 and the delta spectra schemes
synthesize the program spectra in the dual-service scenario.
The figure consists of 6 subfigures (a)—(f) showing each step
of the computation that leads to the adaptive fitness fault
localization scores and their ranks.

In Figure 4(a), the table shows the normalized
suspiciousness Scores, nsuspy,current (X = 1, 2, 3), computed by
the corresponding solo SBFL formulas F, for each of the 5
statements s,—s. in a segment of code (represented by the
letters A—E, respectively) of the current version.
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TABLE IV. SCHEMES ADOPTED IN THE IMPLEMENTATION OF Farr.

Formula | Weighting Scheme | Delta Spectrum Scheme
Fwopo Do not apply delta spectra.
Add the delta
spectrum to the
Fwoo suspiciousness | Add the average
£ th delta value to the
Weighted uniformly scores of the ici
common code. | Suspiciousness
by a constant (e.g., 1) scores of codes
Use the delta | hat appear in the
spectrum as the forthcoming
Fwopz suspiciousness | yersion only.
scores of the
common code.
Fwipo Do not apply delta spectra.
Add the delta
spectrum to the
Fwip1 suspiciousness ?Ci? thelavimﬁf
. scores of the clta value to the
Welgh-ted by ranks of common code. | Suspiciousness
suspiciousness scores scores of codes
Usethe delta | 5 appear in the
spectrum as the forthcoming
Fwipz suspiciousness | yersion only.
scores of the
common code.

Consider the forthcoming version of the same service
shown in Figure 4(b). This new version evolves from the
current version with the statements s, (code A) and sq (code
D) deleted and the new statements s3 (code F), s4 (code G) and
s¢ (code H) added. For ease of reference, the statements in the
new version are relabelled as s;—sg such that s; and s, are the
same statements (with the unchanged code B) and so are s
and s¢ (unchanged code C) as well as ss and s. (unchanged
code E). The rows of the statements common to both versions
are connected by dotted arrows between Figures 4(a) and 4(b),
and are shaded in yellow in Figures 4(a), 4(b) and 4(e) for ease
of tracing and identification.

Similar to Figure 4(a), the table in Figure 4(b) shows the
normalized suspiciousness SCores, #SuSpx forthcoming (X = 1, 2, 3),
computed by the corresponding solo SBFL formulas F, for
each of the 6 statements si—s¢ of the forthcoming version.

For each statement s; in the forthcoming version, its
normalized suspiciousness scores computed by using the solo
formulas F1—F3 are compared and ranked, with the lowest
score ranked 1, the second lowest score ranked 2 and the
highest score ranked 3 when the three scores are all different.
For instance, the statement s; receives the scores 0.5, 0.6 and
0.7 from the solo formulas F1, F> and F3, respectively. Since
0.5 < 0.6 <0.7, the formulas Fi, F> and F3 are assigned the
rank values 1, 2 and 3, respectively.

In case of equal scores, the corresponding solo formulas
are assigned the same fractional rank values by the fractional
ranking scheme (or called “1-2.5-2.5-4” scheme) [17]. For
instance, the statement s4 receives the scores of 0.3, 0.2 and
0.2 from F, F» and F3, respectively. Since the score of F is
larger than the equal scores of F, and F3, the first formula F;
is ranked 3 while the latter two are assigned the same rank
value of (1 +2) +2=1.5.

The rank values thus assigned to the solo formulas are
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used as their weights in our DFL model with weighting
scheme W1 for computing the ensemble suspiciousness score
SUSPensemble. Figure 4(c) tabularizes all the weights w; thus
assigned to Fy (x =1, 2, 3) for each statement in this example.

Once the weights are fixed, the ensemble suspiciousness
score suspensemble(S;) for each statement s; can be calculated as
a weighted sum of its individual suspiciousness scores
received from the solo formulas. In Figure 4(d), the ensemble
suspiciousness Scores Suspensemble(Si) Of the statements s; (i =1,
2, ..., 6) are shown in the rightmost column, which are
respectively the sum of the weighted normalized
suspiciousness scores in the three preceding columns.

Recall in Section III.B that for each statement s; (i = 1, 2,
5) common to the current and forthcoming versions of the
same service, the delta spectrum A(s;) is defined as the sum of
all differences between the normalized suspiciousness scores
of the two versions across all the solo formula Fy (x =1, 2, 3).

(a) Normalized Suspiciousness
Score (Current Version)

(b) Normalized Suspiciousness
Score (Forthcoming Version)

Statement | nSUSD,. urrent Statement | #SUSP, o rincoming
No. |Code| F, | F, | F; No. |Code| F, | F, | F;
s, | A [02]03]00| s | B |05]06]07
s, | B |0.1/0.2]0.1 "//,—' s, | C |06 07038
se | C [0.1{0.2]0.1 -~ s;| F [ 0607038
sq¢ | D ]0.2]0.2]0.3 s, | G [03]02]02
s. | E [0.7/0.8]0.9 ss| E | 0.6 |0.7]0.8
ss | H | 02]03]|0.1
1 (e) Delta
(c) Weight (d) Ensemble Suspiciousness Spectra
(Scheme W1)  Score (Scheme W1) g NSUSD, forhcoming
Wy Wy X NSUSPy| SUSPensemble E) = PSUSPy current | SUM
Wi | Wa | W3 F\|Fy | F5| F, %Fl F, | F5 |AGs)
s;|1]2]3 $,10.5[1.2]2.1 3.8 s; | 0.40] 0.40] 0.60| 1.40
s, 1]2]3 $,/0.6/1.4|12.4| 44 s, [0.50] 0.50] 0.70 1.70]
s;0 11213 $;/0.6/1.4|12.4] 44 S5
s, 3 {1.5[1.5] |s4]0.9/0.3/0.3 1.5 Sy
ss| 11213 $5/0.6(1.4|2.4] 44 $5(-0.101-0.101-0.10}-0.30
se| 23| 1] [se0.4[09]0.1] 1.4 S6
average(A) =/0.93
|
__________________________ | S
i (f) Adaptive Fitness Fault Localization (AFFL) Score i
i Scheme W1D0 Scheme W1D1 Scheme W1D2 i
i SUSPwipo SUSPwip1 SUSPwipa i
! F\y1po | Rank F\y1p1 | Rank Fy1p, | Rank i
P[5 380 4 s;| 520 | 3 s;| 140] 5 !
v [, 440 | 2 s, 6.10 [ 1 s,| 1.70] 4 '
v s, 440 2 5| 533 | 2 ss| 533] 1
P [s 150 ] 5 s,| 243 | 5 s, 243 ] 2 :
D [ss[440] 2 ss| 410 | 4 ss|030] 6 | 1
L sl 140 6 s| 233 | 6 s¢| 2.33] 3

Figure 4. An illustrative example for Fappr.
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Figure 4(e) shows the delta spectra for this example in the
rightmost column. Note that for statements in the forthcoming
version but not the current version, the delta spectrum is
undefined. The average of all delta spectra values of common
statements, denoted by average(A), is equal to
(1.40 + 1.70 + —-0.30) + 3 = 0.93 in this example.

If the delta spectra are not applied for adjustment (which
corresponds to our “null” delta spectrum scheme DO), the
ensemble suspiciousness SCOres SuSpensemble Will be directly
used in our DFL model as the final adaptive fitness fault
localization scores susparrr for further ranking and the rest of
the SBFL process. In Figure 4(f), the table on the left shows
that the suspiciousness scores suspwipo are simply the same as
the scores suspensemble in Figure 4(d).

In our experiment, we consider the two delta spectra
schemes D1 and D2 defined in Section IV.D above and
summarized in Table IV. Basically, the schemes adjust the
ensemble suspiciousness score of each statement by either
adding or replacing it with the respective delta spectrum value
or adding the average delta value. The final calculated
adaptive fitness fault localization scores  susparrL
corresponding to the schemes W1D1 and W1D2 for this
example are shown in Figure 4(f).

Our experiment also studies the effectiveness of our DFL
model with the use of the uniform weighting scheme W0. We
do not show the computations of susparrL for the schemes
WO0DO, WOD1 and WO0D2, as the methods of computation are
the same as those of W1D0, W1D1 and W1D2 except that the
weights in Figure 4(c) are all replaced by 1 or any other
uniform value.

F. Effectiveness Metric

We used expense (also called code examination effort or
EXAM score) to measure the degree of precision of a SBFL
formula in recommending a true positive (faulty statement).

Smallest rank of the faulty statements

expense =
p Total number of statements

A smaller expense value indicates higher effectiveness.
G. Experimental Setup

1) Environment and Tools

The services were deployed in a virtual machine
configured with Intel Xeon CPU X5560 @ 2.8GHzx4, 16GB
of physical memory and 1TB disk storage. Ubuntu 12.04 LTS
(64-bit) was used as a platform for compiling and
instrumenting the subjects. We compiled the benchmark
programs using the default (no optimization) option of GCC
version 4.6.3 with argument “~gdwarf-2 for injecting
debugging information in Debugging With Attributed Record
Formats (DWARF) version 2. Pin [15] version 4.13 was used
to extract program structural information, code coverage and
debugging information such as line numbers. Data analysis
was conducted in a virtual machine with the same hardware
as above. Microsoft Server 2012 was used as the operating
system platform. The programs for compiling empirical data
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TABLE V. RELATIVE EFFECTIVENESS OF 11 SOLO FORMULAS AND 6 IMPLEMENTATIONS OF F'spr. FORMULAS UNDER STUDY

Slex grep grip sed

L Formula Est. Mean | L Formula Est. Mean | L Formula Est. Mean L Formula Est. Mean
A Fwipz 0.0177 A Fwipz 0.0125 A Fwipz 0.0119 A F 0.0121
B Fwop2 0.0214 A Fwop2 0.0133 A Fwop2 0.0122 A Fe 0.0121
C Fwop1 0.0348 B F, 0.0174 B Fwipo 0.0152 A Fu 0.0121
C F 0.0350 B Fe 0.0174 B Fe 0.0154 A Fwipo 0.0121
C Fe 0.0350 B Fiy 0.0174 B Fy 0.0154 A Fwopo 0.0121
C Fy 0.0350 B Fwipo 0.0174 B Fg 0.0154 AB Fwipz 0.0127
C Fwipo 0.0350 B Fwopo 0.0174 B Fy 0.0155 ABC Fy 0.0130
C Fwopo 0.0350 B Fy 0.0176 B Fwopo 0.0155 ABC Fs 0.0130
D Fy 0.0383 B Fs 0.0176 B Fy 0.0155 BC Fwopz 0.0141
D Fs 0.0383 B Fy 0.0178 B Fs 0.0155 BCD Fy 0.0144
E Fwip1 0.0431 B Fio 0.0180 B Fio 0.0156 CD Fwip1 0.0148
F Fy 0.0469 C Fwop1 0.0219 B F3 0.0156 D Fio 0.0162
G Fi 0.0579 D Fwip1 0.0237 C Fwop1 0.0192 E Fwop1 0.0187
H F3 0.0701 E F, 0.0362 C Fwi 0.0203 F F, 0.0479
H F, 0.0713 E Fy 0.0362 D F, 0.0317 F Fy 0.0479
H Fo 0.0713 F F; 0.0375 D Fo 0.0317 G F3 0.0525
1 F; 0.0829 G F; 0.0747 E F 0.0368 H F 0.0908
Std. Errors 0.0004 Std. Errors 0.0002 Std. Errors 0.0003 Std. Errors 0.0004
df 380528 df 178041 df 39270 df 195687
s 0.0531 S 0.0255 s 0.0161 s 0.0414

and computing the SBFL formulas were coded in C# using
Microsoft Visual Studio 2012. MATLAB R2104b
(8.4.0.150421) was used for analyzing data.

2) Procedures

We adopted the fault seeded versions of each release
version of the four benchmark programs in which their faulty
statements can be reached by at least one failing test case.
Such faulty versions are known as fault revealing versions,
which are shown in Table III. We paired up the fault
revealing versions of two consecutive released versions as the
current and forthcoming versions of a service. For instance,
released version 1 of the flex program has 14 fault revealing
versions while version 2 has 13 fault revealing versions,
yielding 14 x 13 = 182 pairs of current and forthcoming
versions of services for the empirical study.

Each pair of current and forthcoming fault revealing
versions for each benchmark program was instantiated as two
concurrent services deployed in our sandbox environment.
We iteratively executed a random test case to test both the
current and forthcoming versions of the service and then
recorded their coverage profiles and test verdicts. A test suite
was formed from the accumulated random test cases. The
values of the coverage variables kept evolving upon
executing more test cases. As required by SBFL, the test suite
should have at least one failing and one passing test cases. As
soon as this requirement was satisfied, the SBFL process
began by computing the weights and normalized
suspiciousness scores of the solo formulas. When the current
version also received at least one failing and at least one
passing test cases, delta spectra were also computed where

applicable as described in Section IV.D. to produce the
(adjusted) ensemble suspiciousness scores (the FaprL values).
Finally, the expense values of all the 11 solo formulas and the
six implementations of the formula Farrr shown in Table IV
were computed using the “1-3-3-4” ranking scheme as
introduced in Section II. To reduce the effect of randomness,
we repeated the experiment 10 times.

3) Statistical Tests Used in Data Analysis

We applied the one-way analysis of variance (ANOV A1)
test with Bonferroni correction at the 0.05 significance level
to assess whether the formulas under study had a common
estimated mean at the required significance level. If the
difference was significant, we further performed the multiple
comparison test [9] to compare the mean and the
corresponding mean intervals of such formulas.

By using the above tests, MATLAB automatically
labelled each group of (solo or ensemble) SBFL formulas
with a letter or more. Formulas sharing at least one letter in
their labels indicate that their means are not statistically
different (at the 0.05 significance level). MATLAB assigns
the letter labels in alphabetical order, where ‘A’ refers to the
group of the most effective formulas, ‘B’ refers to the next
most effective group, and so on. A formula whose mean
interval overlaps with those of two other formulas or more is
labelled with multiple letters, such as ‘AB’ for formulas that
overlap with group A and group B formulas.

H. Results

Table V summarizes the effectiveness of applying the 6
Farrr implementations and 11 solo SBFL formulas to the four
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benchmark programs flex, grep, gzip and sed. The table
consists of 3 columns for each benchmark program, showing
the letter group labels (L) of each formula (Formula) and its
estimated mean expense value (Est. Mean). The last 3 rows
of the table show the standard errors (Std. Errors) of the
estimated values of mean expense of the multiple comparison
tests, error (within-groups) degrees of freedom (df) and square
root (s) of the mean squared error of the ANOVAL test.

In the table, formulas with non-overlapping letter group
labels are statistically different in effectiveness (and separated
by solid horizontal lines) while formulas within groups that
share the same letter do not have significant difference in
effectiveness (and separated by dashed horizontal lines).

Along the ensemble formula construction dimension,
formulas Fwip2 and Fwipo are consistently either more or
equally effective compared to each solo formula (F to F'11) as
indicated by the letter groups across all benchmarks. On the
other hand, Fw1p: is inferior to some solo formulas. The results
show that using dynamic ensembles as indicated by FarrL
alone is insufficient to ensure high effectiveness.

Moreover, from the table, it seems that we have the order
of W1 > WO in terms of letter group ranking, where we use the
symbol “>” to denote the relationship that the former is more
effective than or at least as effective as the latter.

Along the delta spectrum dimension, Fwopoand Fwipo are
as effective as the solo formulas achieving the highest
effectiveness on each benchmark. It is however sometimes
less effective than Fwipz on three benchmarks (flex, gzip, and
grep). The result shows that the delta spectrum scheme DO can
be inferior to D2. Sometimes, the delta spectrum scheme D1 is
less effective than DO.

Formulas Fwop1 and Fwip: are not highly effective across
all four benchmarks. Thus, it seems that we have the non-
increasing order of effectiveness relationship D2 > DO > D1 in
terms of letter group ranking.

Interestingly, as indicated in the table, the three formulas
Fwopo, Fwino and Fwin2 are at least as effective as all studied
solo formulas on all the studied benchmarks. It shows that
50% of the DFL model instances are effective in this
experiment. Moreover, Fwip2 is the most effective formula
among all studied formulas. Note that Fwip2 is ranked in the
most effective group (labelled ‘A”) for the three benchmarks
(flex, gzip, and grep), while for the fourth benchmark, it
belongs to the group labelled ‘AB’, which means that
statistically, there is no significant difference between Fwip2
and the formulas in the most effective group (labelled ‘A’).

The results in the experiment show that using ensemble
formulas and applying a specific delta spectrum scheme (D2)
can be a promising choice for instantiating DFL.

Next, we use violin plots [8] to show the spread and
probability density of the expense values of each of the 6 FarrL
implementations on each of the benchmark programs in
Figure 5. Table VI shows the quartile values, interquartile
ranges and a legend for interpreting the violin plots.

A violin plot can be read as a combination of the histogram
and the boxplot where along its length the bar’s height shows
the spread and skewness of the data distribution, while along
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its width the bar’s thickness shows the probability density
(relative likelihood) of the data at different values.

From Figure 5 and Table VI, we see that Fwip2 has the
least overall spread among the benchmark programs in terms
of the interquartile range, while Fwop2 is the next (except for
the benchmark program sed). On the other hand, Fwopo and
Fwipo result in moderate spreads, while Fwop1 and Fwip1 are
relatively less predictable. The results show that
implementations that adopt different weighting schemes do
not vary much in terms of spread.

On the other hand, comparing implementations that adopt
different delta spectrum schemes shows that D2 generally
results in smaller spreads than those of DO, while D1 results in
wider spreads than those of both D2 and DO.

To answer the research question posed in Section IV.4, the
empirical results reveal that applying delta spectra scheme D2
in conjunction with the ensemble implementation of FarrL
improves the fault localization effectiveness of the
forthcoming version of the service in a statistically significant
manner.

1. Threats to Validity

Our empirical study models after a scenario of debugging
over a service upgrade using four medium-scale benchmark
programs taken from SIR. Studies of subjects of larger scale,
diverse types of applications, different fault samples (such as
real faults versus seeded faults), and various kinds of test
suites can strengthen the generalizability of the result. Our
ensemble formula included 11 solo SBFL formulas only.
Inclusion of different sets of solo SBFL formulas can further
reduce the external threats to validity. Similarly, other
schemes of weighting and applying the delta spectra may be
explored for higher generality of results. We randomly
sampled test cases from the test pool to simulate the arbitrary
service requests of users. The actual service request pattern
in practice may not be purely random and may yield different
results. We have mainly evaluated the effectiveness of DFL
in the single-fault scenario. In practice, the quantity of faults
is never known in advance. On the other hand, empirical
studies [2][10][27] have provided evidence that the SBFL
technique remains effective in locating a fault in multiple-
fault programs. Whether our DFL model can achieve higher
fault localization effectiveness in multiple-fault programs
than traditional SBFL techniques remains to be investigated.

V.

In this section, we review previous work that is related to
our DFL model. Generally, SBFL utilizes program spectra
for distinguishing faulty program entities. Santelices et al.
[23] investigated three types of program entities in SBFL,
namely, statements, branches and data dependencies. They
concluded that the effectiveness of using different entities is
different when localizing different kinds of faults. Tang et al.
[24] empirically studied the performance of SBFL at object
code instruction level and found that it could be higher than
the performance at the source statement level.

RELATED WORK
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Figure 5. Violin plots showing the effectiveness spreads of different implementations of Faprr.

TABLE VL STATISTICS OF THE VIOLIN PLOTS SHOWN IN FIGURE 5 Legend for Figure 5
Fwopo Fwon1 Fwon2 Fwipo Fwio1 Fwip2
Q3 | 0.0577 | 00594 | 0.0396 | 0.0577 | 0.0804 | 0.0304
g | Q2 | 00064 | 00162 | 0.0049 | 0.0064 | 0.0139 | 0.0024
S| Q1 0.0022 | 0.0093 | 0.0015 | 0.0022 | 0.0048 | 0.0004 <«——  Upper Whisker
IQR | 0.0555 | 0.0501 | 0.0381 | 0.0555 | 0.0756 | 0.0300 I
Q3 | 00375 | 00358 | 00232 | 0.0375 | 0.0458 | 0.0244 :
s | Q2 [ 00046 | 00227 | 00043 [ 0.0046 | 0.0170 | 0.0031 < Upper Quartile (Q3)
% | Q1 0.0027 | 0.0051 | 0.0028 | 0.0027 | 0.0048 | 0.0022 <«—— Median (Q2)
IQR | 0.0348 | 0.0307 | 0.0204 | 0.0348 | 0.0410 | 0.0222 )
Q3 | 00231 | 00295 | 00184 | 00231 | 00353 | 00184 7| Lower Quartile (Q1)
& | Q@ | 00103 | 00204 | 00068 | 00103 | 00139 | 0.0068 |
% [ Q1 0.0008 | 0.0013 | 0.0006 | 0.0008 | 0.0013 | 0.0004 : (Probability) Density
IQR | 0.0223 | 0.0282 | 0.0178 | 0.0223 | 0.0340 | 0.0180 .
<«——  Lower Whisker
Q3 | 00089 | 00313 | 00175 | 0.0089 | 0.0146 | 0.0065
5 @ | 00021 | 00029 | 00018 | 00021 | 0.0029 | 0.0018
2| Ql 0.0014 | 0.0016 | 0.0014 | 0.0014 | 0.0014 | 0.0014
IQR | 0.0075 | 0.0297 | 0.0161 | 0.0075 | 0.0132 | 0.0051

Note: A violin plot is similar to a box plot in that along its length it shows the median (Q2), lower and upper quartiles (Q1 and Q3), lower and
upper whiskers (extreme values) of a data distribution, except that along its width the violin plot also shows the probability density
(relative likelihood) of the data at different values as its width. In this study, the lower and upper whiskers are calculated by the
commonly used values of (Q1 — 1.5 x IQR) and (Q3 + 1.5 x IQR), respectively, where IQR (= Q3 — Q1) is the interquartile range.
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Various approaches have been proposed to employ
multiple methods for enhancing the capability over
individual methods. Many researchers adopted learning-
based techniques that utilize historical fault information for
model training and then use the trained models for fault
localization. For instance, Xuan and Monperrus [31]
proposed a learning-based framework called MULTRIC that
combined 25 state-of-the-art SBFL formulas with weights for
fault localization. The weight of each formula was learnt
from the spectra of the faulty and non-faulty program entities
with a given faulty program, its test cases and test verdicts.

Le et al. [12] proposed the multi-modal technique that
utilized debugging information from different sources. In
particular, they adopted information retrieval (IR)-based fault
localization techniques that analyzed the possible fault
localizations from bug reports together with SBFL formulas
that utilized program spectra to improve the fault localization
effectiveness over the techniques that used a single source of
information. These techniques required apriori model train-
ing with historical training data. Similarly, Wang et al. [25]
presented a search-based approach. Their approach applied
weights to the SBFL formulas generated with genetic
algorithm (GA) and simulated annealing (SA) that modelled
fault localization as optimization problems. Nevertheless,
training data is often unavailable and the faults in the training
data may not be representative for debugging the program on
hand.

Some other researchers employed adaptive algorithms for
locating faults in online faulty programs without requiring
model training. Our DFL model was inspired by the work of
Kocaguneli et al. [11] who applied multi-methods to
construct ensemble effort estimation models. They concluded
that some of the multi-methods significantly outperformed all
the solo methods studied, with smaller error rates and higher
stability in ranks. Lucia et al. [14] proposed the data fusion
methods for constructing fusion localizers that fuse the
adaptively selected SBFL formulas together for locating
faults. Empirical results showed that certain variants of fusion
localizers were more effective than individual formulas.

Qi et al. [20] presented a debugging approach with a tool
called DARWIN that located faults for evolving programs,
that is, a stable old version together with a faulty new version
of the same program. They used symbolic execution to
automatically synthesize the test inputs of two versions and
identify the faulty code by analyzing the points where control
flows diverged over the passing and failing inputs. A recent
comprehensive survey [28] has provided an informed and
annotated summary of key techniques and issues on the
research on software fault localization in general, in addition
to SBFL techniques.

VL

In this paper, we have proposed a novel model of dual-
service fault localization (DFL). We have proposed a way to
dynamically customize an ensemble formula specific to a
given program spectrum, and a way to construct delta spectra
for adjusting the suspiciousness scores. In the reported
empirical study, some DSL instances have demonstrated their

CONCLUSION
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potentials to produce improvements in effectiveness through
suitable application of delta spectra schemes.
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