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Pre-trained large language models (LLMs) are increasingly used in software development for code generation,
with a preference for private LLMs over public ones to avoid the risk of exposing corporate secrets. Validating the
stability of these LLMs’ outputs is crucial, and our study proposes using symmetric Metamorphic Relations (MRs)
from Metamorphic Testing (MT) for this purpose. Our study involved an empirical experiment with ten LLMs
(eight private and two public) and two publicly available datasets. We defined seven symmetric MRs to generate
“Follow-up” datasets from “Source” datasets for testing. Our evaluation aimed to detect violations (inconsistent
predictions) between “Source” and “Follow-up” datasets and assess the effectiveness of MRs in identifying correct
and incorrect non-violated predictions from ground truths. Results showed that one public and four private LLMs
did not violate “Case transformation of prompts” MR. Furthermore, effectiveness and performance results
indicated that proposed MRs are effective tools for explaining the instability of LLM’s outputs by “Case trans-
formation of prompts”, “Duplication of prompts”, and “Paraphrasing of prompts”. The study underscored the
importance of enhancing LLMs’ semantic understanding of prompts for better stability and highlighted potential
future research directions, including exploring different MRs, enhancing semantic understanding, and applying

symmetry to prompt engineering.

1. Introduction

Code generation is a popular research topic in software engineering
(Li et al., 2023). This task generates code by the given natural language
description with advanced technologies and techniques, in order to
advance the software development process (Asare et al., 2023; Zeng
et al., 2022). Pre-trained Large language model (LLM) technology has
been utilized for code generation (Cassano et al., 2023; Dong et al.,
2023; Hussain et al., 2023), and it is essential to evaluate their perfor-
mance. However, evaluating code generation LLMs poses a test oracle
problem since it is difficult to distinguish correct code generation
behavior from potentially incorrect behavior. Metamorphic Testing
(MT) was selected for this challenge as it is a widely used technique to
alleviate the test oracle problem (Sun et al., 2022; Xiao et al., 2022; Xie
etal., 2020; Ying et al., 2021; Zhang et al., 2021; Z. Q. Zhou et al., 2020).
MT addresses the test oracle problem by examining the expected re-
lationships between input-output pairs in consecutive executions of the
systems (Duque-Torres et al., 2023). These expected relationships are
expressed as metamorphic relations (MRs), and if the output results in
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various software executions violate an MR, then a fault is revealed
(Seguraetal., 2019; Z. Q. Zhou et al., 2020). We can avoid the test oracle
problem and evaluate the models through this approach.

In this study, we adopted the effective MT approach to validate the
stability of code generation LLMs’ outputs. We derived three symmetric
MRs inspired by Z. Q. Zhou et al. (2020), and these MRs assume that
code generations should not be affected as the semantic meanings of the
prompts are preserved. We experimented with ten different LLMs on two
distinct datasets to simulate software houses using LLM to generate
source codes for seen and unseen projects. One dataset contains training
and testing data to simulate a seen project, whereas the other dataset
only provides testing data to simulate an unseen project.

We used the proposed MRs on the “Source” testing datasets to pro-
duce fourteen “Follow-up” testing datasets. We trained eight LLMs with
seen project training datasets to create private code generation LLMs,
which are referred to as private LLMs. Then, we used eight private LLMs
and two public code generation LLMs, which is referred to as public
LLMs, to generate source codes based on the prompts from the “Source”
testing datasets, resulting in “Source” outputs for seen and unseen
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projects. We repeated this process with the “Follow-up” testing datasets
to generate “Follow-up” outputs for seen and unseen projects. We then
compared the two sets of “Source” and “Follow-up” outputs and
analyzed their differences. A failure is revealed if the relation is violated,
which means differences occur between the outputs. Furthermore, by
examining the true violations and accuracies of outputs, we could
determine the effectiveness of MRs.

The results indicate that the proposed MRs can effectively validate
the stability of code generation LLMs’ outputs. The main contributions
of this study include:

(1) We effectively validate the stability of ten code generation LLMs’
outputs using our proposed MRs with violation measurements,
and explain the instabilities with effectiveness and performance
measurements. To the best of our knowledge, this study is the first
to introduce this approach for validating the stability of code
generation LLMs’ outputs.

(2) We have introduced symmetric MRs, which are semantic-
preserving, to validate the stability of ten code generation
LLMs’ outputs effectively. One MR can effectively validate one
public and four private LLMs in both seen and unseen projects. On
the other hand, the MRs can explain the instability of LLMs’
outputs. These results demonstrate that the proposed MRs can be
extended to validate and identify the causes of the instabilities
with other domains using different languages and different LLMs.

(3) We have developed a systematic validation approach using
symmetric MRs with violation, effectiveness and performance
measurements for researchers and practitioners to follow and
apply.

(4) We have outlined several research challenges and opportunities
that researchers may encounter in extending the proposed
approach for LLMs in other areas.

The rest of this paper is organized as follows. Section two introduces
the underlying concepts of code generation using large language model
and MT. It also discusses the challenges of evaluating LLMs, which is test
oracle problem, and briefly discusses the recent related works. Section
three describes the methodology of this study to determine the effec-
tiveness of the proposed MRs in validating the stability of code gener-
ation LLMs’ outputs. Section four discusses and analyses the results.
Section five covers the threats to the validity of this study. Finally,
section six concludes this paper with the limitations of this study and
future directions.

2. Background

This section briefly introduces code generation using large language
models, evaluation, and the preliminary knowledge of MT and related
works.

2.1. Code generation

Code generation, also known as code suggestion or text-to-code, is a
widely used feature that provides suggested source code based on known
source code contexts, traditionally (Hussain et al., 2023; Zhang et al.,
2023). This task generates code using the given natural language
description with advanced technologies and techniques (Zeng et al.,
2022). Code generation is a valuable topic in the software development
research domain (Li et al., 2023). Many studies related to code gener-
ation have been conducted aiming to increase the productivity of soft-
ware development and maintain the quality of the source codes (Asare
et al, 2023). Code generation methodologies include statistical
approach, neural symbolic approach (Alur et al., 2013; Chaudhuri et al.,
2021; Dong and Lapata, 2018; Gulwani et al., 2017; Yin and Neubig,
2017), and pre-trained large language model approach (Cassano et al.,
2023; Dong et al., 2023; Hussain et al., 2023). The employment of large
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language models, in particular, has demonstrated tremendous promise
in completing code and synthesizing code from natural language de-
scriptions (Cassano et al., 2023; Xu et al., 2022).

2.2. Large language model (LLM) for code generation

With the advancements in artificial intelligence, researchers and
software developers have shifted their focus towards leveraging artifi-
cial intelligence in software engineering tasks, and advanced code
generation have been developed because of applying language models
(Asare et al., 2023; Mouselinos et al., 2023). The core of this innovation
lies in pre-trained large language models (LLMs), which have shown
remarkable effectiveness in both natural and programming language
tasks (Cassano et al., 2023; Xu et al., 2022; Zeng et al., 2022). These
models are widely used for solving challenging code processing tasks,
such as code generation or code summarization, by providing a flexible
interface that enables the synthesis of programs from natural language
specifications (Poesia et al., 2022; Troshin and Chirkova, 2022).

LLM-based code completion frameworks such as GitHub Copilot,
CodeX, CodeTran, CodeGen, CodeLSTM, RoBERTaCode, GPT and SYN-
CHROMESH are trained using deep learning over vast quantities of
unstructured text and open source code (Hussain et al., 2023; Li et al.,
2023; Poesia et al., 2022; Xu et al., 2022; Zeng et al., 2022). Further-
more, it is suggested that self-collaboration among LLMs could poten-
tially enable LLMs to efficiently handle complex real-world tasks that are
not readily addressed through direct code generation (Dong et al.,
2023).

Although there are many advantages of using LLMs, companies that
use third-party generative Al tools or LLMs, such as ChatGPT, may risk
exposing corporate secrets (Post, 2023). As language models grow, they
also raise safety concerns including but not limited to data contamina-
tion, toxic or biased generation, personal information leak, and hallu-
cinations (Zhang et al., 2023).

2.3. Evaluation

Recently, there has been extensive development of code generation
systems designed to generate source code based on natural language
instructions. However, despite their advancements, these systems still
face robustness issues where even slightly different instructions can
result in significantly different code semantics (Yan et al., 2023).
Robustness is critical for code generation LLMs, as it can significantly
impact trust in the generated codes (Yan et al., 2023). Therefore, eval-
uation is essential for ensuring the performance of code generation
LLMs. Conala, HumanEval and MBPP datasets are widely used
execution-based code generation benchmarks for evaluating code gen-
eration LLMSs (Austin et al., 2021; Chen et al., 2021; Mouselinos et al.,
2023; Xu et al., 2022).

The robustness of code generation LLMs can be evaluated by
combining with code similarity scoring, such as bleu scoring (Li et al.,
2023; Yan et al., 2023; Zeng et al., 2022), Levenshtein edit similarity (Li
et al., 2023), execution match accuracy, edit distance (Poesia et al.,
2022), pass@K (Athiwaratkun et al., 2022; Wang et al., 2022). Other
evaluation methods for pre-trained code generation LLMs include
intrinsic evaluation by using unseen project (Xu et al., 2022), evaluating
robustness via adversarial attacks (Zeng et al., 2022), automated inter-
vention mechanism reminiscent of adversarial testing to expose biases
(Mouselinos et al., 2023), black-box testing with mutating the seed
prompts (Li et al., 2023), testing the robustness of code generation
systems by exploiting their characteristics (Yan et al., 2023), evaluating
accuracy rate of LLMs in classification task for predicting the next code
token (Hussain et al., 2023), evaluating LLMs through a comprehensive
robustness evaluation benchmark (Wang et al., 2022).

Most evaluation approaches focus on the performance of code gen-
eration rather than validating the stability of LLMs’ outputs. Stable code
generation is essential as if LLM generated codes differently every time,
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this can introduce risks in the coverage of existing testing procedures.
Without validating the stability of the model’s outputs, the performance
of code-generation LLMs can be unpredictable and lead to unstable
systems; however, validating the stability of code generation LLMs’
outputs poses a test oracle problem since it is difficult to distinguish
correct code-generation behavior from potentially incorrect behavior.
Thus, MT was chosen to alleviate the test oracle problem.

2.4. Metamorphic testing (MT)

Metamorphic Testing (MT) was introduced by Chen et al. (2020) as a
novel approach to alleviate the problem of test oracles by verifying the
relations between the inputs and outputs across multiple test executions
of the programs or systems under examination. These relationships,
known as Metamorphic Relations (MRs), embody the essential attributes
of the target function or algorithm concerning the multitude of inputs
and their anticipated outputs (Chen et al., 2020; 2018). The methodol-
ogy of MT involves the initial generation of specific program inputs,
referred to as “Source” inputs, to serve as the foundational test cases.
Subsequently, leveraging these “Source” test cases, MRs are employed to
generate new inputs, thus constituting the “Follow-up” test cases. Unlike
the conventional testing methodology, MT comprehensively verifies the
“Source” and “Follow-up” test cases and their corresponding outputs
against the specified Metamorphic Relation (Chen et al., 2020, 2018).

The idea of MR can be illustrated by a mathematical property of the
sine function, which is “sin(x) = sin(r — x)”. For example, if the corre-
sponding MR has two inputs, x1 and x2, that satisfy “x1 + x2 = z”, then
two function outputs should be equal, i.e., sin(x1) = sin(x2). Based on
MR, x2 is constructed based on x1 and sin(x1). Therefore, x1 is the
“Source” input, and x2 is the “Follow-up” input. Such MR can be used to
test the program as if the outputs of sin(x1) and sin(x2) are different,
then the implementation of function “sin()” must have faults as it vio-
lates the above MR (Zhang et al., 2021).

MT has been used for oracle problem in different domains, such as
bioinformatic software (Stacy et al., 2022), machine learning classifi-
cation (Ellis et al., 2021; Riccio et al., 2020; Saha and Kanewala, 2019;
Xie et al., 2011), cryptographic software (Pugh et al., 2019), online
search engines (Segura et al., 2019). MT can also be applied in validating
autonomous vehicles systems (Deng et al., 2023; Luu et al., 2024), fake
news detection systems (Miao et al., 2023), automatic image classifi-
cation systems (Xu et al., 2021), and multiple linear regression systems
(Luu et al., 2021). It is also plausible to define metamorphic relation
patterns (MRPs) for deriving multiple MRs (Segura et al., 2019).
Furthermore, it is plausible to improve the capacity of MT by intro-
ducing simulation testing concept (Ying et al., 2022) and by introducing
effectiveness measurement of MT, which refers to measuring how well
the evaluation results from MT can reflect the real performance or target
system (Jiang et al., 2022).

Motivated by the necessity of more advanced evaluation techniques
for code generation LLMs that suffer from the test oracle problem and
lack of evaluation approaches focusing on validating the LLM itself
instead of solely focusing on the performance of code generation, thus,
this study aims to demonstrate MT as effective tools for validating the
stability of code generation LLMs’ outputs and for explaining the
instability through a comprehensive scaled experiment.

3. Methodology

This section describes the setup of the experiment. It defines the
research objective and research questions of our experiment. Then, it
describes the subject systems and data used in the experiment. There-
after, it discusses the detailed experimental design, including environ-
ment configuration, measurement, experimental procedure, dataset
preparation, and parameter setting.
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3.1. Research objective and questions

The main objective of the experiment is to demonstrate the feasibility
of the proposed MRs for validating the stability of code generation LLMs’
outputs and studying the effectiveness of proposed MRs in explaining
the instabilities. This experiment is to attempt to answer three research
questions.

RQ1: Can MRs validate the stability of code generation Large
Language Models’ outputs? MT is usually conducted when the correct
results of individual test cases are unavailable, and the validation ca-
pacity of the proposed MRs, which refers to their ability to validate, may
vary depending on the outputs of different LLMs. Our goal is to assess the
validation capacity of proposed MRs by counting the occurrence of
related violations as the measurements of stability under the assumption
that there is no ground truth available.

RQ2: How effective are MRs in explaining the instability of code
generation Large Language Models’ outputs?

We further evaluate the effectiveness of proposed MRs in explaining
the instability of LLMs’ outputs by identifying the inconsistencies be-
tween performance, “Source” predictions, “Follow-up” predictions, and
ground truths related to MRs. These numbers can indicate the effec-
tiveness of the proposed MRs, which refers to measuring how well the
evaluation results from MRs can reflect the ground truths related to MRs.

RQ3: What are the causes that make MRs less effective in
explaining the instability of code generation Large Language
Models’ outputs? When ineffectiveness occurs, we analyze the results
with the characteristics of MRs and LLMs to seek the causes that lead to
the ineffectiveness.

3.2. Proposed metamorphic relations (MRs)

In this study, we adopted the MT approach to validate LLMs and
derived three symmetric MRs, which are semantic-preserving, inspired
by Z. Q. Zhou et al. (2020). Z. Q. Zhou et al. (2020) introduce innovative
uses of MRs beyond their traditional role in MT. They proposed the
“symmetry” MR pattern and the “change direction” MR input pattern.
These patterns help derive multiple concrete MRs, which can reveal
previously unknown failures in popular applications. This study focuses
on the “symmetry” MR pattern, and our MRs are centered on the concept
of symmetry and operate under the assumption that predictions should
remain unaffected when the semantic meanings of prompts are pre-
served (Table 1), in order to validate the stability of the LLMs’ outputs.
In other words, systems should generate similar codes with “Source” and
“Follow-up” prompts as long as the semantic meaning of prompts is
preserved. If MRs are not upheld, it indicates a violation, and the asso-
ciated MR can reveal the instability of the LLM’s outputs.

MR1 - Case conversion of prompts. “Source” and “Follow-up”
prompts should mean the same to the code generation LLMs, regardless
of whether uppercase or lowercase is used. As only the case format of the
prompts is altered, there is no change in the semantic meaning of
prompts; thus, code generation LLMs should produce identical outputs
with the “Source” and “Follow-up” prompts. For example, we assume

Table 1
Descriptions of MRs.
MR Descriptions
MR1 MR1.1 - Convert 100% prompt texts to uppercase
Case transformation of MR1.2 - Convert 50% prompt texts to uppercase
prompts
MR2 MR2.1 - Duplicate the prompt texts two times

Duplication of prompts MR2.2 - Duplicate the prompt texts three times
MR2.3 - Duplicate the prompt texts four times
MR3.1 - Paraphrase prompt texts by online
paraphrasing tool

MR3.2 - Paraphrase prompt texts by “Mistral-Medium

chatbot from the Al chat platform “Poe”

MR3 Paraphrasing of
prompts

5
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two prompts, “loop over files in directory” and “LOOP OVER FILES IN
DIRECTORY”, are semantic equivalent to the LLMs, and LLMs should
generate similar program statements.

MR2 - Duplication of prompts. “Source” and “Follow-up” prompts
should mean the same to the code generation LLMs, regardless of the
duplication of the content of prompts. As the contents of prompts are
duplicated but not modified, there is no change in the semantic meaning
of prompts; thus, code generation LLMs should give the same outputs
with the “Source” and “Follow-up” prompts. For example, we assume
two prompts, “loop over files in directory” and “loop over files in
directory loop over files in directory”, are semantic equivalent to the
LLMs, and LLMs should generate similar program statements.

MR3 - Paraphrasing of prompts. “Source” and “Follow-up”
prompts should mean the same to the code generation LLMs, regardless
of paraphrasing. In other words, LLMs should consider the contents of
prompts have similar semantic meanings; thus, code generation LLMs
should give the same outputs with the “Source” and “Follow-up”
prompts. For example, we assume two prompts, “loop over files in
directory” and “loop through files in directory”, are semantic equivalent
to the LLMs, and LLMs will generate similar program statements. In
addition, we use one online paraphrasing tool' for MR3.1 and the offi-
cial “Mistral-Medium” chatbot (https://poe.com/Mistral-Medium) from
the Al chat platform “Poe”” is chosen for MR3.2.

3.3. Test scenario

Inspired by Post (2023) mentioned that the widespread use of Al
chatbots and writing tools could leave companies vulnerable to data
leaks and lawsuits. AI chatbots could be a potential area that is exploited
by AI companies or hackers to access sensitive corporate information,
which has been fed into the chatbots, or perform actions against the
company in the future (Post, 2023). This study hypothesized that soft-
ware development houses use private code generation LLMs to mitigate
the risk of exposing corporate secrets, such as source code leaks, by
restricting access to authorized personnel as the test scenario. Software
development houses must safeguard the company’s software assets
while using LLMs to generate source codes for software enhancements
and maintenance; however, using private LLMs might not have the same
level of performance as public LLMs. Thus, eight private code generation
LLMs and two public code generation LLMs are chosen in this study. We
selected two separate datasets to simulate the seen and unseen project
situation. One dataset includes both training and testing data to simulate
a seen project. Whereas the other dataset only provides testing data to
simulate an unseen project.

3.4. Subject under test (SUTs)

3.4.1. Private pre-trained large language model

Eight pre-trained LLMs from the machine learning community
“Hugging Face”’are chosen as private code generation LLMs. We simu-
lated private software houses that downloaded those LLMs from “Hug-
ging Face” and set them up as private LLMs, which are trained privately
and only accessed by authorised users. They are referred to as private
LLMs throughout our study. Due to the limit of computer resources, this
study employed the private LLMs with a small number of parameters.

bert2bert is a text-to-text generation LLM with an encoder-to-
decoder framework. The encoder is used to understand the input texts,
while the decoder is used to pick up inputs from the encoder and
generate text outputs to perform different language tasks, such as code
generation. It uses an uncased version of the BERT base language rep-
resentation model as an encoder and decoder (HuggingFace, 2023k).

! Online paraphrasing tool website is https://paraphrasing-tool.com/.
2 The Poe website is https://poe.com/.
3 Hugging Face website is https://huggingface.co/.
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BERT base language representation model operates as a bidirectional
pre-trained language model that processes the raw text inputs by jointly
conditioning on both left and right context in all layers (Devlin et al.,
2018). bert2bert is pre-trained and fine-tuned on the “CNN” and “Dai-
lymail” summarisation datasets in the English language (HuggingFace,
2023Kk).

bert2gpt2 is another text-to-text generation LLM with an encoder-
to-decoder framework that uses an uncased BERT base language rep-
resentation model as an encoder and GPT2 base language representation
model as a decoder to perform different language tasks, such as code
generation (HuggingFace, 2023f). GPT2 is an uni-directional and
generative pre-training transformer-based language model created and
released by the technology company OpenAl, and it uses language
modelling on a large corpus with the ability to process long-range de-
pendencies (Radford et al., 2018; 2019). GPT2 optimizes the layer
normalization, expands the vocabulary size to 50,257, increases the
context size from 512 to 1024 tokens, and optimizes with a larger batch
size of 512 tokens (Radford et al., 2019). In addition, GPT2 is pre-trained
on “WebText”, created from scraping web pages, and the dataset roughly
contains eight million documents (Radford et al., 2019). bert2gpt2
model is further pre-trained and finetuned with the “id_liputan6” dataset
in the Indonesian language (HuggingFace, 2023f).

marianCG is a code generation transformer model with an encoder-
to-decoder framework developed using the Marian neural machine
translation (marianMT) model as an encoder and decoder to perform
different language tasks, such as code generation (HuggingFace, 2023e).
marianMT is the core model of the Microsoft Translator, which is the
basis for natural language to code translation engine, and uses a sinu-
soidal positional embedding technique to represent the position of each
token in the text, as well as no layer normalization embedding (Soliman
et al., 2022). marianCG is pre-trained with “Conala” and “DJANGO”
datasets (HuggingFace, 2023e; Soliman et al., 2022).

distilbert2mar is a text-to-text generation LLM with an encoder-to-
decoder framework that uses distilbert, which is an uncased distilled
version of the BERT base language representation model, as encoder and
language representation model marianMT as a decoder to perform
different language tasks, such as code generation (HuggingFace, 2023a).
distilbert is a pre-trained language representation transformer model
trained with distillation to create a smaller and faster version of BERT
(Sanh et al., 2019). distilbert2mar is pre-trained with “BookCorpus”
dataset (HuggingFace, 2023a, 2023 g; Soliman et al., 2022).

distilroberta2mar is a text-to-text generation LLM with an encoder-
to-decoder framework that uses distilroberta, which is a language rep-
resentation model distilled version of the RoBERTa-base model, as an
encoder and language representation model marianMT as a decoder to
perform different language tasks, such as code generation
(HuggingFace, 2023b). Roberta is a transformer model similar to BERT,
and it is enhanced with dynamic masking, sentences without next sen-
tence prediction loss, a larger batch size, and a more extensive vocab-
ulary size, which gives it access to more knowledge than other
pre-trained language models (Liu et al., 2019). distilroberta is the
distilled version of Roberta, which follows the same training procedure
as distilbert (HuggingFace, 2023h). distilroberta2mar is pre-trained
with the “OpenWebTextCorpus” dataset (HuggingFace, 2023b, 2023h;
Soliman et al., 2022).

electra2mar is a text-to-text generation LLM with an encoder-to-
decoder framework that uses Electra base language representation
model as an encoder and language representation model marianMT as a
decoder to perform different language tasks, such as code generation
(HuggingFace, 2023c). Unlike BERT, Electra uses a more
sample-efficient pre-training task called replaced token detection to
replace some tokens with plausible alternatives sampled from a small
generator network. Then, instead of training a model that predicts the
original identities of the corrupted tokens, the model was trained as a
discriminative model that predicts whether each token in the corrupted
input was replaced by a generator sample (Clark et al., 2020).
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electra2mar is pre-trained with different datasets, such as “Wikipedia”
and “BooksCorpus” (Clark et al., 2020; HuggingFace, 2023c, 2023i;
Soliman et al., 2022).

luke2mar is a text-to-text generation LLM with an encoder-to-
decoder framework that uses LUKE base language representation
model as an encoder and language representation model marianMT as a
decoder to perform different language tasks, such as code generation
(HuggingFace, 2023d). LUKE is a pre-trained model designed to create
contextualized representations of both words and entities, and is based
on the bidirectional transformer architecture and incorporates an
entity-aware self-attention mechanism (Yamada et al., 2020). This
mechanism allows LUKE to treat words and entities as independent to-
kens, enhancing its ability to understand and process text involving
entities (Yamada et al., 2020). luke2mar is pre-trained with many
entity-annotated corpus obtained from “Wikipedia” (HuggingFace,
2023d, 2023l; Soliman et al., 2022; Yamada et al., 2020).

pegasus_x is a code generation transformer model that is developed
using the PEGASUS-X base language representation model, which is an
extension of the PEGASUS model, with additional long input pre-
training to handle large size tokens inputs (HuggingFace, 2023j;
Phang et al., 2023). It is an encoder-to-decoder framework that uses the
PEGASUS-X base language representation model as an encoder and
decoder to perform different language tasks, such as code generation
(HuggingFace, 2023j). pegasus-x is pre-trained and fine-tuned on a va-
riety of datasets, such as “C4”, “arXiv”, “GovReport”, “XSUM”, “CNN”
and “DailyMail” (Phang et al., 2023).

3.4.2. Public pre-trained large language model

Two publicly available pre-trained code generation LLMs are chosen
for comparison purposes. They are referred to as public LLMs
throughout our study

codeLlama is the first chosen publicly available pre-trained code
generation LLM, and it is provided by “poe.com”2. “poe.com” is an on-
line platform that provides a wide variety of Al-powered chatbots for use
after authentication (POE.COM, 2023). codeLlama is an Al-powered
chatbot developed by Meta (POE.COM, 2024) and is based on LLAMA
2 LLM for code generation (Roziere et al., 2023). LLAMA 2 was trained
on a diverse set of publicly available datasets, including “Common-
Crawl”, “C4”, “GitHub” repositories, “Wikipedia”, “Books3 and Guten-
berg”, “arXiv’, and “Stack Exchange”. This extensive corpus helps
LLAMA 2 understand and generate human-like text across a wide range
of topics and styles (Roziere et al., 2023; Touvron, Lavril, et al., 2023,
2023).

copilot is the second chosen publicly available pre-trained code
generation LLM provided by Microsoft. It is based on Microsoft Copilot
Al-powered chatbots, and users can access this chatbot through the
sidebar of the Microsoft Edge browser (Microsoft, 2024a, 2024b). Based
on the user’s input prompt and their consent to share data with Micro-
soft, Microsoft Edge may send relevant data to Microsoft Copilot for
response (Microsoft, 2024a, 2024b). Microsoft Copilot provides access
to powerful Al chatbot that is built on multimodal large language models
and text-to-image models, including GPT-40, which has been pre-trained
with a large variety of text sources (Achiam et al., 2023; Microsoft,
2024Db). It is grounded in the Bing search service to provide responses
with the most current information from the web, with verifiable cita-
tions for transparency (Microsoft, 2024a, 2024b, 2024c). Thus, copilot
combines the power of generative Al with up-to-date information from
the vast amount of public web information to perform different language
tasks, such as code generation (Microsoft, 2024b).
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3.5. Dataset

This study utilizes two distinct publicly available datasets to simulate
software houses using LLM to generate source codes for seen and unseen
projects: Conala® and MBPP®. These datasets contain data pairs of nat-
ural language intents and their corresponding Python snippets, which
are the prompts and their corresponding source codes, matching this
study’s intent.

Conala is selected as the seen project dataset, meaning subject LLMs
are trained with the Conala dataset to simulate software houses using
existing projects’ source codes to train the private LLM. The Conala
dataset is created by the Carnegie Mellon University NeuLab and Strudel
labs for the purpose of testing the generation of code snippets from
natural language (Wang et al., 2023). This study utilizes the Conala
training dataset, which contains 24,687 rows of data with intents and
snippets, and the Conala validation dataset, which contains 1237 rows
of data with intents and snippets, to train the eight private LLMs. We
have selected the first 100 rows of data from Conala testing datasets to
create “Source” and “Follow-up” testing datasets for this study.

MBPP is selected as the unseen project dataset, meaning software
houses’ LLMs have no prior information about the source codes of these
projects. MBPP is a widely used benchmark of Python problems with the
prompt for code generation, and the generated code is then tested with
the same set of assertions (Cassano et al., 2023). We select the first 100
rows of data from MBPP testing datasets to create “Source” and “Fol-
low-up” testing datasets for this study.

The Conala and MBPP testing datasets each consist of 100 data pairs,
with intents and corresponding Python snippets. These are referred to as
the “Source” testing datasets. We applied MRs with “Source” testing
datasets to create seven “Follow-up” testing datasets for comparison and
analysis.

3.6. Environment

This experiment environment included using “Intel Core” i7 CPU
with 64 GB RAM, “Windows 10" operating systems, “Jupyter Notebook”
development platform and “Python” programming language and related
libraries, such as “transformers”, “pytorch”, “scikit_learn”, for machine
learning algorithms. Standard parameters are applied to all LLMs, and

the rest of the options are set to default values.

3.7. Measurement

This experiment utilized similarity scores to measure the stability of
code generation LLMs’ outputs. It also employed execution success rate
and passing rate to measure the performance of code generation LLMs’
outputs.

3.7.1. Similarity

For measuring the similarity between “Source” and “Follow-up”
outputs, this study utilizes three scoring metrics: “bleu”, “rouge-1”, and
“sacrebleu”. “bleu” is a “corpus-level metric based on the modified n-
gram precision measure” to measure the similarity between sentences
(Evtikhiev et al., 2023). “rouge-1” is a metric from the ROUGE family of
metrics and is a “recall-oriented” metric that measures similarity of two
sentences by searching for the longest common subsequence between
them (Evtikhiev et al., 2023). “sacrebleu” is python scoring tool which is
also using bleu metric and improve the metric by treating bleu “with a
bit more reverence” (Post, 2018). We employ the average values of these
three different metrics to mitigate any bias effects in the scoring process.

4 The Conala dataset is downloaded from the Python library “datasets” with
the function “load_dataset(“data_conala™);” on 24/12/2023.

5 The MBPP dataset is downloaded from the Python library “datasets” with
the function “load_dataset(“mbpp”, “sanitized”);” on 24/12/2023.
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All three similarity scores range from zero to one hundred. If the
average of the three similarity scores is over twenty, the two sentences
will be considered similar. We have chosen a cut-off score of twenty
because it is based on the minimum bleu score of GoogleCloud trans-
lation that the translation is considered understandable (GoogleCloud,
2023).

3.7.2. Violation of MR

For measuring the inconsistencies between “Source” and “Follow-
up” outputs, we employ the Violation Rate (VR) inspired by (Xie et al.,
2020). VR measures the occurrences of inconsistent results between
“Source” and “Follow-up” outputs, which are cases with a similarity
score below twenty in this study. If there is no inconsistency between
“Source” and “Follow-up” outputs, VR is zero, and LLM is insensitive to
the associated MR, which means the MR could be used for validation. Let
the total number of test trials be Tta1 and the violated cases be Tyiolated-
VR is calculated as Eq. (1).

VR = Tviolated / Ttotal (1)

3.7.3. Effectiveness of MR

MT is usually conducted without oracles; thus, the truth results of
individual test cases are unavailable. Consequently, the test result re-
ported by MT may not be consistent with the ground truth (Jiang et al.,
2022). In this study, “Source” testing datasets contain truth test results,
and the “Follow-up” testing datasets, which were created by the pro-
posed symmetric MRs and supposed their results are not changed, also
contain the same truth test result as “Source”. Thus, we can use the truth
test results to assess the effectiveness of MRs. For measuring the effec-
tiveness of MR, we employ the following measurements, which are
inspired by Jiang et al. (2022) (Table 2).

Ground Truth (Truth): These are the ground truth or truth test re-
sults of testing datasets.

True Satisfaction (TS): MR has no violation, and the “Source” pre-
diction matches the ground truth. This rate reflects the effectiveness of
MR. TS is calculated by counting the occurrences of non-violated cases
with consistent results between “Source” outputs and ground truth,
which are the cases with similarity scores above twenty between
“Source” and “Follow-up” outputs, and between “Source” and ground
truth outputs in this study. Let the total number of test trials be Tytq1, and
the non-violated and truth-matched cases be Tyon-violated&&truth- TS iS
calculated as Eq. (2).

TS = Tnon—violated&&rruﬂl/ Ttoml (2)

False Satisfaction (FS): MR has no violation, and the “Source”
prediction does not match the ground truth. This rate indicates the
inconsistency between the system’s behaviour and MR. FS is calculated
by counting the occurrences of non-violated cases with inconsistent re-
sults between “Source” outputs and ground truth, which are cases with
similarity scores above twenty between “Source” and “Follow-up” out-
puts, and with similarity scores below twenty between “Source” and
ground truth outputs in this study. Let the total number of test trials be
Tiotal and the non-violated and truth-unmatched cases be Tpon-viola-
ted&&not-truth- FS is calculated as Eq. (3).

FS = Tnon—violated&&not—uuth/ Tmml (3)

True Violation (TV): MR has a violation, and the “Source” predic-
tion matches the ground truth. This indicates that the violation is
consistent with the match of the “Source” prediction and the ground

Table 2
Ilustration of effective measurements.

Source = Follow-up Source != Follow-up (VR)

Source = Truth TS vV
Source != Truth FS FV
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truth. TV is calculated by counting the occurrences of violated cases with
consistent results between “Source” outputs and ground truth, which are
the cases with the similarity scores below twenty between “Source” and
“Follow-up” outputs, and with the similarity scores above twenty be-
tween “Source” and ground truth outputs in this study. Let the total
number of test trials be Tita1, and the violated and truth-matched cases
be Tviolated&&truth- TV is calculated as Eq. (4).

TV = Tviolated&&truth / Ttotal (4)

False Violation (FV): MR has a violation, and the “Source” predic-
tion does not match the ground truth. This indicates that the violation is
inconsistent with the mismatch of “Source” prediction and the ground
truth. VR is the total of TV and FV.

FV is calculated by counting the occurrences of violated cases with
inconsistent results between “Source” outputs and ground truth, which
are the cases with similarity scores below twenty between “Source” and
“Follow-up” outputs, and with similarity scores below twenty between
“Source” and ground truth outputs in this study. Let the total number of
test trials be Tiota1, and the violated and truth-unmatched cases be Tyjo-
lated&&not-truth- FV is calculated as Eq. (5).

FV = Tviolated&&not—truth/ Ttotul (5)

Genuine Satisfaction Ratio (GSR): This ratio indicates the pro-
portion of non-violated cases with consistent results between “Source”
outputs and ground truth over total violations and non-violated cases
with inconsistent results between “Source” outputs and ground truth.

GSR is calculated by dividing TS by the sum of FS, TV, and FV. If the
ratio is more than 100%, this indicates that over 50% of cases are TS. On
the other hand, if the ratio is less than 100%, this indicates there are less
than 50% cases are TS, which shows the MR introduces true violations
(when TV is high) or there are many inconsistencies between “Source”
outputs and ground truth outputs (when FV and FS are high). GSR is
calculated as Eq. (6).

GSR= TS/(FS+TV+FV) ©6)

Table 2 explains that VR is the sum of FV and TV, and the sum of TS
and FS is the total of consistent cases between “Source” and “Follow-up”.
Table 3 illustrates a six cases example of how to calculate VR and GSR.
As there are two violated cases out of a total of six cases under the
“Violated” column in Table 3, VR is 33.33%. On the other hand, two TS
cases and four cases belonged to FV, FS and TV under the “Effective
measure” column in Table 3. Thus, GSR is 50%.

Although the outputs between “Source” and “Follow-up” are stable,
GSR is lower than 100%, which indicates that non-violated cases with
consistent results between “Source” outputs and ground truth are less
than 50% of the total of FS, TV and FV. The related MR is low in GSR due
to a high number of FS and FV, which means there are many in-
consistencies between “Source” outputs and ground truth outputs, or a
high number of TV, which means MR introduces more inconsistencies
(Table 3). Therefore, effective MR explains the instabilities of LLMs by

introducing TV.

Table 3
Tllustration of the similarity and effective calculations.
Case  Ground Source Follow-up Violated  Effective
Truth prediction prediction measure
1 true true true N TS
2 false false false N TS
3 true false true Y FV
4 false true true N FS
5 true false false N FS
6 false false true Y TV

VR = Tyiotated/ Trotat = 2/6 = 33.33%
GSR = TS /(FS+TV+FV) = 2/4 = 50%
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3.7.4. Performance of code generation

We also occupied two performance measurements of LLMs to
examine how the MRs affect the performance of LLMs.

pass@1: We utilize the pass@K metric (Athiwaratkun et al., 2022;
Wang et al., 2022) to assess the performance of our subject LLMs. We
only run one sample-generated code from the “Source” and “Follow-up”
prompts, which is a pass@1 test (Athiwaratkun et al., 2022). Addi-
tionally, we use the publicly available test cases of MBPP from the CodeT
project6 (Chen et al., 2022) for calculating this measurement. We
executed the codes generated by subject LLMs with “Source” and “Fol-
low-up” prompts of the selected 100 MBPP datasets and tested them
with the associated MBPP test cases from CodeT. Then, we counted the
number of passed test cases out of 100 test cases as the pass@1 rate of
LLMs. This measurement indicates the correctness of LLMs’ generated
codes to reflect their performance. Let the total number of test cases be
Tiotal, and the passed test cases be Tpassed. pass@1 is calculated as Eq. (7).

pass@l = Tpaea / Tootal @

Execution Success Rate (ESR): As the CodeT project does not pro-
vide test cases of Conala, we measure the performance of LLMs by
simply executing the codes generated by subject LLMs with “Source” and
“Follow-up” prompts of the selected 100 Conala datasets. Then, we
count the number of successful executions out of 100 cases as the ESR of
LLMs. This measurement indicates the ability of LLMs to generate
executable codes. As there is no test case to check against the results of
generated codes, ESR will be used with similarity scores to reflect the
performance of LLMs with Conala datasets. Let the total number of test
trails be Tioa) and the successfully executed cases be Texecutable: ESR is
calculated as Eq. (8).

ESR = Texecutable / Tmml (8)

Suppose the codes generated by subject LLMs with “Follow-up”
prompts give lower ESR or pass@1 than those generated by “Source”
prompts. In that case, this can be interpreted as the associated MR with
more inconsistencies, which is considered an effective MR to explain the
instabilities of LLMs’ outputs.

3.8. Experiment design

Our experiment includes five steps as follows:

Step 1. We applied the proposed MRs to two “Source” testing datasets
and generated fourteen “Follow-up” testing datasets (Fig. 1). Step 2.
Private LLMs train with the training dataset. Step 3. Private and public
LLMs make predictions on the “Source” testing dataset to create
“Source” outputs. Step 4. Private and public LLMs make predictions on
“Follow-up” testing datasets to create “Follow-up” outputs. Step 5. We
compare two separate sets of “Source” and “Follow-up” outputs and
analyse their differences in measurement. A failure is revealed if the

Seen projects
source testing
data (Conala)

Seen projects
follow-up testing
data (Conala)

apply MRs

Unseen projects
follow-up testing
data (MBPP)

Unseen projects
source testing data
(MBPP)

apply MRs

Fig. 1. Illustration of Step 1.

% The MBPP test cases are downloaded on 03/09/2024 from https://github.
com/microsoft/CodeT/blob/main/CodeT/data/dataset/mbpp_sanitized_for_t
est_case_generation.jsonl.
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relation is violated, which means differences occur between the outputs
(Fig. 2). In addition, based on the violations and performance, we can
reveal the effectiveness of MRs. Eight trained private LLMs and two
public LLMs were tested with two “Source” testing datasets and fourteen
“Follow-up” testing datasets. Thus, there were twenty sets of “Source”
outputs and one hundred and forty sets of “Follow-up” outputs for
comparison in this study.

4. Discussion

In our study, we presented our experimental results and provided
analysis and interpretation for our research questions.

4.1. RQI: can MRs validate the stability of code generation large
language models?

To address this question, we examined the results of “Zero violation
with all MRs” under the simulation that there is no ground truth
available.

4.1.1. Zero violation with all MRs

Table 4 displays VR values between “Source” and “Follow-up” out-
puts of the seen project with all subject LLMs and proposed MRs. Table 5
displays VR values between the “Source” and “Follow-up” outputs of the
unseen project with all subject LLMs and proposed MRs. Tables 4 and 5
indicate that private LLMs (bert2bert, bert2gpt2, distilbert2mar, and
electra2mar) did not violate MR1.1 and MR1.2 in both seen and unseen
projects. The results show that the stability of these private LLMs’ out-
puts is not affected by the case transformation of prompts as the
“Source” outputs and the “Follow-up” outputs are similar. bert2bert,
bert2gpt2, and distilbert2mar are using uncased version BERT as
encoder, so zero violation with case transformation is reasonable for
them even though the decoders of bert2gpt2 and distilbert2mar are not
uncased version. electra2mar is not an uncased version, but Electra, as
the encoder, was trained as a discriminative model that can replace
tokens with plausible alternatives. Thus, this technique is able to guard
against the influence of case transformation of prompts and keep elec-
tra2mar’s outputs stable. Tables 4 and 5 also show that public LLMs
copilot did not violate MR1.1 in the seen project and MR1, MR2 and
MR3.2 in the unseen project. The results indicate that case trans-
formation of the prompt will not affect the stability of the copilot’s
outputs. Additionally, the copilot performed better in the unseen proj-
ect, which can be explained by public LLM, which is trained with vast

Private LLMs

Seen projects
train with <): training data
(Conala)

Public Private trained
LLM LLMs

predict with <}:| Seen projects
source testing data (Conala)
<: Unseen projects follow-up
testing data (MBPP)

Compare and analyse results

Unseen projects
source testing data (MBPP)

Seen projects follow-up
testing data (Conala)

Fig. 2. Illustration of Step 2 to Step 5.
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Table 4
VR values of all LLMs with all MRs in seen project.
LLM MRI1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 0% 0% 6% 13% 11% 35% 10%
bert2gpt2 0% 0% 12% 18% 15% 46% 21%
distilbert2mar 0% 0% 19% 19% 23% 50% 21%
distilroberta2mar 67% 44% 10% 10% 12% 41% 18%
electra2mar 0% 0% 20% 30% 33% 47% 29%
pegasus_x 68% 37% 11% 16% 20% 45% 21%
luke2mar 64% 39% 12% 24% 25% 47% 21%
marianCG 67% 37% 4% 9% 11% 47% 16%
copilot 0% 1% 1% 1% 2% 1% 3%
codeLlama 17% 5% 11% 1% 4% 13% 7%
Table 5
VR values of all LLMs with all MRs in unseen project.
LLM MR1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 0% 0% 33% 43% 54% 68% 17%
bert2gpt2 0% 0% 35% 49% 50% 81% 31%
distilbert2mar 0% 0% 34% 40% 41% 61% 24%
distilroberta2mar 90% 69% 34% 41% 44% 59% 29%
electra2mar 0% 0% 36% 58% 65% 52% 16%
pegasus_x 98% 51% 32% 41% 46% 66% 17%
luke2mar 85% 56% 34% 40% 40% 57% 26%
marianCG 88% 66% 24% 31% 31% 64% 22%
copilot 0% 0% 0% 0% 0% 3% 0%
codeLlama 7% 4% 2% 3% 9% 16% 5%
Table 6
TS, FS, TV, and FV values of all LLMs with all MRs in unseen project.
LLM MRI1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert TS 2% 2% 1% 1% 1% 1% 1%
FS 98% 98% 66% 56% 45% 31% 82%
vV 0% 0% 1% 1% 1% 1% 1%
FV 0% 0% 32% 42% 53% 67% 16%
bert2gpt2 TS 3% 3% 2% 2% 2% 1% 2%
FS 97% 97% 63% 49% 48% 18% 67%
TV 0% 0% 1% 1% 1% 2% 1%
FV 0% 0% 34% 48% 49% 79% 30%
distilbert2mar TS 4% 4% 3% 3% 3% 3% 3%
FS 96% 96% 63% 57% 56% 36% 73%
TV 0% 0% 1% 1% 1% 1% 1%
FV 0% 0% 33% 39% 40% 60% 23%
distilroberta2mar TS 0% 1% 0% 0% 0% 1% 2%
FS 10% 30% 66% 59% 56% 40% 69%
TV 2% 1% 2% 2% 2% 1% 0%
FV 88% 68% 32% 39% 42% 58% 29%
electra2mar TS 6% 6% 4% 4% 4% 2% 6%
FS 94% 94% 60% 38% 31% 46% 78%
vV 0% 0% 2% 2% 2% 4% 0%
FV 0% 0% 34% 56% 63% 48% 16%
pegasus_x TS 0% 3% 5% 4% 5% 4% 6%
FS 2% 46% 63% 55% 49% 30% 77%
vV 6% 3% 1% 2% 1% 2% 0%
FV 92% 48% 31% 39% 45% 64% 17%
luke2mar TS 0% 2% 3% 5% 5% 2% 4%
FS 15% 42% 63% 55% 55% 41% 70%
TV 5% 3% 2% 0% 0% 3% 1%
FV 80% 53% 32% 40% 40% 54% 25%
marianCG TS 1% 2% 4% 4% 3% 2% 4%
FS 11% 32% 72% 65% 66% 34% 74%
TV 3% 2% 0% 0% 1% 2% 0%
FV 85% 64% 24% 31% 30% 62% 22%
copilot TS 59% 59% 59% 59% 59% 58% 59%
FS 41% 41% 41% 41% 41% 39% 41%
TV 0% 0% 0% 0% 0% 1% 0%
FV 0% 0% 0% 0% 0% 2% 0%
codeLlama TS 52% 52% 55% 53% 51% 48% 53%
FS 41% 44% 43% 44% 40% 36% 42%
vV 3% 3% 0% 2% 4% 7% 2%
FV 4% 1% 2% 1% 5% 9% 3%
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datasets. copilot might have trained with datasets similar to MBPP, so it
is reasonable that copilot performed well with the unseen projects.
However, codeLlama did not achieve 0% VR with any MR.

Answering RQ1: Four private LLMs did not violate MR1.1 and
MR1.2 in both projects, and public LLM copilot did not violate MR1.1 in
both projects. These results confirm that the proposed MRs can serve as a
validation tool for the stability of code generation LLMs’ outputs under
the simulation that there is no ground truth available. In other words, if
the outputs of these five LLMs are different between the “Source” and
MR1.1, it highlights areas in them that may require further investigation
to address the causes of unstable outputs.

4.2. RQ2: how effective are MRs in explaining the instability of code
generation large language models’ outputs?

To address this question, we examined the outcomes of “Effective-
ness and Performance measurements”.

4.2.1. Effectiveness and performance measurements

The effectiveness and performance measurements have given a
different perspective than VR in Tables 4 and 5. Tables 6 to 11 display
the effectiveness and performance measurements between “Source” and
“Follow-up” outputs of unseen and seen projects with all subject LLMs
and proposed MRs. Public LLMs have performed better than private
LLMs; even some private LLMs achieved zero VR (Tables 4 and 5), most
of them contain significant proportions of FS, TV and FV (Tables 6 and 8)
and the generated codes from private LLMs are not as executable as the
codes generated by public LLMs (Tables 10 and 11).

In unseen project, copilot achieved over 130% GSR and 0% TV and
FV with six out of seven MRs (Table 6 and 7), 84% pass@1 with MR1,
MR2.2 and MR2.3, however below 84% pass@1 with MR2.1 and MR3,
which are lower than “Source” outputs in the unseen project (Table 11).
The results indicate that the copilot is insensitive to MR1, MR2.2 and
MR2.3 and capable of generating executable codes consistent with
ground truth without being affected by MR1, MR2.2 and MR2.3 in the
unseen project. On the other hand, the copilot’s unstable outputs, which
are the true violations, can be explained by MR2.1 and MR3, which
means MR2.1 and MR3 can lead to copilot’s unstable code generations
in unseen project (Tables 4, 5, 7 and 9). codeLlama achieved over 100%
GSR with all MRs except 92.31% with MR3.1 (Table 7), and below 61%
pass@1 values with all MRs, which are lower than “Source” outputs in
the unseen project (Table 11). Therefore, all the MRs can contribute to
codeLlama’s unstable code generations in the unseen project.

Comparatively, all the private LLMs performed worse than public
LLMs regarding effectiveness and performance measurements. All pri-
vate LLMs have zero pass@1 with all MRs (Table 11) in the unseen
project because all the generated codes, including the “Source” outputs,
are non-executable or unrelated to the prompts. Even bert2bert,
bert2gpt2, distilbert2mar, and electra2mar have zero VR with MR1.1
and MR1.2 in unseen project (Table 5), all private LLMs’ GSR are below
7%, and pegasus_x, distilroberta2mar, and luke2mar had zero GSR
means they have no TS with MR1.1 and MR2 (Table 7).
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Table 6 shows that most private LLMs have high proportions of FS
and FV, indicating that “Source” outputs are primarily inconsistent with
ground truth in the unseen project (Table 12). Despite the low GSR, table
6 shows MR1 did not introduce TV in bert2bert, bert2gpt2, dis-
tilbert2mar, and elecrtra2mar, MR2 did not introduce TV in marianCG
and luke2mar, and MR3.2 did not introduce TV in distilrobert2mar,
electra2mar and marianCG. Although effectiveness results in this study
show the proposed MRs did not introduce TV in private LLMs’ outputs in
the unseen project, the pass@1 values of private LLMs are all zero, which
suggests all the proposed MRs can contribute to the private LLMs’ un-
stable outputs in the unseen project.

In seen project, public LLMs achieved over 100% GSR in the seen
project with all MRs (Tables 8 and 9), especially copilot achieved a
similar GSR with all MRs as in the unseen project (Tables 7 and 9).
Additionally, copilot achieved over 99% ESR with all MRs except MR1.1
and MR2.2 (Table 10). The results show that copilot is capable of
generating executable codes that are consistent with ground truth
without being affected by all MRs, except MR2.3, which introduced 1%
TV in the seen project (Table 8) and MR1.1 and MR2.2, which have
lower ESR than the “Source” output. Thus, MR1.1, MR2.2, and MR2.3
can contribute to the copilot’s unstable outputs in the seen project.
codeLlama achieved better GSR in the seen project, and all GSR values
are over 150% with all MRs, except 117.39% with MR1.1 (Tables 7 and
9). codeLlama also achieved over 94% ESR with all MRs, except MR1.1,
MR2.1 and MR2.3 (Table 10) in the seen project. However, table 8
shows all MRs introduced TV in codeLlama’s outputs. Therefore, all the
proposed MRs can also contribute to the codeLlama’s unstable outputs
in the seen project.

Most private LLMs performed better in GSR in seen projects, as
bert2gpt2, distilbert2mar, electra_marian, pegasus_x, and luke2mar
achieved over 100% GSR with MR1 and MR2 (Table 9). However, Ta-
bles 8 and 10 show that MR2 and MR3 introduce TV or reduce ESR to
lower than “Source” outputs in all private LLMs in the seen project.
Tables 6 to 9 also show that MR1 introduces TV in private LLMs dis-
tilroberta2mar, pegasus_x, luke2mar, and marianCG. The results reflect
that these four private LLMs are case-sensitive. Thus, all the proposed
MRs can lead to private LLMs’ unstable outputs in the seen project.

Answering RQ2: Results indicated that the subject LLMs’ unstable
outputs can be explained by “case transformation of prompt”, “dupli-
cation of prompt”, and “tokens in prompt changed by paraphrasing”,
which introduce true violations to LLMs and affect LLMs to generate
executable codes. Therefore, all the proposed MRs can be effective tools
for explaining the instability of LLMs’ outputs in both projects.

4.3. RQ3: what are the causes that make MR less effective in explaining
the instability of code generation large language models’ outputs?

To address this research question, we examined with different pro-
posed MRs.

4.3.1. MRI1
Tables 8 to 10 show that MR1 did not introduce TV or reduce ESR to

Table 7

GSR values of all LLMs with all MRs in unseen project.
LLM MR1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 2.04% 2.04% 1.01% 1.01% 1.01% 1.01% 1.01%
bert2gpt2 3.09% 3.09% 2.04% 2.04% 2.04% 1.01% 2.04%
distilbert2mar 4.17% 4.17% 3.09% 3.09% 3.09% 3.09% 3.09%
distilroberta2mar 0.00% 1.01% 0.00% 0.00% 0.00% 1.01% 2.04%
electra2mar 6.38% 6.38% 4.17% 4.17% 4.17% 2.04% 6.38%
pegasus_x 0.00% 3.09% 5.26% 4.17% 5.26% 4.17% 6.38%
luke2mar 0.00% 2.04% 3.09% 5.26% 5.26% 2.04% 4.17%
marianCG 1.01% 2.04% 4.17% 4.17% 3.09% 2.04% 4.17%
copilot 143.90% 143.90% 143.90% 143.90% 143.90% 138.10% 143.90%
codeLlama 108.33% 108.33% 122.22% 112.77% 104.08% 92.31% 112.77%
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Table 8
TS, FS, TV, and FV values of all LLMs with all MRs in seen project.
LLM MRI1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert TS 45% 45% 44% 43% 41% 33% 43%
FS 55% 55% 50% 44% 48% 32% 47%
TV 0% 0% 1% 2% 4% 12% 2%
FV 0% 0% 5% 11% 7% 23% 8%
bert2gpt2 TS 62% 62% 59% 55% 55% 33% 51%
FS 38% 38% 29% 27% 30% 21% 28%
TV 0% 0% 3% 7% 7% 29% 11%
FV 0% 0% 9% 11% 8% 17% 10%
distilbert2mar TS 66% 66% 58% 57% 55% 34% 54%
FS 34% 34% 23% 24% 22% 16% 25%
vV 0% 0% 8% 9% 11% 32% 12%
FV 0% 0% 11% 10% 12% 18% 9%
distilroberta2mar TS 23% 40% 61% 61% 61% 38% 57%
FS 10% 16% 29% 29% 27% 21% 25%
TV 43% 26% 5% 5% 5% 28% 9%
FV 24% 18% 5% 5% 7% 13% 9%
electra2mar TS 59% 59% 52% 46% 42% 36% 46%
FS 41% 41% 28% 24% 25% 17% 25%
TV 0% 0% 7% 13% 17% 23% 13%
FV 0% 0% 13% 17% 16% 24% 16%
pegasus_x TS 23% 46% 65% 63% 60% 42% 58%
FS 9% 17% 24% 21% 20% 13% 21%
vV 45% 22% 3% 5% 8% 26% 10%
FV 23% 15% 8% 11% 12% 19% 11%
luke2mar TS 28% 45% 58% 52% 51% 40% 53%
FS 8% 16% 30% 24% 24% 13% 26%
vV 35% 18% 5% 11% 12% 23% 10%
FV 29% 21% 7% 13% 13% 24% 11%
marianCG TS 23% 47% 72% 70% 70% 42% 66%
FS 10% 16% 24% 21% 19% 11% 18%
vV 49% 25% 0% 2% 2% 30% 6%
FV 18% 12% 4% 7% 9% 17% 10%
copilot TS 59% 59% 59% 59% 58% 59% 59%
FS 41% 40% 40% 40% 40% 40% 38%
TV 0% 0% 0% 0% 1% 0% 0%
FV 0% 1% 1% 1% 1% 1% 3%
codeLlama TS 54% 60% 61% 63% 63% 60% 62%
FS 29% 35% 28% 36% 33% 27% 31%
vV 10% 4% 3% 1% 1% 4% 2%
FV 7% 1% 8% 0% 3% 9% 5%
Table 9
GSR values of all LLMs with all MRs in seen project.
LLM MR1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 81.82% 81.82% 78.57% 75.44% 69.49% 49.25% 75.44%
bert2gpt2 163.16% 163.16% 143.90% 122.22% 122.22% 49.25% 104.08%
distilbert2mar 194.12% 194.12% 138.10% 132.56% 122.22% 51.52% 117.39%
distilroberta2mar 29.87% 66.67% 156.41% 156.41% 156.41% 61.29% 132.56%
electra2mar 143.90% 143.90% 108.33% 85.19% 72.41% 56.25% 85.19%
pegasus_x 29.87% 85.19% 185.71% 170.27% 150.00% 72.41% 138.10%
luke2mar 38.89% 81.82% 138.10% 108.33% 104.08% 66.67% 112.77%
marianCG 29.87% 88.68% 257.14% 233.33% 233.33% 72.41% 194.12%
copilot 143.90% 143.90% 143.90% 143.90% 138.10% 143.90% 143.90%
codeLlama 117.39% 150.00% 156.41% 170.27% 170.27% 150.00% 163.16%
Table 10
ESR values of all LLMs with “Source” and all MRs in seen project.
LLM SRC MR 1.1 MR 1.2 MR 2.1 MR 2.2 MR 2.3 MR 3.1 MR 3.2
bert2bert 0% 0% 0% 0% 0% 0% 0% 0%
bert2gpt2 1% 1% 1% 0% 0% 0% 0% 1%
distilbert2mar 3% 3% 3% 4% 3% 3% 4% 5%
distilroberta2mar 11% 7% 9% 6% 7% 6% 8% 11%
electra2mar 7% 6% 6% 8% 6% 5% 7% 12%
pegasus_x 6% 7% 11% 3% 6% 3% 14% 7%
luke2mar 4% 3% 6% 4% 5% 3% 10% 3%
marianCG 4% 6% 3% 4% 3% 3% 8% 5%
copilot 99% 81% 99% 99% 98% 99% 99% 99%
codeLlama 94% 84% 96% 93% 95% 88% 97% 94%
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lower than “Source” outputs in bert2gpt2 and distilbert2mar, which
means MR1 is ineffective in explaining their instabilities in the seen
project. Although they use uncased BERT as an encoder, which gives
them an edge in handling case transformation of prompts, bert2bert,
which uses uncased BERT as encoder and decoder, has zero ESR with all
MRs. So, using uncased BERT as an encoder and mixing with other
technologies like GPT2 or marianCG as a decoder could resist the in-
fluence of MR1 in the seen project.

Results also show that copilot is insensitive with MR1 in the unseen
project (Tables 6, 7 and 11). copilot uses the latest GPT-40 generative Al
technology and is trained with up-to-date information from the vast
amount of public web information and datasets. copilot may have been
trained with datasets similar to MBPP (unseen project). Thus, it is
reasonable that copilot is insensitive to MR1.

4.3.2. MR2

Tables 6, 7 and 11 show that MR2 did not introduce TV in copilot in
the unseen project, and MR2.2 and MR2.3 did not reduce pass@1 to
lower than “Source” outputs in copilot in the unseen project. These re-
sults show that copilot is insensitive to MR2 in the unseen project as
copilot uses the multimodal large language models, including latest
GPT-40 generative Al technology, and is trained with up-to-date infor-
mation from the vast amount of public web information and datasets. It
is possible that copilot has been trained with datasets similar to MBPP
(unseen project), and the use of multimodal large language models can
handle the duplication of prompts. Thus, it is reasonable that copilot is
insensitive to MR2.

4.3.3. MR3

Tables 8, 9 and 10 show that MR3 did not introduce TV or reduce
ESR to lower than “Source” outputs in copilot in the seen project only.
These results show that copilot can resist the influence of MR3 in the
seen project. copilot may use the multimodal large language models to
handle prompt paraphrasing. Thus, it is reasonable that the copilot is
insensitive to MR3.

Answering RQ3: Results show that using uncased BERT as encoder
and mixing with other technologies as decoder can resist the influence of
MR1, and copilot can resist the influences of all MRs due to it being pre-
trained with a vast number of datasets and using multimodal large
language models. Thus, using a mix of LLM technologies and pre-trained
with a vast number of datasets can cause the MRs under study to be
ineffective. In addition, results imply that all LLMs, except copilot, have
low semantic understanding and rely on statistical patterns to infer the
prompts (Browning and LeCun, 2023; X. Zhou et al., 2020) because all
the prompt transformations are semantic preserving and only copilot
can resist MRs’ influences.

4.4. Further analysis

4.4.1. Effectiveness and performance measurements of MT
The VR results indicate that the validation capacity of MRs is at zero
violation, meaning that predictions between “Source” and “Follow-up”

The Journal of Systems & Software 222 (2025) 112330

Table 12
The percentage of total cases that have consistent results between “Source”
outputs and ground truth.

LLM Source = Truth

Seen project Unseen project

bert2bert 45% 2%
bert2gpt2 62% 3%
distilbert2mar 66% 4%
distilroberta2mar 66% 2%
electra2mar 59% 6%
pegasus_x 68% 6%
luke2mar 63% 5%
marianCG 72% 4%
copilot 59% 59%
codeLlama 64% 55%

are consistent. GSR, TV, TS, FV, and FS results demonstrate the effec-
tiveness of MRs as effectiveness measurements introduce ground truth
into the measurements; if TV is not zero, this can reflect MRs introduce
instability of LLMs’ outputs, which can explain the instability by MRs.
Especially with the unseen project, effectiveness measurements, GSR,
reveal that all private LLMs performed worse than public LLMs in TS,
which means private LLMs have many inconsistencies between “Source”
outputs and ground truth, despite some private LLMs having zero VR.
Thus, effectiveness measurements are essential for understanding the
instability of LLMs, which is supported by Jiang et al. (2022).
Effectiveness measurements can also provide insights into MRs and
LLMs. Despite not achieving zero violation results, private LLM
marianCG with MR2.1 has the highest GSR and zero TV in the seen
project (Tables 8 and 9). However, performance measurements show a
different perspective. In the seen project, public LLMs’ ESRs are better
than private LLMs’ ESRs (Table 10) because public LLMs generate codes
that include “import library” statements, which makes the codes
executable by “copy and paste” to the testing environment (which is
“Jupyter Notebook” development platform in this study). We further
reviewed the reference codes (ground truth) of the seen project and
found that most of them are code snippets and are not executable by
themselves. Therefore, even though marianCG has high GSRs with MR2,
the reference truths are not executable, so it has low ESR with MR2
because marianCG’s outputs are highly consistent with non-executable
“Source” outputs and non-executable ground truths. When the refer-
ence code snippets are not executable, it can lead to inaccurate perfor-
mance measurements. Therefore, it is important to include effectiveness
measurements to reflect the instability of the LLMs’ outputs.

4.4.2. MR creation

This study applied Z. Q. Zhou et al.”s (2020) “symmetry” MR pattern
and created symmetric MRs that can be used to transform prompts and
preserve the semantic meanings of prompts. The proposed MRs have
been chosen as they are easy to understand and apply to other domains
or languages. The results not only show that the proposed MRs are
effective tools for validating the stability of LLMs’ outputs, they also
show several other insights.

Table 11

pass@]1 values of all LLMs with “Source” and all MRs in unseen project.
LLM SRC MR 1.1 MR 1.2 MR 2.1 MR 2.2 MR 2.3 MR 3.1 MR 3.2
bert2bert 0% 0% 0% 0% 0% 0% 0% 0%
bert2gpt2 0% 0% 0% 0% 0% 0% 0% 0%
distilbert2mar 0% 0% 0% 0% 0% 0% 0% 0%
distilroberta2mar 0% 0% 0% 0% 0% 0% 0% 0%
electra2mar 0% 0% 0% 0% 0% 0% 0% 0%
pegasus_x 0% 0% 0% 0% 0% 0% 0% 0%
luke2mar 0% 0% 0% 0% 0% 0% 0% 0%
marianCG 0% 0% 0% 0% 0% 0% 0% 0%
copilot 84% 84% 84% 81% 84% 84% 76% 79%
codeLlama 61% 57% 56% 58% 54% 56% 45% 58%
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Firstly, results show that all subject LLMs, except copilot, have fewer
violations with MR3.2 than MR3.1 (Tables 4 to 9). This result means
LLMs are more sensitive to prompts that were paraphrased by online
paraphrasing tools than by AI paraphrasing tools. It can be attributed to
online paraphrasing tools are swapping tokens with thesaurus of tokens,
such as, “loop over files in directory’ source’” to “circle over documents
in registry’ source’”. On the other hand, the AI paraphrasing tool
(Mistral) paraphrased the prompt with fewer token changes, such as
“loop over files in directory’ source’” to “loop through files in directory’
source’”. Additionally, the stability of six out of seven LLMs’ outputs is
affected by MR3.1 in both projects (Table 6 to 11). MR3.1 uses an online
paraphrasing tool to swap tokens with a thesaurus, which can impact the
stability of highly-trained LLMs. Thus, paraphrasing the prompt by
swapping tokens with thesaurus is a valid MR choice because this can
explain the instability of six out of seven LLMs’ outputs, and the results
advised keeping the critical terms used in prompts constant and
consistent for the stability of all private LLMs’ and codeLlama’s outputs.

Secondly, private LLMs bert2bert, bert2gpt2, distilbert2mar, and
electra2mar, which used uncased BERT, have zero VR with MR1 as ex-
pected (Table 4 and 5). Although uncased BERT gives them an edge in
handling case transformation of prompts, they all have high FS in the
unseen project (Tables 8 and 9). Especially bert2bert, effective mea-
surements show bert2bert cannot achieve over 100% GSR with all MRs
in both projects (Tables 7 and 9) even if it uses uncased BERT in both
encoder and decoder. Thus, results justify the selection of MR1; even if
the uncased BERT is used, effectiveness and performance measurements
can still reveal that bert2bert’s “Source” outputs are not executable and
inconsistent with ground truth.

4.4.3. Private and public code generation LLMs

The results indicate that public LLMs perform better in seen and
unseen projects, and there are several reasons behind this. Firstly,
copilot and codeLlama have been trained with vast number of datasets;
therefore, the distinction of unseen and seen datasets in this study might
not apply to the public LLMs. However, marianCG has been trained with
Conala, and it only performed well in GSR with MR2 in the seen project
(Table 9). Therefore, public LLMs are more capable of handling the
different semantic preserving transformations of prompts by their
continuous vast training data and their technologies. As a result, public
LLMs have a higher level of semantic understanding than private LLMs.

Secondly, Table 10 shows that even though the ground truth of seen
projects cannot be executed, public LLMs are powerful enough to add
associated “import library” statements and make public LLMs’ gener-
ated codes executable. Adding more statements to make the generated
codes executable is the reason why public LLMs generated codes that
were less similar to the ground truth with the seen project than private
LLMs. Private LLMs are trained using the seen dataset, which means they
are likely to produce code that resembles the ground truth from the seen
dataset. Consequently, if the ground truths are not executable, we can
expect that the code generated by private LLMs will also be non-
executable. On the other hand, public LLMs’ outputs have included
more statements to make their outputs executable despite being less
consistent with ground truth than the private LLMs’ outputs. Addition-
ally, Table 11 shows that only public LLMs can generate codes that can
pass the test cases from the CodeT project, while private LLMs can
generate consistent outputs with “Source” outputs. However, private
LLMs’ generated codes are non-executable as they all have zero pass@1
in the unseen project. The results show that public LLMs can generate
codes that are more executable than private LLMs, indicating a higher
level of semantic understanding.

Thus, if software houses attempt to employ private code generation
LLMs to avoid risk of exposing corporate secrets and enhance software
development’s productivity at the public code generation LLM level,
software houses need to look for solutions to improve the semantic
understanding of private code generation LLMs.
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4.4.4. Training data for code generation LLMs

The results indicate that all LLMs perform similarly in VR and GSR in
the seen project (Tables 4 and 9). However, public LLMs perform
significantly better in the unseen project. The critical distinction be-
tween seen and unseen projects is the availability of training data.
Without adequate training, it is reasonable that private LLMs perform
worse than public LLMs when presented with prompts for the unseen
project, as public LLMs have been trained with a continuous vast number
of datasets, some of which might be similar to the unseen project. The
performance difference shows that providing more different types of
training data for code generation could be one of the approaches to
enhance the semantic understanding of private LLMs. Although using
private LLMs can avoid risk of exposing corporate secrets, vast data
training or training targeted at semantic understanding enhancement is
needed for private LLMs, as the results in the unseen project show that
private LLMs generated incorrect codes.

One potential approach for private LLMs is to use data from existing
projects to train them. Cross-project training, which involves using data
from other projects, has been successfully employed to enhance the
performance of software defect predictions (Steenhoek et al., 2023;
Tabassum et al., 2020; Yamamoto et al., 2023). To further enhance the
code generation capabilities of private LLMs for future unseen projects,
it may be beneficial to consider using diverse code generation related
training data from various existing projects from different sources.
Additionally, specific projects within one’s own company could be
leveraged to train private LLMs to be more specialized in a particular
method of code generation.

Public LLMs codeLlama and copilot optimized its training by using
various types of data from different sources, such as source codes, dis-
cussions about source codes, code snippets, and natural language
questions and answers; and various approaches, including code infilling
and long context fine-tuning (Achiam et al., 2023; Roziere et al., 2023;
Touvron, Lavril, et al., 2023, 2023). As a result, public LLMs are capable
of handling the unseen project. Future studies can apply the approaches
of codeLlama (Roziere et al., 2023) to systematically collect and convert
different sources into training data, which can enhance the semantic
understanding of private LLMs.

Although marianCG was trained with Conala, it only had better re-
sults than public LLMs in the seen project with MR2. Thus, public LLMs
show a higher level of semantic understanding of prompts, and training
that can improve the semantic understanding of LLMs can be helpful. As
the results have demonstrated that the proposed symmetric MRs are
effective and semantic preserving, they can also create different se-
mantic preserving training datasets based on “Source” training datasets
for further training, like data augmentation, to enhance the semantic
understanding even in the situation of testing data scarcity.

Thus, using multiple sources to create more training datasets for
private LLMs is a potential approach to improve the semantic under-
standing of private code generation LLMs.

4.4.5. Prompt engineering

The generation results of the prompt must be justifiable, explainable,
and verifiable (Shah, 2024). It is important to explore how the prompts
are formulated to guide LLMs to replicate the code generation because
most LLMs are challenging to update or modify. Therefore, prompt en-
gineering plays a critical role in ensuring stable and reliable code
generation.

Tables 4 to 11 demonstrate that, except for MR3.1, the proposed MRs
can serve as effective validation tools for the stability of LLMs’ outputs.
These results also suggest that the concept of symmetry can be applied to
prompt engineering. Symmetric MRs are expected to maintain stable
code generation as long as the semantic meanings of the prompts remain
consistent. Therefore, prompts created by symmetric MRs can generate
source codes that are justifiable, explainable, and verifiable.

The results of MR3.1 show that it is essential to identify the key terms
of prompt for improving the stability. Thus, paraphrasing with the
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thesaurus swapping of tokens in prompts and testing with our approach
can assist in identifying the critical tokens of prompts that cannot be
changed to improve stability.

Lastly, more descriptions and more structures in the prompt might be
needed for private LLMs as the pass@1 results show they provide
inexecutable codes or codes that are not related to the prompts
(Tables 10 and 11), which reflects that private LLMs do not understand
the prompts in the unseen project.

5. Threats to validity

This section discusses the threats to validity that are faced by this
study.

5.1. Internal validity

One internal threat to the experiment is related to parameter
configuration. Standard parameters were applied to all LLMs, and we
built eight private LLMs with the pre-trained models provided by the
machine learning community “Hugging Face” and the libraries of “Py-
thon”. The public LLMs are unconfigurable and available on “Poe.com”
website and “Microsoft Edge” browser. Additionally, we utilized
Microsoft Excel to create the “Follow-up” testing datasets. These tools
and technologies are reliable and widely used. White-box testing has
also been conducted to ensure error-free source codes. Another concern
is the measurements of this study. We specifically focused on the rela-
tionship between MRs and measurements, and the prediction outcomes
of all LLMs were listed and checked to ensure measurements were
calculated accurately. At last, the transformations of the prompt might
lead to incorrect code generations. All the proposed MRs are inspired by
Z. Q. Zhou et al.’s (2020) “symmetry” MR pattern, and results show
LLMs can generate “Follow-up” executable outputs that are not violated
with “Source” outputs and ground truths, which indicates that the
choice of the proposed MRs is valid as they are capable of preserving the
semantic meaning of prompts and are easy to understand and apply. We
believe the chance of MRs creating invalidity is low.

5.2. External validity

One external threat is the generality of the proposed MRs. This study
uses symmetric MRs, which are semantic-preserving, generic and
applicable to any experiment using the English language. This study has
chosen two publicly available datasets with over 20,000 data pairs, and
nine different LLMs were employed to run trials with seven MRs. The
results should be generalized, and the effect of datasets on the effec-
tiveness of the proposed MRs should be small. Lastly, the measurements
used in this study are rather general and replicable; thus, the potential
threat to the external validity of this study is low.

5.3. Construct validity

The independent variables of this study are prediction outcomes of
the “Source” and “Follow-up” testing datasets of ten subject code gen-
eration LLMs, of which eight were trained by the same training dataset
as private LLMs, and two are publicly available LLMs. The dependent
variable is the differences between the independent variables, which are
the differences between the prediction outcomes of “Source” and
“Follow-up” testing datasets of LLMs, which is the VR. In addition, this
study uses the accuracy of “Source” predictions and dependent variables
to assess the effectiveness of MRs: the GSR, TV, FV, TS and FS. At last,
this study uses the prediction outcomes of “Source” and “Follow-up”,
which are the generated codes, to assess the performance of MRs: the
ESR and pass@1.

This study employed a score of twenty as the cut-off score to classify
the “Source” and “Follow-up” outputs as similar. The chosen score was
based on the minimum bleu score of GoogleCloud translation, indicating
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that the translation is understandable (GoogleCloud, 2023). However, it
is essential to note that the cut-off score of twenty was a heuristic choice.
Despite this, this cut-off score is applied to all LLMs with all the proposed
MRs, ensuring that the experimental result contains no bias. This study
aims to validate the stability of code generation of LLMs’ outputs. Thus,
we believe using this cut-off score is appropriate.

As this study focuses on validating the stability of LLMs’ outputs and
measuring the effectiveness of MRs, VR could show the violations. In
contrast, GSR, TV, FV, TS and FS could show the effectiveness, and ESR
and pass@1 could show how the MRs affect the performance of LLMs.
Suppose there is no violation between “Source” and “Follow-up” pre-
diction outcomes; it means there is no inconsistent prediction between
them. This result indicates that the associated LLM is insensitive to the
related MR, and the MR could be used for validation. A violation with
the MR could reveal an error in LLM because the related LLM should be
insensitive to the MR. If VR is not zero and MR introduces TV, meaning
“Source” predictions are consistent with ground truth and inconsistent
with “Follow-up” predictions, this is interpreted as the related MR is
effective as it can explain the instability of LLMs’ output.

Furthermore, the performance measurements of “Follow-up” outputs
are lower than the “Source” outputs; this also can be interpreted as the
associated MR is effective as it can explain the instability of LLMs’
output. Those can correctly measure the intent of this study. To sum up,
the construct validity of the independent variables and dependent var-
iables of this article should be acceptable.

6. Conclusion and future direction

As using public LLMs could leave companies vulnerable to data leaks
and lawsuits (Post, 2023), the use of private LLMs could avoid risk of
exposing corporate secrets and advance software development by
improving productivity. However, an effective evaluation approach is
needed to validate these LLMs. This study proposes using symmetric
MRs of MT to validate code generation LLMs and to study the effec-
tiveness of MT in validating the stability of LLMs’ outputs. Seven sym-
metric MRs, based on the concept of symmetry and semantic preserving,
were defined. We conducted experiments using the proposed MRs in the
test scenario where the software development house uses private LLMs
to generate source codes for software enhancements and maintenance
while avoid exposing the company’s software assets. Eight private LLMs
and two public LLMs are employed in this study.

In conclusion, this study demonstrated that the proposed MRs could
serve as a validation tool with violation measurements for the stability of
code generation LLMs’ outputs under the simulation that there is no
ground truth available. One public LLM and four private LLMs did not
violate MR1.1 (Case transformation of prompts) in the seen or unseen
project, suggesting that if the outputs of these five LLMs violate MR1.1,
there are faults in those LLMs systems needed to be investigated that
cause the unstable outputs.

The effectiveness and performance results, which include identifying
the inconsistencies between performance, “Source” predictions,
“Follow-up” predictions, and ground truths related to MRs, indicated
that proposed MRs are indeed effective tools for explaining the insta-
bility of LLM’s outputs by “Case transformation of prompts”, “Duplica-
tion of prompts”, and “Paraphrasing of prompts”. As MRs are semantic
preserving, results also show that enhancing the semantic understanding
of prompts is required by all private LLMs and codeLlama for better code
generation. The main factors limiting the effectiveness of MRs in iden-
tifying the causes of instability are LLMs use a mix of LLM technologies
and LLMs are pre-trained with the vast number of datasets. On the other
hand, the factors imply that LLMs have low semantic understanding of
prompts because all the prompt transformations are semantic preserving
and only the copilot can resist MRs’ influences.

Additionally, results show that, firstly, effectiveness measurements
are essential for understanding the instability of LLMs, especially when
performance measurements cannot give an accurate reflection.
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Secondly, the proposed MR choices are valid. Thirdly, it is necessary to
look for solutions to improve the semantic understanding of private code
generation LLMs, in order to enhance their performance. Using multiple
sources, such as existing projects, source codes, discussions about source
codes, code snippets, and natural language questions and answers, to
create more training datasets for private LLMs is a potential approach.
Fourthly, proposed symmetric MRs can be used for prompt engineering
and identifying key tokens of prompts. Lastly, private LLMs require
prompts that include more detailed descriptions and structures, in order
to better understand the prompts.

6.1. Future direction

We provide a few concrete future work recommendations for re-
searchers informed by our results. Firstly, future studies can extend our
MT model with effectiveness measurements for validating different
domains, such as extending this experiment to class-level or line-level
code generation. Secondly, more studies are needed to explore more
different MRs with symmetry, which is helpful as different symmetric
MRs can generate more testing datasets to measure the effectiveness of
validations and further understand the LLMs. Thirdly, another focus is
exploring approaches to turn different sources, such as existing projects,
into training data systematically for LLMs to improve the semantic un-
derstanding of prompts, especially for the prompts of future unseen
projects.

Fourthly, this study only focused on “symmetry” MR pattern and
future studies can explore “change direction” MR pattern (Z. Q. Zhou
etal., 2020) to validate the stability of the LLMs’ outputs and understand
LLMs further. Fifthly, apart from increasing training data, future studies
can focus on other approaches, such as using a mix of different LLMs’
technologies, for improving the semantic understanding of private LLMs
to enhance their performance.

Sixthly, exploring the application of the concept of symmetry to
prompt engineering for developing a verifiable, validated, and repli-
cable code generation process could be a potential future research focus.
Lastly, as the public LLMs have been trained with a vast number of
datasets, the distinction between unseen and seen datasets in this study
does not apply to the public LLMs. Future research could involve
creating a private dataset that is not publicly accessible and using it as an
unseen dataset to experiment with public LLMs.

6.2. Limitations

Due to difficulties in accessing OpenAl’s ChatGPT-4 and Google’s
Gemini technology in Hong Kong, this study did not consider those latest
Al technologies.
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