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 A B S T R A C T

Context: Logs generated during software operations are critical for system reliability and anomaly detection. 
However, their diversity, the scarcity of labeled data, and hyperparameter tuning challenges hinder traditional 
detection methods.
Objective: This paper presents SemiSMAC, a novel semi-supervised framework that leverages the Large 
Language Model for log parsing and grouping, combined with Sequential Model-based Algorithm Configuration 
(SMAC) for hyperparameter optimization to enhance anomaly detection.
Method: In this work, we leverage ChatGPT for log parsing and introduce a novel log grouping approach. This 
grouping process requires only a small number of labeled samples, which ChatGPT uses to generate pseudo-
labels for the remaining data, thereby expanding the training set. Furthermore, SemiSMAC utilizes a Sequential 
Model-based Algorithm Configuration (SMAC) to automatically optimize the hyperparameters of the embedded 
models. This integration leads to consistent performance improvements, particularly in resource-constrained 
environments.
Results: SemiSMAC-LSTM, which uses LSTM as the backbone of the SemiSMAC framework, demonstrates 
superior performance in experiments on four widely used datasets. It outperforms six benchmark models, 
including three supervised learning models. In low-resource scenarios, SemiSMAC-LSTM exhibits exceptional 
robustness, showcasing its effectiveness in handling challenging detection tasks.
Conclusion: SemiSMAC demonstrates its potential to revolutionize anomaly detection in both large-scale and 
low-resource datasets. Its ability to deliver outstanding performance makes it a valuable tool for scalable 
and automated anomaly detection in real-world applications, paving the way for more reliable and scalable 
software engineering practices
. Introduction

Modern software systems continuously generate vast volumes of log 
ata to capture system events, monitor operational states, and support 
nomaly diagnosis and failure recovery [1]. These logs play a vital 
ole in ensuring system reliability and security. However, analyzing 
uch logs remains a challenging task due to their unstructured format, 
igh variability across systems, and rapid evolution over time [2]. In 
ractice, the lack of clean, high-quality labeled data poses a fundamen-
al barrier to the development of reliable log analysis models [3,4]. 
abeling logs is not only time-consuming but also requires extensive 
omain expertise to correctly identify abnormal patterns, especially in 
ystems with diverse log structures and application-specific semantics. 
oreover, many logs contain dynamic variables — such as timestamps, 
ser IDs, and memory addresses — that obscure structural patterns and 
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complicate the parsing process [5,6]. These factors collectively make 
automated log analysis a labor-intensive, low-reproducibility task that 
hinders scalability in real-world systems [7].

Despite significant progress in Deep Anomalous Log Detection
(DALD) [2,8–10], existing methods face substantial limitations. While 
supervised models [11,12] can achieve high performance, they require 
large amounts of labeled data, which is often expensive to obtain and 
difficult to maintain. Unsupervised methods [13,14] remove the need 
for labeled data, but often struggle due to the absence of semantic 
or structural guidance. Semi-supervised approaches [15,16] attempt to 
strike a balance by leveraging a limited number of labeled instances. 
However, they continue to face three fundamental limitations that 
hinder broader adoption in real-world scenarios.
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Limitations of Rule-Based Log Parsers. Most existing methods 
rely on traditional rule-based parsers — such as Drain or Spell [17,18] 
— for transforming raw logs into structured templates. These parsers 
are known to suffer from limited accuracy, particularly when handling 
logs with high variability or embedded dynamic variables. Impor-
tantly, recent studies have shown that inaccuracies in the parsing stage 
can propagate downstream, degrading the effectiveness of subsequent 
anomaly detection [6]. Despite this, log parsing and anomaly detection 
are still treated as independent steps in most existing pipelines, making 
it difficult to optimize them jointly. This disjointed architecture not 
only introduces inefficiencies but also limits the model’s ability to adapt 
to parsing errors during detection. Therefore, improving the integra-
tion between parsing and anomaly detection is crucial to enhancing 
end-to-end log analysis performance.

Excessive Label Dependence in Semi-Supervised Methods. Al-
though classified as semi-supervised, many existing approaches still 
rely heavily on large volumes of labeled data — particularly normal 
logs — for model training. For example, PLELog [15] utilizes 50% of all 
normal log sequences during training, while LogAnomaly [19] depends 
on a substantial proportion of labeled normal traces — often covering 
nearly the entire normal dataset — to achieve competitive performance. 
Such dependence on extensive human-annotated data contradicts the 
premise of low-resource applicability and poses a significant barrier 
to deployment in real-world settings where labeled data is scarce or 
expensive to obtain.

Limitations of Existing Hyperparameter Tuning. The perfor-
mance of deep log anomaly detection models is highly sensitive to 
hyperparameter configurations. However, tuning these parameters ef-
ficiently remains a challenge. Most prior work [12,13,20,21] either 
applies fixed, empirically selected configurations or performs manual or 
grid-based search. These strategies are computationally expensive and 
often fail to generalize across datasets and model architectures. More-
over, improper tuning can lead to overfitting, degraded generalization, 
and inconsistent results across different log environments.

To address these challenges, we propose a unified semi-supervised 
anomaly detection framework that integrates a ChatGPT-assisted log 
grouping mechanism with a random forest-based Bayesian Optimiza-
tion Algorithm (BOA), specifically the Sequential Model-based Al-
gorithm Configuration (SMAC), to automate hyperparameter tuning 
across diverse backbone architectures and learning paradigms. To fur-
ther reduce human labeling effort and extend supervision to unlabeled 
logs, we introduce pseudo-label propagation based on semantic log 
grouping. This mechanism enables the framework to assign meaningful 
labels to previously unannotated data, enhancing the quality of su-
pervision without requiring additional manual effort. This integration 
enhances error tolerance and improves the accuracy of pseudo-labeling. 
We refer to the resulting framework as SemiSMAC, which can be 
instantiated with various backbones to form SemiSMAC-<T>, where 
<T>denotes a specific model architecture—analogous to genericity in 
programming.

As a semi-supervised learning framework, SemiSMAC only needs 
a tiny portion of labeled data for initiation. It first adopts ChatGPT 
to parse log messages to corresponding templates (as shown in Fig. 
2) and then incorporates log grouping into the above process. Unlike 
prior work that treats parsing and detection as separate stages, our 
approach embeds log grouping directly into the ChatGPT-based parsing 
process and utilizes the grouping results for pseudo-label generation. 
This enables parsing and grouping to be performed in a single ChatGPT 
pass, reducing redundant processing and improving label propagation 
accuracy. Even if some of the logs cannot be exactly correctly parsed, 
ChatGPT can group them to their correct clusters based on semantic 
understanding, thereby improving the error tolerance of log parsing. 
Besides, parsed logs that are grouped into the same clusters tend to 
carry similar semantics. Thus, we can conjecture and assign pseudo-
labels for those unlabeled logs based on the existence of labeled logs 
in their groups, thereby expanding supervised examples for DALD. 
2 
Afterward, we adopt random forest-based BOA to automatically tune 
hyperparameters of the backbone model in SemiSMAC, thereby en-
abling the determination of discrete parameters within deep learning 
models while requiring less time.

In experiments, we use LSTM, a typical sequential deep neural 
network, as the default backbone of SemiSMAC, namely SemiSMAC-
LSTM. Extensive assessments on two popular datasets demonstrate 
that SemiSMAC-LSTM outperforms six benchmark models, including 
three supervised learning models, with average improvements of 7.1% 
and 6.9% in terms of F1-score, respectively. Even in the low-resource 
data setting of 0.1% scale, SemiSMAC-LSTM shows its robustness and 
resilience, achieving average increases of 18.7% and 31.2% in F1-
scores across the two datasets compared to three representative models, 
highlighting its effectiveness. In summary, The contributions of this 
paper can be summarized in three-fold:

• We innovatively exert ChatGPT to unify log parsing and grouping 
in semi-supervised DALD, effectively improving the error toler-
ance of log parsing and the accuracy of pseudo-label assignment.

• We are the first to introduce the SMAC method to automatically 
tune the hyperparameters of backbone models in the DALD field 
and seamlessly incorporate it into our framework. Various back-
bones and baselines are examined in this work, demonstrating its 
effectiveness in the DALD field.

• We conducted comprehensive experiments to validate the perfor-
mance of SemiSMAC, including comparative assessment, ablation 
study, and low-resource scenario evaluation.

The remainder of this paper is organized as follows. Section 2 
presents the background of anomaly detection. Section 3 elaborates on 
the proposed approach, including model initialization, log parsing us-
ing ChatGPT, pseudo-label generation, log representation, and anomaly 
detection model building. Sections 4 and 5 discuss the experimental 
design and results. Section 6 addresses the threats to validity. Finally, 
Section 7 summarizes the paper.

This work is an extension of our COMPSAC 2024 paper [22]. 
Compared to the preliminary version, we have transitioned the model 
to semi-supervised learning and innovatively used ChatGPT to unify log 
parsing and grouping. We have redesigned all experiments and utilized 
public datasets available on the LogHub [5] platform to facilitate better 
performance comparisons with existing models (RQ2). Additionally, 
we have compared the performance of ChatGPT against other parsers 
(RQ3) and evaluated the model’s performance on low-resource datasets 
(RQ4).

2. Background and related work

2.1. Log parsing

Logs constitute semi-structured text data, typically generated
through log statements in source code (e.g., logging.info(), printf(), and 
Console.WriteLine()) [23]. To ensure the reliability of systems, logs are 
widely used as they capture key states during system operation [3,24]. 
As shown in Fig.  1, these logs consist of both static messages and 
dynamic variables. Each log entry records a specific system event and 
contains dynamic information such as timestamps, numbers, ports, 
APIs, addresses, block/task IDs, and usernames.

Log parsing is employed to automatically convert each log message 
into a structured format by identifying an event template (constant 
part) associated with parameters (dynamic variable parts) [25,26]. 
Fig.  1 provides examples of raw log messages and the correspond-
ing log events obtained through parsing. For example, in a software 
log message like ‘‘2023-11-17 00:04:09.377 INFO: 34.139.166.52:0 - 
‘POST /webhook/order HTTP/1.0’ 200 OK delete empty directory: /back-
end/upload/download/orders/49512/49512’’, the timestamp is ‘‘2023-
11-17 00:04:09.377 ’’, the severity level is ‘‘INFO: 34.139.166.52:0 - 
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Fig. 1. The example of log messages and log events.
Note: Dynamic variables are highlighted in red. Irrelevant details (i.e., timestamps, 
APIs, and software systems) at the top of the log will be removed directly.

Fig. 2. The example of log parsing and validating the result.
Note: Dynamic variables are highlighted in different colors: red for numbers, gray for 
ports, green for addresses, purple for block/task IDs, and orange for usernames. We 
can observe that some dynamic variables are either unresolved or incorrectly resolved.

’POST/webhook/order HTTP/1.0’ 200 OK ’’, and the message content is 
‘‘delete empty directory: /backend/upload/download/orders/49512/
49512’’. After appropriate log parsing, this log message can be split 
into the event template ‘‘‘POST <*>’ 200 OK delete empty directory: 
<*>’’, and the parameter values [/webhook/order HTTP/1.0, /back-
end/upload/download/orders/ 49512/49512]. Here, ‘‘<*>’’ denotes the 
position of a parameter.

Numerous studies in recent years have proposed various log parsers 
[13,17,25,27]. Log parsing techniques are broadly categorized into 
methods based on frequent pattern mining [28,29], clustering [30,31], 
and heuristics [17,32]. Among these, heuristic methods, which lever-
age the inherent characteristics of logs, have demonstrated superior 
performance in terms of accuracy [25] and time efficiency [26] com-
pared to other approaches. Fig.  2 demonstrates the log parsing and 
grouping output produced by Drain, a state-of-the-art rule-based log 
parser widely adopted in log analysis research. It can be observed that 
due to the inability of parsers to fully recognize and replace dynamic 
variables in logs (e.g., in Logs 4, 5, 7, and 8, some entries omitted 
usernames and numbers, while some incorrectly parsed addresses.), 
logs that should have been grouped together (e.g., Logs 6, 7, and 8) are 
incorrectly divided into two groups. Prior research [25,33] has shown 
that this can affect the performance of subsequent anomaly detection 
models. Therefore, log parsing is a crucial step in log analysis, and the 
accuracy of log parsing will impact the performance of downstream 
tasks [34,35].

Recently, the rise of Large Language Models (LLMs), like Chat-
GPT [36], has led to their successful application in various software 
engineering tasks [37], demonstrating satisfactory performance [38]. 
Many studies [26,39] have demonstrated the feasibility of ChatGPT 
3 
in log parsing. LogGPT [39] introduces a novel approach to log-based 
anomaly detection, leveraging ChatGPT-3.5’s language interpretation 
capabilities. The results show promising performance and strong inter-
pretability, providing valuable insights into the potential of prompt-
based models for log data analysis. However, LogGPT’s performance 
on the BGL dataset is suboptimal, underscoring the need for further 
improvements to this approach. Le et al. [26] utilized ChatGPT as a log 
parser for extracting log events and parameters, evaluating ChatGPT-
3.5’s performance in log parsing. DivLog [6] utilizes in-context learning 
with LLMs to enhance log parsing by leveraging diverse, small samples 
and training-free prompt construction, achieving state-of-the-art per-
formance in accuracy and template precision across multiple datasets. 
Additionally, LILAC [40] integrates LLMs with an adaptive parsing 
cache and ICL, significantly improving template accuracy, parsing ef-
ficiency, and reducing reliance on LLM queries. This advancement 
provides a robust solution to the challenges of log analysis. Given this 
potential, we believe that leveraging ChatGPT for both log parsing 
and grouping offers high fault tolerance and can address the issue 
of incorrect grouping as depicted in Fig.  2, thereby enhancing the 
accuracy of pseudo-label assignment. Hence, utilizing them for log 
parsing and grouping presents a new possibility, but further research 
is needed to ascertain the capabilities of LLMs in this domain.

2.2. Log anomaly detection models

Anomaly detection has a long-standing history in the computer 
vision domain, where deep models such as Deep SVDD [41] directly 
optimize an anomaly detection objective rather than relying on surro-
gate tasks like generation or compression. As a theoretically grounded 
method, Deep SVDD has demonstrated strong performance on standard 
image benchmarks and in detecting adversarial examples. However, the 
application of anomaly detection techniques in the context of software 
logs has emerged relatively recently [1]. Due to the semi-structured 
and domain-specific nature of log data, methods originally designed for 
images or tabular data are often not directly transferable, prompting 
the development of specialized log anomaly detection models.

To ensure system reliability, logs are well-suited for tasks because 
they record key states during system operation. Currently, a substan-
tial number of data-driven methods have been introduced that au-
tomatically detect anomalies in systems by analyzing software logs. 
Traditional machine-learning techniques can mine hidden information 
from various data sources. He et al. [24] conducted an evaluation of 
the performance of six machine learning-based anomaly log detection 
algorithms; however, these algorithms exhibited issues such as low 
efficiency and limited flexibility. Limitations encountered in machine 
learning for log data anomaly detection include the requirement for 
substantial amounts of labeled data to train models effectively, the chal-
lenge of generalizing across various system behaviors, susceptibility to 
adversarial attacks simulating normal patterns, and complexities in de-
ciphering intricate model decisions. Furthermore, evolving systems can 
render acquired patterns obsolete, thus demanding ongoing retraining 
and adaptation.

To address these issues and tackle the common reliance of machine 
learning-based approaches on manually designed feature representa-
tions for log data, deep learning-based algorithms for log anomaly 
detection have been introduced. LogRobust [12] and HitAnomaly [20] 
are notable deep learning algorithms in the supervised learning cat-
egory. In detail, Zhang et al. [12] introduced LogRobust, which rep-
resents log events as semantic vectors and uses an attention-based 
Bi-LSTM model to detect anomalies. Huang et al. [20] were the first 
to apply the transformer model to the task of log anomaly detection; 
they proposed HitAnomaly, which used a hierarchical transformer to 
model sequences of log templates and parameter values and designed 
an attention mechanism to merge semantic information with param-
eter values for classification, demonstrating robustness to volatile log 
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data. Although supervised methods provide accurate diagnoses of sys-
tem conditions, their main limitation is the need for a substantial 
volume of normal and abnormal data during the training phase. There-
fore, researchers have also explored unsupervised and semi-supervised 
approaches [42,43]. Du et al. [13] employed DeepLog to treat log 
information as natural language sequences, autonomously learn log 
patterns from normal execution sequences, and identify anomalies by 
assessing whether incoming log events deviate from the predictions of 
a stacked LSTM model. NeuralLog [44] introduces a novel log-based 
anomaly detection method based on a Transformer classification model 
that eliminates the need for log preprocessing. Yang et al. [15,16] 
introduced a semi-supervised learning framework known as PLELog, 
which utilizes the HDBSCAN [45] clustering method for estimating 
labels probabilistically on unlabeled log sequences, addressing the chal-
lenge of limited labeling. LogBERT [21] learns patterns within normal 
log sequences through masked log message prediction and hypersphere 
volume minimization, yet it cannot specifically identify semantic in-
formation in abnormal logs. LogGPT [46] is a GPT-based framework 
for log anomaly detection that models log sequences as language and 
predicts the next log entry. It further incorporates reinforcement learn-
ing to fine-tune the model specifically for the anomaly detection task, 
achieving superior performance over prior methods. SemiRALD [7] 
integrates the strengths of RoBERTa and Bi-LSTM, achieving robust 
performance across multiple datasets and positioning itself as a more 
representative model.

Supervised methods typically achieve superior performance com-
pared to other approaches, largely due to the availability of extensive 
labeled datasets (e.g., normal vs. abnormal logs) used during training. 
However, their practical applicability in industrial settings is limited, as 
they require substantial human effort to construct high-quality labeled 
datasets and are highly sensitive to label noise [1,47,48]. The manual 
labeling process is not only time-consuming but also prone to errors, 
which can negatively impact model performance [16]. In contrast, 
semi-supervised methods require only a small amount of labeled data, 
significantly reducing the reliance on manual annotation. By leveraging 
partial label information (e.g., feature-label correlations), these meth-
ods can better guide the training process compared to unsupervised 
approaches, thereby improving detection accuracy [49]. Furthermore, 
deep learning-based anomaly detection models often involve numerous 
hyperparameters, such as learning rate, hidden layer size, and the 
number of training iterations. The large search space formed by these 
hyperparameters makes manual tuning extremely challenging [50]. 
Traditional tuning methods typically depend on expert knowledge and 
trial-and-error strategies, which are not only inefficient but may also 
fail to identify optimal combination of hyperparameters.

2.3. Sequential model-based algorithm configuration (SMAC)

Sequential Model-Based Optimization (SMBO) [51] is a powerful 
technique for optimizing complex, expensive, and black-box objective 
functions. It iteratively builds a surrogate model, such as Gaussian 
Processes or Tree-structured Parzen Estimators, to approximate the 
objective function and guides the search for optimal solutions by max-
imizing acquisition functions like Expected Improvement. Bayesian 
Optimization Algorithm (BOA) [52], a popular variant of SMBO, lever-
ages probabilistic models to capture uncertainty and systematically 
explore the search space, proving highly effective in hyperparameter 
tuning for neural networks [53]. Neural networks encompass various 
hyperparameters, which are frequently determined based on empirical 
knowledge [54]. Identifying the most appropriate parameters for the 
model through empirical methods can be challenging. These hyperpa-
rameters significantly impact the runtime and prediction accuracy of 
neural networks, making their optimization crucial.

BOA stands as one of the most well-known distribution estimation 
methods, amalgamating Bayesian networks with evolutionary algo-
rithms to address nearly decomposable problems [55]. BOA is a global 
4 
optimization algorithm based on Bayes’ theorem, suitable for situations 
where the objective function is difficult to compute or has a high 
computational cost [56]. Its core idea is to guide the search process by 
building a probabilistic objective function model to find the parameter 
configuration that optimizes the objective function [57]. While this 
approach is highly effective for determining hyperparameters for deep 
learning models, it has not been widely explored in the field of DALD.

In BOA, we first assume that the objective function (i.e., points 
determined by different hyperparameters) follows a prior distribu-
tion [58]. Then, at each iteration, based on the current probabilistic 
model of the objective function, we select a point that is most likely to 
improve performance for evaluation. After evaluation, we incorporate 
the new observed result into the model and update the probabilistic 
model [59]. This process continues until a preset number of iterations 
is reached or other stopping criteria are met. The advantage of BOA lies 
in its ability to intelligently select the next evaluation point based on 
historical observations, thereby finding parameter configurations close 
to the optimal solution in fewer iterations [60,61].

Conventional Gaussian process-based BOA is limited to handling 
continuous or numerical variables in the parameter space [62]. How-
ever, in the realm of deep learning, numerous parameters are dis-
crete or exhibit conditional relationships with each other [63]. Within 
the framework of Sequential Model-based Algorithm Configuration 
(SMAC) [64], Random Forest regression serves as a versatile surrogate 
model and an effective alternative to Gaussian Processes, particularly 
suitable for handling discrete and categorical variables. By using a 
model-based search strategy, SMAC approximates the objective func-
tion through ensemble predictions generated by the random forest, 
enabling efficient exploration and exploitation of the configuration 
space. Random forests consist of multiple regression trees, which are 
similar to decision trees and perform well with categorical input data. 
The overall prediction is made by computing the mean and variance 
of the outputs from each tree. These ensemble predictions serve as 
the output of the surrogate model, providing estimates of performance 
metrics for various hyperparameter configurations.

SMAC uses an acquisition function to balance exploration and ex-
ploitation, selecting configurations that are either expected to perform 
well or are uncertain and worth exploring. This approach necessitates 
an iterative process, enabling SMAC to enhance the predictive capabil-
ity of the surrogate model by continuously acquiring new evaluation 
data when the initial data is limited. Each iteration helps identify 
configurations with better performance and explores uncertain yet 
potentially beneficial configurations, thereby improving overall op-
timization effectiveness through a balance between exploration and 
exploitation. The iterative process of SMAC starts with an initial set 
of configurations and their performance data. The surrogate model is 
trained on this data to capture the relationship between configurations 
and performance. SMAC then searches the configuration space guided 
by the surrogate model, proposing new configurations to evaluate. 
These evaluations update the surrogate model, refining its accuracy 
and improving the selection of subsequent configurations. This loop 
continues until a stopping criterion is met, such as a maximum number 
of evaluations or a satisfactory performance level. SMAC’s ability to 
handle high-dimensional, mixed discrete and continuous configuration 
spaces makes it particularly effective for complex optimization tasks.

3. Methodology

In this section, we elaborate on the details of our proposed log 
anomaly detection model.

3.1. Overview

SemiSMAC, as a semi-supervised DALD framework, requires only a 
few labeled log examples to start with. The whole framework consists 
of five phases: (1) Semi-supervised sample initialization: We select log 
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Fig. 3. Overview of the SemiSMAC-<T>framework.
sequences with different semantics from the original dataset through 
DBSCAN clustering, manually parse and label them, and use them as 
grouping prompts for ChatGPT. (2) Log processing based on ChatGPT: 
We leverage ChatGPT for automated log parsing and grouping. (3) 
Pseudo-label generation: Based on the grouping results from ChatGPT 
and the labels of the labeled logs in each group (normal or abnor-
mal), we generate pseudo-labels for other unlabeled logs within the 
same group. (4) Log representation: We apply an embedding layer 
to transform discrete log entries into semantic vectors, enriching the 
log data representation. (5) Anomaly detection model building: We 
build SemiSMAC-LSTM to perform anomaly detection tasks. SMAC 
is a powerful framework for optimizing hyperparameters of neural 
networks. It replaces the surrogate model of Bayesian Optimization 
Algorithms (BOA) with a random forest, enabling the determination 
of discrete parameters within deep learning models while requiring 
less time. Fig.  3 illustrates a comprehensive overview of our pro-
posed SemiSMAC-<T>framework. With SemiSMAC, we can automat-
ically tune the hyperparameters to achieve optimal performance, thus 
overcoming the limitations of manual tuning and static configurations.

3.2. Semi-supervised sample initialization

Logs record software anomaly states and are generated in large 
quantities. For instance, Alibaba’s cloud computing system produces 
approximately 30–50 GB (around 120–200 million lines) of logs per 
hour [65]. However, after parsing into log templates, many logs are 
semantically identical. During the preparation phase, we selected a 
tiny portion of labeled logs, both normal and abnormal, even though 
some previous studies [13,16,19] only labeled normal logs. We believe 
that many normal and abnormal logs share similar characteristics. 
By selecting representative logs from both categories, we can avoid 
abnormal logs being grouped with normal logs by ChatGPT due to 
similar features, enhancing the grouping accuracy of ChatGPT.

In collaboration with engineers, we utilized the DBSCAN clustering 
method to cluster the original logs and then manually selected some 
logs. DBSCAN (Density-Based Spatial Clustering of Applications with 
Noise) [66] is a density-based clustering method that identifies points 
with high density as cluster cores and assigns other points to their 
respective clusters based on density connectivity. Its advantages include 
not requiring a pre-specified number of clusters and effectively identi-
fying noise points [16]. The specific selection steps are as follows: (1) 
We select 3–5 log sequences from each cluster generated by DBSCAN 
clustering, and these log sequences are manually confirmed to have the 
same semantic features. (2) Manually parse the selected log sequences 
to obtain log templates, label the log templates as normal or abnormal, 
and then assign a group ID to different templates. Through these two 
steps, we obtained a diverse and representative labeled sample on a 
small scale.
5 
3.3. Log processing based on chatgpt

In this section, we follow previous studies [26,39] to leverage 
ChatGPT for log parsing and also innovatively incorporate log grouping 
that is used for the pseudo-label assignment process into the above 
process, thereby alleviating the tolerance to error parsing and improv-
ing the pseudo-label assignment accuracy. Accordingly, we devised a 
comprehensive prompt template for ChatGPT to accomplish the above 
objective, outlined in Fig.  4, including (1) Task Description, (2) Re-
placement Rules, (3) Grouping Rules, (4) Situated Learning, and (5) 
Target Log.

Previous research [40] has shown that in-context learning further 
enhances ChatGPT’s performance in log parsing. Both our Grouping 
Rules and Situated Learning approaches require providing ChatGPT 
with a small set of representative log samples for optimal results. To 
achieve this, we used cosine similarity to identify the log entries that 
are most similar. Specifically, each log entry is represented as a vector 
𝐱 in a high-dimensional space. The cosine similarity between two log 
vectors is defined as: 
Cosine Similarity(𝐱, 𝐲) = 𝐱 ⋅ 𝐲

‖𝐱‖‖𝐲‖
(1)

Where 𝐱 ⋅ 𝐲 denotes the dot product of vectors 𝐱 and 𝐲, and ‖𝐱‖ and 
‖𝐲‖ represent their magnitudes (Euclidean norms). Both the new log 
entry 𝐱 and each candidate sample 𝐲 are normalized before computing 
the similarity. Once similarity scores are obtained for all candidate 
logs, they are ranked in descending order. Based on this ranking, the 
Grouping Rules method selects the top five most similar samples, while 
the Situated Learning approach selects the top 3. This selection ensures 
that ChatGPT receives log patterns that are most relevant, enhancing 
the accuracy of log grouping and pseudo-label assignment. Unlike 
Section 3.2, which focuses on constructing a diverse and representa-
tive labeled sample set, this stage aims to retrieve the most relevant 
examples from that set to support ChatGPT in log grouping and pseudo-
labeling through in-context learning. Furthermore, each section of the 
prompt template was tailored according to the specific characteristics of 
the log sequences, and ChatGPT was employed to refine these prompts, 
ensuring adaptability to various log file formats.

Task Description: This section outlines the log parsing task as-
signed to ChatGPT, which includes an introduction, objectives, and 
expected results. Initially, we elucidated the log parsing task to Chat-
GPT, delineating the expected results. To accomplish this, we employ 
two prevalent types of ChatGPT instruction: indirect (i.e., Chain-of-
Thought prompts) and direct instructions. Indirect instructions included 
phrases such as ’replace dynamic variables’ or ’parse the content of the 
logs’ to convey our objectives. Direct instructions were more precise, 
such as ’output the result directly, without explanation’.
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Fig. 4. The log parsing prompt template of ChatGPT.

Replacement Rules: This section elucidates the methodology for 
extracting and processing crucial information from the log text using 
ChatGPT. We delineated specific guidelines for replacing or transform-
ing certain text to align with log parsing requirements. For instance, 
we stipulated rules for substituting file addresses with ‘‘ADDR’’, IP ad-
dresses with ‘‘IP’’, numerical values (e.g., port numbers) with ‘‘NUM’’, 
dates with ‘‘TIME’’, and usernames with ‘‘USER’’. This approach aids 
ChatGPT in comprehending the various types of variables present in the 
log sequences. We customize the replacement rules for log sequences 
based on the log formats of different datasets (e.g., the HDFS dataset 
contains unique block/task IDs). Refining prompts for ChatGPT enables 
it to effectively parse log formats from different datasets.

Grouping Rules: This section elaborates on enabling ChatGPT to 
learn grouping information in order to determine log template grouping 
after parsing. We manually grouped a tiny subset of selected logs and 
input this grouping information into ChatGPT, thereby providing it 
with grouping references.

Situated Learning: Also recognized as in-context learning, this 
approach underscores the customization of prior knowledge to optimize 
ChatGPT’s practical usefulness and effectiveness in log text processing. 
Prior studies have indicated that ChatGPT’s performance suffers in the 
absence of prior knowledge. Hence, presenting examples of original 
and processed log text can enhance ChatGPT’s performance in log 
anomaly detection. This is referred to as ‘‘few-shot’’ prompting, while 
the absence of such examples constitutes ‘‘zero-shot’’ prompting.

Target Log: This section involves the input of raw log data into 
ChatGPT. We feed each log text iteratively into the system, and Chat-
GPT processes them individually, generating output log text data for 
use in SemiSMAC’s anomaly detection experiments. As ChatGPT im-
poses a maximum length limit on the output tokens for each request, 
any requests exceeding this limit will result in the termination of the 
response. Although in our actual experiments, no log text has exceeded 
the maximum display length, we have implemented additional mea-
sures within the program to address potential future log texts that may 
surpass the maximum length limit. In such instances, ChatGPT will skip 
processing these log entries and instead provide a log number.

3.4. Pseudo-label generation

After ChatGPT completes log parsing and grouping, we obtain well-
processed log templates and their corresponding groups. At this stage, 
the log templates represent the form after handling dynamic variables, 
so log templates within the same group are semantically identical. 
ChatGPT categorizes log sequences with semantically identical log tem-
plates into the same group, indicating that they share a common label. 
Because we previously selected and grouped a small portion of labeled 
logs, we can determine which group these parsed log templates might 
belong to based on whether they contain labeled logs. In other words, if 
a group contains known log-sequences, then new log-sequences in that 
group are more likely to share the same label (i.e. normal or abnormal). 
Otherwise, these log-sequences belong to new groups. Since these 
groups do not contain labeled logs, pseudo-labels cannot be generated 
6 
Fig. 5. Flowchart of the SemiSMAC model.

and will be discarded. We assign pseudo-labels to groups containing 
known log sequences, where the pseudo-labels are determined based 
on the type of labeled log sequences within that group. Finally, we 
merge the labeled log samples (initially labeled logs) with the generated 
pseudo-labeled data (log templates grouped by ChatGPT) to create a 
new training dataset.

3.5. Log representation

Log sequences must be converted into numerical vectors before they 
can serve as input to deep learning models. In our study, we apply an 
embedding layer to transform discrete log entries into high-dimensional 
semantic vectors. This technique, inspired by word embeddings in 
natural language processing (NLP), allows the capture of intricate 
contextual relationships within software logs [67]. Each unique iden-
tifier in the logs, such as error codes or event types, is associated 
with a vector that is fine-tuned during the neural network’s training 
process. These semantic vectors enrich the log data representation, 
facilitating more sophisticated pattern recognition and improving the 
model’s ability to perform downstream tasks like anomaly detection 
and classification with higher accuracy.

3.6. Anomaly detection model building

The pseudo-labeled dataset constructed will serve as the training set 
for the anomaly detection framework SemiSMAC. We have integrated 
the SMAC method into the deep learning model to build an effective 
and efficient anomaly detection model. In this section, we introduce 
the optimization process using the SMAC algorithm. As shown in Fig. 
5, the application of this software anomaly detection model comprises 
two stages: (1) Feature selection, model training and optimization. 
(2) Anomaly detection using well-trained and optimized model. The 
primary steps are as follows.

3.6.1. Stage 1: Feature selection, model training and optimization
Step 1: Construct a training set using initial variables as the input 

for the deep learning model, then feed this training set into the model. 
The input of the training set is:

𝐼𝑛𝑝𝑢𝑡 = [𝜆𝑖,𝑗 ] =

⎡

⎢

⎢

⎢

⎢

𝜆1,1 𝜆2,1 ⋯ 𝜆𝑛,1
𝜆1,2 𝜆2,2 ⋯ 𝜆𝑛,2
⋮ ⋮ ⋱ ⋮

⎤

⎥

⎥

⎥

⎥

⎣

𝜆1,𝑚 𝜆2,𝑚 ⋯ 𝜆𝑛,𝑚⎦
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The output of the training set is:

𝑂𝑢𝑡𝑝𝑢𝑡 = [𝑦𝑗 ] =

⎡

⎢

⎢

⎢

⎢

⎣

𝑦1
𝑦2
⋮
𝑦𝑛

⎤

⎥

⎥

⎥

⎥

⎦

where 𝑛 represents the total number of training samples, and 𝜆𝑖,𝑗 is 
the 𝑖th variable of the 𝑗th input sample. 𝑦𝑗 ∈ {0, 1} represents the label 
corresponding to the 𝑗th input sample, with a value of 1 denoting an 
abnormal label and 0 representing a normal label.

Algorithm 1 Sequential Model-based Algorithm Configuration (SMAC)
1: Initialize:
2: Randomly sample 𝑛0 points to obtain 𝑛0 results: 

{(𝑥1, 𝑓 (𝑥1)), (𝑥2, 𝑓 (𝑥2)),… , (𝑥𝑛0 , 𝑓 (𝑥𝑛0 ))};
3: Determine the maximum number of iterations 𝑁 .
4: Model Training:
5: Train a random forest model using the initial 𝑛0 points.
6: while 𝑛 ≤ 𝑁 do
7:  Generate candidate points through large-scale random sam-
pling. Use the trained random forest model to calculate the 
mean and standard deviation of the candidates, and compute the 
acquisition function 𝑎𝑛(𝑥) for each candidate.

8:  Select the point with the highest 𝑎𝑛(𝑥) as 𝑥𝑛+1.
9:  Evaluate the new point 𝑥𝑛+1 to get 𝑓 (𝑥𝑛+1). Note: This step is 
computationally intensive as it requires model training.

10:  Update the model with 𝑛 = 𝑛+ 1 points and retrain the random 
forest.

11: end while
12: Return the point with the maximum 𝑓 (𝑥) among the current 

evaluated points.

Step 2: SMAC constructs the surrogate model of Bayesian Optimiza-
tion Algorithm (BOA) using a Random Forest, as shown in Algorithm 
1. Suppose there are initial sample points {(𝑥1, 𝑓 (𝑥1)), (𝑥2, 𝑓 (𝑥2)),… ,
(𝑥𝑛, 𝑓 (𝑥𝑛))} (Line 1–2). Here, 𝑥𝑛 represents not sample data points from 
the dataset but rather hyperparameters of deep learning models, and 
𝑓 (𝑥𝑛) denotes the anomaly detection performance on the input ([𝜆𝑖,𝑗 ]) 
of the training set under that model’s hyperparameter configuration, 
typically measured by the accuracy or F1-score. Based on these points, 
we establish a random forest model to fit 𝑓 (𝑥𝑛) (Line 4–5). This process 
is similar to constructing a multidimensional Gaussian distribution 
formed by 𝑛 points in Gaussian regression. In SMAC, the primary pro-
cess of training a random forest as the surrogate model involves: first, 
sampling with replacement from the initial dataset to build multiple 
bootstrap sampling subsets; then, training decision trees on each subset 
by recursively splitting nodes through random feature selection. This 
process is repeated 𝑇  times, generating 𝑇  decision trees. Ultimately, by 
integrating all decision trees for prediction and uncertainty estimation, 
an efficient random forest surrogate model approximating the objective 
function is formed.

Step 3: By training a well-performing random forest and setting 
the iteration number 𝑁 in advance (Line 3), SMAC initiates extensive 
random sampling to determine the optimal candidate points (Line 
6–11). Leveraging the capability of random forests to handle discrete 
variables, we only need to add conditional restrictions in the parameter 
space to ensure that certain impossible scenarios are not sampled, or to 
set ranges or intervals for sampling points, allowing SMAC to conduct 
sampling. For a new point 𝑥, each tree in the random forest provides a 
prediction, and the average of all tree predictions gives the mean, while 
the standard deviation of predictions gives the standard deviation. 
Importantly, the advantage of random forests lies in their prediction 
complexity for a point 𝑥, where each tree’s prediction complexity 
is only 𝑂(log𝑁), significantly reducing prediction time compared to 
the complex matrix multiplication required in Gaussian regression 
processes [68].
7 
During the iterative process, SMAC randomly samples multiple 
points, forming a new multidimensional normal distribution for the 
newly added point and the previous 𝑛 points. For each candidate point, 
the random forest provides individual predictions from its constituent 
trees; the mean and standard deviation of these predictions are then 
computed to estimate the surrogate function’s output and uncertainty. 
We employ Expected Improvement (EI) [69] as the acquisition function 
𝑎𝑛(𝑥), selecting 𝑥𝑛+1 based on the maximum value of 𝑎𝑛(𝑥), and com-
puting 𝑓 (𝑥𝑛+1) for this point. Subsequently, adding this point to the 
initial set of 𝑛 points creates a new sample point collection for the next 
iteration loop.

Step 4: After extensive iterative sampling, the final model will deter-
mine an optimal set (i.e. the maximum 𝑓 (𝑥)) of model hyperparameter 
configurations (Line 12).

3.6.2. Anomaly detection using well-trained and optimized model
Feed the feature variable data from the test set into the well-trained 

deep learning model and determine the presence of anomaly logs based 
on the model’s output.

After constructing an anomaly detection model using SemiSMAC, it 
can be deployed for real-time system monitoring. When a log sequence 
is received, SemiSMAC first processes the logs, obtains semantic vectors 
through log representation, and then uses the well-trained deep learn-
ing model to predict whether it is normal or abnormal. If an anomaly 
is detected, an alert will be promptly issued and sent to engineers for 
early diagnosis and resolution.

In general, the SMAC method has significant advantages over grid 
search [70] in hyperparameter optimization. By constructing a proba-
bilistic model for intelligent search, SMAC can find better-performing 
hyperparameter combinations with fewer evaluations, significantly en-
hancing efficiency and reducing computational costs. Especially in 
high-dimensional hyperparameter spaces, SMAC can better balance 
exploration and exploitation, avoiding the inefficiencies caused by 
evaluating all possible combinations in grid search.

4. Experimental setup

4.1. Datasets

We employed four public datasets to evaluate the performance of 
our anomaly detection model: the HDFS [71], BGL [72], Thunder-
bird [72], and Spirit [72]. These datasets are labeled with log types 
and exhibit substantial differences in log formats, enabling us to assess 
the model’s generalization performance. The specific distribution of 
logs is outlined in Table  1. For all downstream anomaly detection 
experiments, we split the entire dataset into 80% for training and 20% 
for testing. From the training portion, 20% is further set aside as a 
validation set. Consequently, 64% of the data is used for training, 16% 
for validation, and 20% for final testing. All splits are performed in 
chronological order to prevent data leakage across time.

HDFS dataset was generated from over 200 Amazon EC2 nodes, 
consisting of a total of 11,175,629 log messages. Based on unique 
block_ids, all log messages were segmented into 575,061 blocks, form-
ing log message sequences, each of which was labeled as normal or 
abnormal. Among these, 16,838 (2.93%) log blocks are considered to 
indicate system anomalies.

BGL (Blue Gene/L) dataset is a supercomputing system log dataset 
collected by Lawrence Livermore National Labs (LLNL). It contains 
4,747,963 log messages, each of which is manually labeled as normal 
or abnormal. Among these, 348,460 (7.34%) log messages are labeled 
as abnormal.

Thunderbird dataset is an open log dataset collected from the 
Thunderbird supercomputer at Sandia National Labs (SNL). The dataset 
contains manually labeled normal and abnormal log messages. For 
computational feasibility, we use a subset of 10,000,000 continuous 
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Table 1
Number of log messages in each dataset.
 Dataset Category Total logs Anomalies  
 HDFS Distributed file system 11,175,629 (575,061 blocks) 16,838 blocks (2.93%) 
 BGL Supercomputer 4,747,963 348,469 (7.34%)  
 Thunderbird Supercomputer 10,000,000 4,934 (0.49%)  
 Spirit Supercomputer 5,000,000 764,500 (15.29%)  
Fig. 6. A simple LSTM network architecture.

log messages from the original dataset of over 200 million messages. 
Among these, 4,934 (0.49%) are labeled as abnormal.

Spirit dataset is a supercomputing system log dataset collected from 
the Spirit supercomputer at Sandia National Labs (SNL). The original 
dataset consists of over 172 million log messages, each labeled as either 
normal or abnormal. For this study, we use a subset of 5,000,000 log 
messages, of which 764,500 (15.29%) are labeled as abnormal.

4.2. Model parameters

We utilize ChatGPT (GPT-4-turbo) via the OpenAI API to support 
log parsing and grouping in our framework. To reduce randomness 
and ensure reproducibility, we fix the prompt format and set the 
decoding parameters as follows: temperature = 0.1, top_p = 1.0, and 
n = 1. These settings encourage deterministic output while retaining 
sufficient expressiveness for log pattern interpretation. We use cosine 
similarity to retrieve the top-k most relevant labeled log examples, 
which are then inserted into the prompt as in-context examples to 
guide ChatGPT’s response. All prompt templates are held constant 
throughout all experiments. To account for potential non-determinism 
in ChatGPT’s responses (due to the use of a non-zero temperature), 
we repeat each experiment five times and report the average results 
to ensure robustness and reproducibility.

Log data typically exhibits temporal sequences characterized by 
events with intricate time intervals and patterns. LSTM (Long Short-
Term Memory) is particularly suitable for anomaly detection tasks in 
log data due to its capability to effectively capture and retain long-term 
dependencies within sequential data. LSTM networks utilize LSTM units 
as fundamental components in their hidden layers and have proven 
effective in modeling complex sequences with long-term dependen-
cies [73]. LSTM, equipped with its gated mechanisms including the 
input gate 𝑖𝑡, forget gate 𝑓𝑡, and output gate 𝑜𝑡, plays a crucial role 
in managing information flow over time. The forget gate controls the 
degree to which previous internal state information is retained, while 
the output gate regulates the flow of information from the current 
internal state to the external state. By learning and retaining essen-
tial features across extended sequences, LSTM can effectively discern 
anomalous patterns, even when these anomalies are non-contiguous in 
time or occur at different temporal scales. Consequently, LSTM offers 
more precise and reliable anomaly detection capabilities compared to 
traditional approaches relying solely on statistical features or simpler 
models.

Therefore, we select LSTM as the default anomaly detection
model for SemiSMAC, and all subsequent experiments are based on 
SemiSMAC-LSTM. As illustrated in Fig.  6, a basic LSTM network ar-
chitecture is employed, comprising an input layer, LSTM layer, fully 
connected layer, softmax layer, and output layer.

The input layer consists of 32 nodes, representing the input for the 
anomaly log text, which comprises 32 characters. The LSTM layer, also 
known as the hidden layer, contains multiple LSTM units. Following 
this is a fully connected layer with 2 output nodes, corresponding to 
the two classes for prediction. To predict class labels, the network 
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Table 2
The ranges of hyperparameters to be optimized.
 Hyperparameters Value/Range  
 Batch Size 32, 64, 128, 256  
 Learning Rate [0.0001, 0.01]  
 Epochs 20, 40, 60, 80, 100 
 Embedding Dimension 32, 64, 128  
 Hidden Layer Size 32, 64, 128  
 Number of Layers 1, 2  
 Dropout Rate [0, 0.5]  

concludes with a softmax layer and classification output layer. The 
output of the fully connected layer is classified by the softmax function 
into either 0 or 1. In the softmax layer, classification probabilities are 
calculated, and the classification output layer categorizes the test data 
into two groups: events and non-events. In this experiment, the acti-
vation function used is the Parametric Rectified Linear Unit (PReLU). 
PReLU is employed to nonlinearly activate the output features of the 
convolutional layer. Compared to the classical ReLU function, PReLU 
enhances model fitting with minimal additional computational cost and 
a reduced risk of overfitting. The mathematical formula for PReLU is: 

𝑓𝑃𝑅𝑒𝐿𝑈 (𝑦) =

{

𝑦 𝑦 > 0
𝛼𝑦 𝑦 ≤ 0

(2)

where 𝑦 represents the input to a neuron, and 𝛼 is a small positive 
parameter learned during training. This allows for a small, positive 
gradient when the unit is inactive, rather than zero, as in the case 
of the standard ReLU activation function. PReLU generalizes ReLU 
by introducing adaptability to the negative part of the function. The 
challenge of anomaly detection in software logs is typically framed as 
a binary classification problem. Therefore, A binary cross-entropy loss 
function is chosen as the cost function, defined as: 

𝑙𝑜𝑠𝑠 = −[𝑦 log(𝑦∗) + (1 − 𝑦) log(1 − 𝑦∗)] (3)

Where 𝑦 represents the actual label, and 𝑦∗ represents the output 
of the fully connected layer. The binary cross-entropy loss function 
quantifies the proximity between the actual output and the expected 
output.

The weights and biases of the LSTM network are initialized ran-
domly, and the Adaptive Moment Estimation (Adam) algorithm is 
employed to optimize the internal parameters of the LSTM network 
during the training process.

Similar to the LSTM, the SemiSMAC-LSTM model incorporates cer-
tain parameters present in the LSTM model. The difference lies in the 
use of BOA within the SMAC method to determine hyperparameters 
such as Batch Size, Learning Rate, Epochs, Embedding Dimension, Hidden 
Layer Size, Number of Layers, and Dropout Rate. As shown in Table  2, 
establishing specific parameter ranges for optimization is crucial to 
achieve effective optimization results and ensure the feasibility of the 
optimized hyperparameters.

4.3. Research questions

This paper mainly focuses on the following five research questions 
and designs our experiments accordingly.
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• RQ1: What are the optimal hyperparameters of the model 
under different datasets?
Neural networks encompass multiple hyperparameters. In tra-
ditional LSTM models, hyperparameter settings are often based 
on empirical knowledge, making it challenging to identify the 
most suitable parameters through such heuristic methods. This 
study selects the HDFS, BGL, Thunderbird, and Spirit datasets and 
determines the optimal values for seven hyperparameters of the 
LSTM model using the SMAC method: Batch Size, Learning Rate,
Epochs, Embedding Dimension, Hidden Layer Size, Number of Layers, 
and Dropout Rate. We set the number of iterations to 20. The 
SMAC method first utilizes BOA to select a combination of hy-
perparameters, then evaluates the importance of initial variables 
through a random forest, and records the classification accuracy 
of the training dataset. The optimal hyperparameter combination 
is determined through iterative refinement. This method can un-
cover the optimal parameter combinations for anomaly detection 
models across different datasets to achieve the best anomaly 
detection performance.

• RQ2: What is the performance of SemiSMAC-LSTM against 
existing DALD approaches?
In this study, we conducted a comparison between SemiSMAC-
LSTM and six benchmark models across four datasets: HDFS, 
BGL, Thunderbird, and Spirit. These benchmark models encom-
pass unsupervised learning-based models (DeepLog), supervised 
learning-based models (HitAnomaly, NeuralLog, LogRobust), and 
semi-supervised learning-based models (PLELog, LogBERT). De-
tailed descriptions of these benchmark models can be found in 
Section 4.4. The experimental results of DeepLog are taken from 
the LogBERT paper, while results for other baseline models are 
obtained from their respective original publications or official 
implementations.
For fairness, we adopted the best-known hyperparameter con-
figurations as reported in those sources. Notably, models such 
as HitAnomaly, NeuralLog, LogRobust, and LogBERT primarily 
rely on manual hyperparameter tuning guided by validation per-
formance, often using empirical settings and limited sensitivity 
analysis to adjust parameters like window size, learning rate, 
hidden dimensions, and loss weights. In contrast, PLELog, and 
DeepLog employ grid search to explore combinations of key 
hyperparameters based on validation accuracy. To further re-
duce potential bias, we conducted limited grid search for several 
baselines (e.g., DeepLog and PLELog) across different datasets. 
However, these alternative configurations did not yield better per-
formance than those reported in the original works. Therefore, for 
consistency and reproducibility, we retained the original settings.

• RQ3: How does ChatGPT perform in log processing?
To verify the accuracy of ChatGPT’s log processing, we selected 
all datasets provided on the LogHub platform and compared the 
results with state-of-the-art rule-based parsers. Log parsers such 
as Drain [17], Logram [13], AEL [25], Spell [27], SPINE [74], 
UniParse [75], and LogPPT [26] employ various techniques to 
transform unstructured log data into meaningful information: 
Drain [17] uses a hierarchical tree for scalability, Logram [13] 
applies probabilistic models for adaptability, AEL [25] leverages 
NLP for semantic labeling, Spell [27] groups similar messages 
through clustering, SPINE [74] normalizes logs with syntactic 
pattern recognition, UniParse [75] introduces a unified frame-
work combining sequence labeling and tree-based methods, and 
LogPPT [26] leverages adaptive random sampling and template-
free prompt tuning with a virtual label token ‘‘PARAM’’ to enable 
efficient and accurate few-shot log parsing using a RoBERTa-
based language model. These diverse methods enhance log analy-
sis by addressing different system monitoring challenges. For log 
processing, we employ the GPT-4-turbo version and access it via 
the official API1 provided by OpenAI.
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• RQ4: How does SemiSMAC-LSTM perform on low-resource 
datasets?
In practical industrial scenarios, such as factory production lines 
and navigation robot environments, limited log information is of-
ten generated, posing a significant challenge for efficient anomaly 
detection with minimal data. To systematically evaluate the per-
formance of SemiSMAC-LSTM on low-resource datasets, we se-
lected two representative datasets: HDFS and BGL. These datasets 
originate from different systems — HDFS from a distributed file 
system and BGL from a supercomputer — resulting in greater vari-
ability between the logs. We then selected various scales of the 
HDFS and BGL datasets, ranging from 0.1% to 15%. Specifically, 
we experimented with 0.1%, 1%, 5%, 10%, and 15% of the data 
to verify our approach.
To ensure representative and balanced evaluation, we selected 
HDFS and BGL — each representing a distinct system category 
— based on their log diversity, anomaly distribution, and suit-
ability for low-resource analysis. Among the three supercomputer 
datasets, BGL was chosen due to its higher log format diversity 
and more balanced anomaly ratio (7.34%) compared to Thun-
derbird (0.49%) and Spirit (15.29%), making it better suited for 
evaluating model performance in low-resource and generalization 
scenarios.

• RQ5: How well does the SMAC method generalize across 
different models, and how efficient is it in tuning time?
Traditional deep learning models such as Long Short-Term Mem-
ory (LSTM) [73], Gated Recurrent Units (GRU) [76], and Con-
volutional Neural Networks (CNN) [77] have shown strong po-
tential in log anomaly detection. However, their performance 
often hinges on carefully tuned hyperparameters, which may vary 
significantly across different datasets. To evaluate the generaliz-
ability and efficiency of SMAC in improving deep learning-based 
anomaly detection, we integrate SMAC into several standard ar-
chitectures and compare their performance against counterparts 
tuned using conventional grid search.
Specifically, we evaluate twelve models on the HDFS and BGL 
datasets: SemiSMAC-LSTM, LSTM, SemiSMAC-GRU, GRU,
SemiSMAC-CNN, CNN, SMAC-DeepLog, DeepLog, SMAC-
LogRobust, LogRobust, SMAC-PLELog, and PLELog. These in-
clude both classic neural models and three representative ap-
proaches from different learning paradigms—DeepLog (unsuper-
vised), LogRobust (supervised), and PLELog (semi-supervised). 
For all models, we tune the following hyperparameters: batch 
size, learning rate, number of epochs, embedding dimension, hid-
den size, number of layers, and dropout rate. Each model is eval-
uated under two tuning strategies: grid search and SMAC-based 
Bayesian optimization. We report both the anomaly detection 
performance (F1-score) and the time required for hyperparameter 
search under the same computational conditions. This compre-
hensive evaluation enables us to assess the effectiveness and 
efficiency of SMAC in optimizing a wide range of models, high-
lighting its potential as a general-purpose tuning framework for 
log anomaly detection.

4.4. Benchmark models

In this section, we present benchmark models for comparison with 
SemiSMAC-LSTM in terms of performance among various log anomaly 
detection models. The benchmark models were selected based on 
the use of a log parser and the learning method. Notably, we in-
clude DeepLog as a representative unsupervised baseline due to its 
widespread adoption and strong influence in the log anomaly de-
tection community. This choice enables a meaningful and consistent 

1 https://platform.openai.com/docs/introduction

https://platform.openai.com/docs/introduction
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comparison across different learning paradigms — unsupervised, su-
pervised, and semi-supervised — particularly in RQ4 and RQ5, where 
we evaluate model robustness in low-resource scenarios and investigate 
the generalizability and efficiency of SMAC-based hyperparameter 
optimization across diverse detection frameworks.

DeepLog [13] stands as an innovative framework that employs deep 
learning techniques, notably Long Short-Term Memory (LSTM) net-
works, to analyze system log data for anomaly detection. It learns the 
patterns of typical operations from sequential log entries and detects 
deviations as potential threats or system malfunctions. By emphasizing 
the sequential aspect of log data, DeepLog accurately predicts and dis-
tinguishes between normal and anomalous system behaviors, making it 
highly effective for security and maintenance tasks in IT systems.

HitAnomaly [20] is a supervised model based on a Transformer 
architecture. It utilizes a specialized log parser for encoding log infor-
mation as parameters. Employing a standard log parser, it transforms 
raw log data into a structured format, which is then analyzed using 
Transformer encoders. HitAnomaly adopts a classification-based ap-
proach, separately encoding both normal and abnormal data types to 
improve its ability to differentiate between them. This method aims to 
accurately detect anomalies in system logs by focusing on their unique 
patterns, making it an invaluable tool for maintaining system integrity 
and security.

NeuralLog [44] is a supervised classifier model built on the Trans-
former architecture and incorporates a tokenizer. This strategy em-
powers the model to learn unique features from raw log data directly 
without the intermediate step of log parsing, which frequently results 
in information loss. By integrating a mixture of normal data from 
the target system and abnormal data from another system, NeuralLog 
enhances its anomaly detection capabilities, rendering it versatile and 
efficient for real-world scenarios.

LogRobust [12] is a supervised model built on an attention-based 
Bi-LSTM architecture. It employs a specialized log parser to prepro-
cess logs, generating TF-IDF and word semantic vectors to extract 
log features. Both normal and abnormal logs contribute to the train-
ing process. The incorporation of attention mechanisms bolsters the 
model’s capacity to pinpoint significant anomalies in log data, thereby 
enhancing detection accuracy and reliability across various operational 
contexts.

PLELog [15,16] introduces a semi-supervised log-based anomaly 
detection technique that employs probabilistic label estimation to effi-
ciently handle unlabeled log data. This innovative approach integrates 
semantic information from log events into fixed-length vectors, employs 
HDBSCAN for clustering these vectors, and utilizes an attention-based 
GRU network to refine the detection process. Empirical evaluations 
conducted on datasets such as HDFS and BGL showcase PLELog’s robust 
anomaly detection capabilities, thereby diminishing the necessity for 
extensive manual labeling.

LogBERT [21] is a BERT-based model for anomaly detection, em-
ploying MLM and DeepSVDD losses during training. It processes log 
sequences refined by a Drain parser to learn normal log patterns 
through tasks such as masked log key prediction and hypersphere 
minimization. This strategy enables LogBERT to grasp profound con-
textual relationships within log data, establishing a robust framework 
for anomaly detection based on deviations from learned log patterns.

4.5. Evaluation metrics

4.5.1. Evaluation metrics for log parsing
Following prior studies [23,25,33,75,78], we use two metrics to 

evaluate the effectiveness of LLMs in log parsing: Group Accuracy (GA) 
and Parsing Accuracy (PA).

Group Accuracy (GA) [25] does not directly evaluate the cor-
rectness of the parsed logs. Instead, GA assesses the accuracy of the 
automatically grouped logs (e.g., 𝐺𝑝𝑎𝑟𝑠𝑒𝑑 shown in Fig.  2). GA is calcu-
lated as the ratio between the number of correctly grouped logs and 
10 
the total number of logs. Specifically, GA first groups logs based on 
the parsed logs (i.e., generated by a log parser), and then compares the 
resulting groups with those from 𝐺𝑡𝑟𝑢𝑡ℎ. For instance, the log parsing 
result in Fig.  2 has a GA of 5/8. Once the raw logs are parsed, they 
are grouped into different groups. We can see that Logs 1 and 2 are 
grouped together, Logs 7 and 8 are grouped together, and Logs 3, 4, 5, 
and 6 form a separate group by themselves. The 𝐺𝑝𝑎𝑟𝑠𝑒𝑑 for groups 1 to 
4 match the grouping results obtained by 𝐺𝑡𝑟𝑢𝑡ℎ. However, Logs 6 to 8 
form two groups (𝐺𝑝𝑎𝑟𝑠𝑒𝑑 4 and 5) when using the parsed log template, 
whereas there is only one group (𝐺𝑡𝑟𝑢𝑡ℎ 5) if using the log template from 
the ground truth. As a result, the GA for this example is 5/8.

Prior studies [23,33,75] have highlighted the limitations of GA. For 
instance, even if the logs are perfectly grouped with a GA of 100%, the 
parsed log template may not fully match the ground truth template due 
to unresolved or incorrectly resolved dynamic variables in the parsed 
templates. As a result, GA cannot indicate whether the logs are parsed 
correctly. Furthermore, if Logs 4 and 5 are not parsed correctly but are 
still grouped in a cluster, GA will still be 100%.

Parsing Accuracy (PA) [75] requires the log template to match 
the ground truth template exactly. For example, the log parsing result 
in Fig.  2 has a PA of 1/2 (lower than the GA of 5/8) because there 
are unresolved or incorrectly resolved dynamic variables in Logs 4, 
5, 7, and 8. Hence, PA is a stricter metric than GA and aligns more 
closely with practical requirements [33,75,78]. Prior studies also found 
that parsing the dynamic variables can help downstream log analysis 
tasks [79–81], further demonstrating the importance of PA over GA.

4.5.2. Evaluation metrics for log anomaly detection
Log anomaly detection is treated as a binary classification problem, 

and to assess the effectiveness of models in detecting anomalies, we 
rely on Precision, Recall, and F1-Score metrics to evaluate model per-
formance. The accuracy metric, which calculates the proportion of all 
predictions correctly made by the anomaly detection model out of the 
total number of samples, is not used. This is because, in most datasets, 
normal logs make up the majority, while anomalous logs constitute 
only a small portion, which is characteristic of well-qualified software. 
Consequently, a model could attain a high accuracy score even if it 
predicts all logs as normal. The definitions of each metric are as follows:

Precision can be regarded as a measure of quality, particularly in 
binary classification tasks. It quantifies the proportion of correctly iden-
tified anomalous log sequences out of all the anomalous log sequences 
detected by the model. A high precision score signifies that the model 
is reliable and avoids triggering unnecessary alerts. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(4)

Recall evaluates the model’s capability to identify all instances 
of the positive class, representing the percentage of log sequences 
correctly identified as anomalies out of all anomalies. Recall primarily 
assesses whether the model can capture all positive samples, and a 
model with a high recall value indicates that it does not overlook many 
exceptional cases. 

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(5)

The F1-Score represents the harmonic mean of precision and recall. 
It serves as a metric for assessing the overall effectiveness of a model, 
particularly when dealing with datasets characterized by imbalanced 
positive and negative classes. The term ‘‘F1’’ reflects the equal weight-
ing given to precision and recall, making it a commonly used single 
criterion for evaluating models in the context of anomaly detection. 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ⋅ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ⋅ 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃 𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

(6)

Specifically, TP (True Positive) is the count of anomalous log se-
quences correctly detected by the model. FP (False Positive) is the count 
of normal log sequences incorrectly identified as anomalies. TN (True 
Negative) is the count of normal logs that are correctly classified. FN 
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Table 3
An Ideal Combination of Hyperparameters Optimized by SMAC across Four Datasets.
 Hyperparameters Values under the 

HDFS dataset
Values under the 
BGL dataset

Values under the 
Thunderbird 
dataset

Values under the 
Spirit dataset

 

 Batch Size 32 256 32 64  
 Learning Rate 0.00919 0.00192 0.00465 0.00665  
 Epochs 37 91 43 21  
 Embedding Dimension 43 92 34 37  
 Hidden Layer Size 126 52 53 85  
 Number of Layers 1 1 1 2  
 Dropout Rate 0.29178 0.22292 0.48495 0.28385  
 

(False Negative) is the count of anomalous log sequences that the model 
failed to detect.

In this paper, we use the F1-Score as the primary metric for eval-
uating the models. To ensure robustness and mitigate randomness, we 
conducted each experiment five times and reported the average results. 
All experiments were performed on a system running Windows 11 with 
an Intel(R) Core(TM) i7-12700 CPU, 64 GB RAM, and an NVIDIA RTX 
A4000 GPU.

5. Results and analysis

5.1. Determination of model hyperparameters (RQ1)

The initial step in the SemiSMAC-LSTM model involves determining 
the optimal hyperparameter values for the LSTM model using the SMAC 
method across four datasets: HDFS, BGL, Thunderbird, and Spirit. A 
total of 20 iterations were set for this process. The combination of 
hyperparameters is initially chosen by BOA, and the random forest is 
used to assess the significance of initial variables. The classification 
accuracy of the training dataset is recorded, and the optimal set of 
hyperparameters is determined through iterative steps. Ultimately, the 
ideal combination of hyperparameters is achieved at the 16th iteration 
for the HDFS dataset, the 12th iteration for the BGL dataset, the 15th 
iteration for the Thunderbird dataset, and the 19th iteration for the 
Spirit dataset, as shown in Table  3. It is worth noting that BOA operates 
swiftly as it establishes an alternative hyperparameter search space 
model and conducts its search within this dimension, rather than the 
original actual hyperparameter space. In conclusion, the most ideal 
combination of hyperparameters is preserved, representing the LSTM 
model parameters derived through the SMAC method.

5.2. Effectiveness of semismac-LSTM (RQ2)

In this section, we compare SemiSMAC-LSTM with six benchmark 
models across four datasets — HDFS, BGL, Thunderbird, and Spirit 
— as shown in Table  4. To summarize, SemiSMAC-LSTM consistently 
outperforms state-of-the-art ALD models across diverse datasets, in-
cluding three supervised learning-based models. This highlights its 
remarkable generalization ability to heterogeneous log formats and 
superior anomaly detection performance.

As can be seen from Table  4, all semi-supervised and fully su-
pervised models outperform the unsupervised model DeepLog, em-
phasizing the critical importance of leveraging historical samples in 
anomaly log detection tasks. However, discrepancies in log formats 
across the four datasets make it challenging for log parsers to gener-
alize effectively, resulting in inconsistent performance for most ALD 
models. For instance, HitAnomaly and LogRobust demonstrate notably 
higher performance on the HDFS dataset compared to their perfor-
mance on the BGL dataset. Conversely, Deeplog, PLELog, and LogBERT 
exhibit the opposite pattern. A similar pattern is observed for the Thun-
derbird and Spirit datasets, where LogRobust, PLELog, and LogBERT 
exhibit significant performance differences, highlighting the challenge 
of generalization.
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In contrast, SemiSMAC-LSTM demonstrates stable information ex-
traction capabilities across logs with different formats. Notably, as 
a semi-supervised approach, SemiSMAC-LSTM outperforms all three 
supervised learning models — LogRobust, NeuralLog, and HitAnomaly 
— by 1.5%, 0.5%, and 0.5% on the HDFS dataset, respectively; by 
15.3%, 0.3%, and 6.3% on the BGL dataset; by 30%, 3%, and 10% 
on the Thunderbird dataset; and by 4%, 7.5%, and 14.9% on the 
Spirit dataset. These results highlight the competitive advantage of 
SemiSMAC-LSTM in handling heterogeneous log formats and achieving 
superior anomaly detection performance.

 Finding: SemiSMAC-LSTM consistently outperforms current state-of-
the-art ALD approaches across diverse datasets, demonstrating stable and 
outstanding performance in all datasets, which highlights its impres-
sive generalization ability across heterogeneous log formats and superior 
anomaly detection capabilities.

5.3. Analysis on chatgpt as the log parser (RQ3)

In this section, we evaluate ChatGPT’s performance in log parsing 
and grouping. Experiments were conducted on a benchmark dataset 
provided by the LogHub2 [5] platform. This dataset contains logs from 
16 open-source systems and is widely used to evaluate and compare 
the accuracy of log parsers [17,23,27]. The studied systems span vari-
ous domains, including distributed systems, operating systems, mobile 
systems, supercomputers, server applications, and standalone software. 
Each system includes 2,000 log messages along with their respective log 
templates and parameters, serving as the ground truth for evaluating 
log parsers. It is worth noting that the dataset in Section 4.1 is sourced 
from the HDFS and BGL datasets provided by the LogHub platform. We 
assess the performance of each log parser through Grouping Accuracy 
(GA) and Parsing Accuracy (PA). Table  5 shows both the grouping ac-
curacy (GA) and parsing accuracy (PA) of the state-of-the-art rule-based 
methods and our designed ChatGPT Parser.

Overall, due to the design of tailored prompt components for 
ChatGPT—namely the replacement rules, grouping rules, and situated 
learning—which are customized for each dataset, our approach achieves
significantly superior performance. Specifically, for the GA metric, our 
method achieved the best results on 11 out of 16 datasets, with an 
average score 9.8% higher than the widely used rule-based parser, 
Drain. For the PA metric, the evaluation standard is more stringent: 
log sequences are considered failed if even a single dynamic variable 
is not successfully identified. This results in existing parsers averaging 
a high score of 0.861 in GA but only 0.335 in PA. With our prompt-
specific approach, ChatGPT excels at distinguishing dynamic variables 
in log messages, successfully extracting and processing them, ultimately 
achieving an average PA score of 0.947, a 54.3% improvement over 
other parsers. Fig.  7 illustrates some log templates generated by our 
method and state-of-the-art methods after log parsing.

From Fig.  7, we can see that rule-based log parsers struggle to 
identify many specific dynamic log variables (such as domain URLs, 

2 https://github.com/logpai/loghub

https://github.com/logpai/loghub
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Table 4
The performance of different models on four datasets.
 Model HDFS BGL Thunderbird Spirit

 P R F1 P R F1 P R F1 P R F1  
 Unsupervised learning-based
 DeepLog 0.884 0.695 0.773 0.897 0.828 0.861 0.484 0.895 0.628 0.438 1 0.609 
 Supervised learning-based
 HitAnomaly 1 0.970 0.980 0.950 0.900 0.920 0.950 0.810 0.880 0.920 0.750 0.840 
 NeuralLog 0.960 1 0.980 0.980 0.980 0.980 0.920 0.990 0.950 0.919 0.908 0.914 
 LogRobust 0.980 0.960 0.970 0.910 0.770 0.830 0.610 0.780 0.680 0.985 0.915 0.949 
 Semi-supervised learning-based
 PLELog 0.950 0.963 0.957 0.965 0.999 0.982 0.864 0.941 0.901 0.931 0.767 0.841 
 LogBERT 0.870 0.781 0.823 0.894 0.923 0.908 0.962 0.965 0.963 0.862 0.807 0.834 
 SemiSMAC-LSTM 0.981 0.989 0.985 0.980 0.989 0.983 0.984 0.977 0.980 0.987 0.991 0.989 
Table 5
A comparison of the grouping accuracy (GA) and parsing accuracy (PA) for the state-of-the-art methods and our designed ChatGPT parser (the last column).
 Drain Logram AEL Spell SPINE UniParser LogPPT Our Parser
 GA PA GA PA GA PA GA PA GA PA GA PA GA PA GA PA  
 Distributed systems
 HDFS 0.998 0.355 0.930 0.005 0.998 0.625 1 0.301 0.866 0.499 1 0.948 0.721 0.943 1 ± 0 0.974 ± 0.03 
 Hadoop 0.948 0.269 0.451 0.113 0.869 0.262 0.778 0.113 0.950 0.279 0.691 0.889 0.483 0.666 0.962 ± 0.02 0.984 ± 0.03 
 Spark 0.920 0.360 0.282 0.259 0.905 0.360 0.905 0.321 0.925 0.337 0.854 0.795 0.476 0.952 0.998 ± 0.02 0.991 ± 0.01 
 Zookeeper 0.967 0.497 0.724 0.474 0.921 0.496 0.964 0.452 0.989 0.502 0.988 0.988 0.967 0.845 1 ± 0 0.993 ± 0.01 
 OpenStack 0.733 0.019 0.326 0 0.758 0.019 0.764 0 0.384 0.011 1 0.516 0.534 0.406 1 ± 0 0.926 ± 0.03 
 Super computers
 BGL 0.963 0.342 0.587 0.125 0.957 0.344 0.787 0.197 0.923 0.376 0.918 0.949 0.245 0.938 0.961 ± 0.01 0.978 ± 0.02 
 HPC 0.887 0.636 0.911 0.643 0.903 0.678 0.654 0.530 0.945 0.667 0.777 0.941 0.782 0.997 0.975 ± 0.02 0.980 ± 0.02 
 Thunderbird 0.955 0.047 0.554 0.004 0.941 0.036 0.844 0.027 0.665 0.051 0.579 0.654 0.564 0.401 0.950 ± 0.03 0.912 ± 0.02 
 Operating systems
 Windows 0.997 0.462 0.694 0.141 0.690 0.153 0.989 0.004 0.684 0.151 0.731 0.869 0.991 0.915 0.993 ± 0.01 0.979 ± 0.03 
 Linux 0.690 0.184 0.361 0.124 0.405 0.174 0.152 0.088 0.545 0.108 0.285 0.164 0.205 0.168 0.898 ± 0.01 0.935 ± 0.01 
 Mac 0.787 0.218 0.568 0.169 0.764 0.169 0.757 0.033 0.761 0.204 0.737 0.688 0.544 0.390 0.785 ± 0.02 0.705 ± 0.02 
 Mobile systems
 Android 0.831 0.548 0.742 0.278 0.773 0.393 0.863 0.150 0.938 0.181 0.505 0.607 0.709 0.794 0.885 ± 0.02 0.913 ± 0.01 
 HealthApp 0.780 0.231 0.267 0.112 0.568 0.163 0.639 0.152 0.983 0.446 0.461 0.817 0.989 1 0.905 ± 0.01 0.885 ± 0.03 
 Server applications
 Apache 1 0.694 0.313 0.007 1 0.694 1 0.694 1 0.276 0.948 0.942 0.786 0.948 1 ± 0 1 ± 0  
 OpenSSH 0.789 0.508 0.611 0.298 0.537 0.246 0.556 0.191 0.676 0.253 0.275 0.289 0.277 0.654 1 ± 0 1 ± 0  
 Standalone software
 Proxifier 0.527 0 0.504 0 0.495 0.495 0.527 0.478 0.049 0.016 0.509 1 0.989 1 1± 0 1 ± 0  
 Average 0.861 0.335 0.551 0.172 0.780 0.331 0.761 0.233 0.767 0.272 0.704 0.731 0.580 0.751 0.957 0.947  
Note: The highest values for GA and PA for each system are highlighted in bold. The results for Drain and Logram are based on the evaluation conducted by Khan et al. [33] on 
the corrected log dataset, while the results for the other rule-based parsers are from the research by Le et al. [79] and Jiang et al [40].
APIs, addresses, block/task IDs, usernames, etc.) due to significant 
variations in their occurrences in log data. This leads to lower PA 
scores. In contrast, ChatGPT effectively identifies and processes these 
variables after learning from our few-shot prompts. For instance, Chat-
GPT correctly identified address variables in the second and fifth log 
messages, as well as block IDs, usernames, and UIDs in the fourth and 
sixth log messages, which were not recognized by the rule-based parser. 
However, during the processing stage, ChatGPT can also be affected by 
noise. For example, in the first log message, it may occasionally replace 
numbers with ‘‘ID’’ or ‘‘CORE_ID’’ instead of accurately with ‘‘NUM’’. 
Even with more detailed prompts, this issue cannot be entirely avoided.

 Finding: By customizing replacement rules, grouping rules, and situ-
ated learning, our ChatGPT-based parser achieves higher average GA and 
PA scores across 16 datasets compared to other state-of-the-art parsers, 
highlighting its effectiveness.
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5.4. Exploration in low-resource scenarios (RQ4)

In real-world environments, there are currently numerous small-
scale datasets where traditional anomaly detection models may not 
perform well due to limited data availability. To evaluate the effec-
tiveness of SemiSMAC-LSTM in such scenarios, we constructed low-
resource settings by selecting various proportions of the HDFS and BGL 
datasets, specifically 0.1%, 1%, 5%, 10%, and 15%, using chronological 
sampling to preserve the temporal order of events. For comparison, 
we selected representative models from different learning paradigms: 
DeepLog (unsupervised), LogRobust (supervised), and PLELog (semi-
supervised). All experiments were conducted independently under con-
sistent conditions. Fig.  8 illustrates the F1-scores of each model on the 
two datasets. For fair comparison, the baseline models were tuned using 
grid search, with hyperparameters selected based on their original 
implementations or adjusted within a reasonable range when necessary. 
In contrast, our model leveraged SMAC for automated hyperparameter 
optimization tailored to each dataset.
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Fig. 7. Examples of log templates after log parsing.
Fig. 8. The performance of models on low-resource datasets.

As can be seen from Fig.  8, with the reduction of data size to the 
scale of 15%-0.1%, The performance of DeepLog and PLELog decreases 
by an average of 19.7%–28.4% and 3.5%–20.5% in terms of F1-score. 
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As for the fully supervised approach, namely LogRobust, its also perfor-
mance decreases by 21.6% at most. For SemiSMAC-LSTM, the anomaly 
detection performance slightly decreases in low-resource datasets, but 
the reduction is extremely limited. Even when the data scale is reduced 
to 0.1%, the F1-score on the HDFS and BGL datasets only decreases by 
14.9% and 17.8%, respectively. Furthermore, as the data scale reaches 
10%, its F1-score stabilizes, remaining equivalent to that at 100% scale, 
indicating the highly robust nature of SemiSMAC-LSTM in anomaly 
detection.

In comparison, the other three models exhibit unstable anomaly de-
tection performance in low-resource datasets, especially at a data scale 
of 0.1%. For instance, as shown in Fig.  8(a), with the HDFS dataset at a 
0.1% data scale, SemiSMAC-LSTM’s F1-score improves by 19.6%, 5.0%, 
and 17.8% compared to DeepLog, PLELog, and LogRobust, respectively. 
As the dataset scale increases, all models experience significant im-
provements in F1-scores when the scale reaches 1%, with respective 
increases of 15.8% (DeepLog), 10.55% (PLELog), 7.7% (LogRobust), 
and 4.1% (SemiSMAC-LSTM). Once the dataset scale reaches 10%, all 
models achieve stable F1-scores.

As shown in Fig.  8(b), with the BGL dataset at a 0.1% data scale, 
SemiSMAC-LSTM achieves an F1-score of 0.805, surpassing PLELog 
and LogRobust by 17.3% and 17.8%, respectively. Even LogRobust, 
trained under full supervision, struggles to learn log sequence features 
in extremely limited data conditions without the most suitable hyper-
parameter combinations for the attention-based Bi-LSTM architecture. 
As the dataset size increases, the F1-scores of all four models improve, 
but LogRobust shows some fluctuations. At a dataset size of 15%, 
LogRobust’s F1-score is 3.4%, which is lower than that at the data 
size of 10%. Additionally, at a dataset size of 15%, SemiSMAC-LSTM 
achieves an F1-score of 0.983, marking a 26.5% average increase over 
the other three models.

It is worth noting that due to the variation in dataset scales, the 
hyperparameters determined by SemiSMAC-LSTM also change accord-
ingly. Table  6 presents the optimal hyperparameter configurations 
optimized by SMAC at the 0.1% scale of the HDFS and BGL datasets. A 
comparison between Tables  3 and 6 reveals that, for different scales 
and types of datasets, SemiSMAC-LSTM can consistently determine 
the optimal hyperparameter combination through iterative processes. 
Furthermore, SemiSMAC-LSTM’s performance in anomaly detection 
with the determined optimal hyperparameters outperforms other mod-
els, demonstrating its robustness in handling imbalanced and low-
resource datasets. This also implies that SemiSMAC-LSTM’s capability 
in identifying anomalous logs is reliable.
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Fig. 9. Comparison of hyperparameter search time between SMAC and grid search across two datasets.
Note: Due to the inherent variability in log anomaly detection tasks, we consider an F1-score difference greater than 0.005 between the two hyperparameter tuning strategies to 
be indicative of a significant performance gap. In our experiments, this threshold was met in multiple model-dataset combinations. Notably, for LogRobust, the F1-scores achieved 
on the HDFS and BGL datasets were 0.982 and 0.859, respectively—both clearly higher than the original results reported using empirical hyperparameter settings (0.970 on HDFS 
and 0.830 on BGL).
Table 6
The optimal hyperparameter configuration for SMAC at the 
0.1% scale of the HDFS and BGL datasets.
 Hyperparameters Values under the 

HDFS dataset
Values under the 
BGL dataset

 

 Batch Size 32 128  
 Learning Rate 0.00686 0.00993  
 Epochs 63 24  
 Embedding Dimension 39 52  
 Hidden Layer Size 78 126  
 Number of Layers 1 1  
 Dropout Rate 0.45466 0.31586  

 Finding: SemiSMAC-LSTM consistently outperforms models from dif-
ferent learning paradigms and demonstrates robustness across diverse 
data scales, showing superior performance even on datasets as small as 
0.1%. Moreover, its consistent and superior performance on both datasets 
highlights its generalization capabilities.

5.5. Exploring the generalization and tuning efficiency of SMAC (RQ5)

We evaluate twelve models on the HDFS and BGL datasets:
SemiSMAC-LSTM, LSTM, SemiSMAC-GRU, GRU, SemiSMAC-CNN,
CNN, SMAC-DeepLog, DeepLog, SMAC-LogRobust, LogRobust, SMAC-
PLELog, and PLELog. Each model is assessed under two hyperpa-
rameter tuning strategies: traditional grid search and SMAC-based 
Bayesian optimization. Fig.  9 shows the corresponding time cost for 
hyperparameter search under both strategies on both datasets.

Figs.  9(a) and 9(b) illustrate the time cost of hyperparameter op-
timization using two strategies — SMAC and grid search — across all 
models on the HDFS and BGL datasets. Based on our statistical analysis, 
all models achieved comparable F1-scores under both tuning strategies. 
Specifically, LogRobust benefited notably from SMAC, achieving an 
average improvement of 2.1% in F1-score across the two datasets 
compared to its performance under empirical hyperparameter settings 
reported in the original paper.

Moreover, SMAC consistently demonstrates a significant efficiency 
advantage regardless of the dataset. On average, it reduces the total 
tuning time by 30.6% on HDFS and 25.4% on BGL compared to grid 
search. These results highlight the computational efficiency and prac-
tical value of SMAC, making it a more scalable and effective solution 
for hyperparameter optimization in real-world log anomaly detection 
scenarios.
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Notably, unlike typical machine learning tasks where models are 
trained once and deployed in relatively stable environments, log
anomaly detection is inherently a continuous and evolving process. 
Real-world software systems undergo frequent updates, patches, and 
the introduction of new modules and functionalities, all of which 
contribute to changes in log formats and structures. These changes 
are particularly common in newly deployed or resource-constrained 
environments, where manual reconfiguration of log analysis pipelines is 
often impractical. As a result, hyperparameters that were once optimal 
may degrade in effectiveness over time, necessitating periodic retuning 
to maintain detection accuracy. This dynamic landscape highlights the 
need for an automated, efficient, and generalizable tuning mechanism 
— such as SMAC — to ensure sustained anomaly detection performance 
with minimal human intervention across diverse and evolving log 
ecosystems.

 Finding: SMAC demonstrates strong generalization capability across 
diverse deep learning architectures and achieves comparable performance 
to grid search while substantially reducing tuning time, offering clear 
advantages in efficiency.

6. Threats to validity

This section clarifies the threats to external, internal, construction, 
and conclusion validity, respectively.

6.1. External validity

Since log formats can vary widely across systems, organizations, 
and regions — sometimes even using different natural languages — the 
results obtained on the four datasets used in our experiments may not 
fully represent performance in all real-world environments. To address 
this, we selected datasets with diverse formats and domains. Never-
theless, future work should incorporate logs from a broader range of 
systems and industry applications to further enhance generalizability.

Furthermore, privacy and security concerns may arise when using 
ChatGPT in production environments, especially when dealing with 
sensitive system logs. In our study, we exclusively use the official 
OpenAI API. According to OpenAI’s data usage policy,3 data submitted 
via the API is not used for training purposes and is not retained after 
processing, unless users explicitly opt in. Furthermore, all datasets used 

3 https://openai.com/enterprise-privacy

https://openai.com/enterprise-privacy
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in our experiments (e.g., HDFS, BGL) are publicly available and do not 
contain any personal or proprietary information. For real-world appli-
cations, additional safeguards — such as log anonymization, secure API 
usage, or deployment of locally hosted open-source LLMs — should be 
considered. Our framework is model-agnostic and can be easily adapted 
to privacy-preserving environments as needed.

6.2. Internal validity

One such factor is the noise introduced by ChatGPT during log 
parsing. As observed in Section 5.3, ChatGPT occasionally fails to 
correctly replace certain dynamic variables, leading to noisy templates. 
This noise may propagate through the pipeline and negatively im-
pact pseudo-labeling and downstream anomaly detection. While we 
designed structured prompt templates to mitigate this issue, further 
refinement and prompt engineering are necessary to minimize noise in 
future iterations.

Another potential internal threat lies in the manual selection of 
labeled samples used to guide ChatGPT’s in-context learning. Although 
we collaborate with experienced engineers and apply clustering tech-
niques to ensure diversity and representativeness, the initial labeled 
samples may still introduce bias. Such bias could affect the grouping 
accuracy and the quality of generated pseudo-labels. In future work, we 
plan to investigate automated or active learning-based sample selection 
strategies to reduce potential human-induced bias.

6.3. Construct validity

In our study, the use of ChatGPT for log parsing and grouping 
relies heavily on predefined extraction and replacement rules. These 
rules are designed based on log format characteristics but may not 
capture every nuance in the data. Inaccurate variable replacement can 
lead to misgrouping, affecting the quality of pseudo-label generation. 
Although we customized rules for each dataset, a more robust and adap-
tive method for dynamic variable identification may further improve 
construct validity.

6.4. Conclusion validity

While our experiments showed strong and consistent performance 
across four datasets, the conclusions may be affected by factors such 
as model initialization, random seed settings, or parameter sensitivity. 
To reduce such risks, we conducted each experiment five times and 
reported the average results. Nevertheless, additional statistical testing 
and broader replication studies would further strengthen the reliability 
of our conclusions.

Another potential threat to conclusion validity lies in the incon-
sistency of hyperparameter optimization strategies across compared 
models. While our approach leverages SMAC for dataset-specific tun-
ing, most baseline methods rely on manual configurations or limited 
grid search based on their original publications. Although we made 
efforts to adopt the best-known settings and conducted additional 
tuning where feasible, performance differences may partially reflect 
disparities in tuning quality. In future work, we plan to incorporate a 
fully standardized tuning protocol to further enhance the fairness and 
interpretability of performance comparisons.

7. Conclusion

In this study, we proposed SemiSMAC, a semi-supervised framework 
that integrates ChatGPT-assisted log parsing and grouping with SMAC-
based hyperparameter optimization. The adaptive search capability of 
SMAC makes it an effective tool for enhancing deep learning models. 
Experimental results on multiple public datasets show that SemiSMAC 
effectively optimizes hyperparameters and improves anomaly detection 
performance, including in low-resource settings. By mitigating errors 
15 
in log parsing and automating model configuration, the framework 
enhances both the practicality and robustness of log anomaly detec-
tion. Importantly, we emphasize that unlike traditional ML tasks, log 
anomaly detection must be continuously adapted to evolving systems 
and newly emerging log formats. Therefore, even modest reductions in 
tuning time — such as the 25%–30% achieved by SMAC — accumu-
late into significant practical gains in long-term system maintenance. 
Future work will explore extending SemiSMAC to support real-time log 
streams and evaluating its adaptability to diverse system environments 
and evolving log formats. Furthermore, while we adopt random forests 
as the surrogate model in SMAC, evaluating alternative surrogate mod-
els — such as SVMs or gradient boosting — remains a promising 
direction for future investigation.
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