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ABSTRACT
Software Vulnerability Detection (VD) is crucial in software engi-
neering, and Deep Learning (DL) has demonstrated effective in this
domain. However, the class imbalance issue, where non-vulnerable
code snippets vastly outnumber vulnerable ones, hinders the perfor-
mance of DL-based Vulnerability Detection (DLVD) models. Recent
studies have explored data resampling methods to address this, but
these methods often lead to data distribution alterations, resulting
in information loss, model overfitting, and reduced interpretability.
Imbalance loss functions have thus emerged as viable alternatives.
To comprehensively evaluate the effectiveness of imbalance loss
functions in DLVD, we investigate six imbalance loss functions and
Cross-Entropy Loss (the default for LineVul and ReVeal models) on
two DLVDmodels across three public VD datasets, using three eval-
uation metrics and the Scott-Knott Effect Size Difference test. Our
findings provide valuable insights into selecting loss functions and
data resampling methods in DLVD. First, the DLVD model LineVul
outperforms ReVeal across all datasets. Second, Label Distribution-
AwareMargin loss and RandomUnder-Sampling generally yield the
best Precision and Recall, respectively. Third, to avoid information
loss and maintain interpretability, we recommend Logit Adjustment
Loss (LALoss) due to its high Recall and superior F1 metric perfor-
mance. Based on these findings, we suggest employing LineVul with
LALoss for VD, as it detects more vulnerable code snippets (higher
Recall) while providing comprehensive performance (higher F1).
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1 INTRODUCTION
Software vulnerability detection is a pivotal task within the do-
mains of software engineering and information security [5–7, 9,
24, 28, 29, 49, 50, 52, 54]. Recently, with the widespread application
of deep learning technology in software engineering [51–53], re-
searchers have extensively applied Deep Learning (DL) techniques
to autonomously acquire and extract vulnerability features from
code snippets, showcasing noteworthy success in Vulnerability
Detection (VD) [5, 9, 14, 15, 20–22, 32, 37, 46, 48–50]. However, a
significant and practical challenge that cannot be overlooked in VD
is class imbalance (i.e., the count of non-vulnerable code snippets in
the training set significantly exceeds that of vulnerable code snip-
pets). Chakraborty et al. [5] found that Deep Learning Vulnerability
Detection (DLVD) models tend to favor the majority class (i.e., the
non-vulnerable class) on imbalanced datasets, leading to poor Re-
call. Specifically, a low Recall indicates that DLVD models may
overlook or inadequately identify numerous vulnerable code snip-
pets. To alleviate this issue, data resampling methods are commonly
employed in software engineering [1, 19, 34, 41]. Yang et al. [41]
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extensively investigated the effects of four data resampling meth-
ods (i.e., Random Under-Sampling (RUS), Random Over-Sampling
(ROS), Synthetic Minority Oversampling Technique (SMOTE), and
One-Side Selection (OSS)) on DLVD. They found that ROS enhances
both the Precision and Recall values of DLVD models, while RUS
specifically improves the Recall value.

However, data resampling methods have notable limitations
[1, 16, 27, 33–35]. They can alter the dataset’s distribution: un-
dersampling may result in the loss of valuable information while
oversampling can introduce overfitting [1, 27, 35]. In addition, re-
sampling can reduce model interpretability by making the training
dataset unrepresentative of the original data [16, 27, 33–35]. Con-
sequently, in DL-based software engineering, prior studies have
utilized imbalance loss functions to address class imbalance chal-
lenges [13, 40]. These loss functions adjust the model’s misclassifi-
cation costs across different classes, focusing on the minority class
without altering the dataset’s overall distribution [36]. Despite their
widespread adoption, no research has systematically and compre-
hensively examined loss functions specifically designed to tackle
class imbalance in DLVD.

Therefore, we aim to assess the impact of imbalance loss func-
tions on the performance of existing DLVD approaches. To achieve
this objective, we conduct an extensive empirical study by employ-
ing six imbalance loss functions (Logit Adjustment Loss (LALoss)
[26], Label-Distribution-AwareMargin Loss (LDAMLoss) [3], Gradi-
ent Harmonized Margin Loss (GHMLoss) [18], Focal Loss (Focal-
Loss) [23], Class Balanced Cross-Entropy Loss (CBCELoss) [10], and
Class Balanced Focal Loss (CBFocalLoss) [10]) and Cross-Entropy
Loss (CELoss) [31] to two DLVD approaches (LineVul [14] and
ReVeal [5]) across three publicly available vulnerability datasets.
Moreover, we analyze the performance disparities between imbal-
ance loss functions and conventional data resamplingmethods (RUS
and ROS). To summarize, our study is structured by the following
Research Questions (RQs):

(1)Which loss function performs best under the twoDLVD
models? We assess the influence of utilizing six imbalance loss
functions and CELoss on two DLVD models across three datasets.
Findings: LineVul consistently outperforms ReVeal across all three
datasets. Using the LineVul model for VDwith LDAMLoss optimizes
high Precision, while LALoss achieves high Recall. Overall, LALoss
is recommended for overall performance in terms of the F1 metric.

(2) Do the loss functions yield superior results compared
to the resampling methods?We compare the performance differ-
ences between imbalance loss functions and data resampling meth-
ods on two DLVD models. Findings: LDAMLoss is recommended
for high Precision, and RUS is recommended for high Recall. How-
ever, it’s important to note that RUS can lead to information loss
and reduced model interpretability [16, 27, 33–35]. Consequently,
we recommend LALoss, as it not only achieves high Recall but also
delivers the best performance on the F1 metric.

The remainder of this paper is organized as follows: Section 2
briefly describes the DLVD models, loss functions, and data resam-
pling methods studied. Section 3 and 4 present the experimental
setup and results. Section 5 discusses the implications of our find-
ings and the threats of validity. Section 6 presents related work

in DLVD and empirical studies on imbalance learning in software
engineering tasks. Finally, Section 7 concludes the study.

2 PRELIMINARIES
DLVD uses DL technology to automatically discover and identify
vulnerable code snippets in software. A code snippet can be repre-
sented as C𝑖 = (x𝑖 , y𝑖 ), where x𝑖 is the embedding features vector
of the i-th code snippet, and y𝑖 represents the class label (0 for
non-vulnerable and 1 for vulnerable) of the i-th code snippet. A VD
dataset can be represented as D = {C𝑖 = (x𝑖 , y𝑖 )}𝑁𝑖=1, where N is
the total number of code snippets in D. The objective of VD is to
train a binary classification model from D to predict whether new
code snippets contain vulnerabilities. Given an input code snippet
x, the DLVD model processes it to yield a predicted output vector
𝑧 = [𝑧0, 𝑧1]⊤, where 𝑧0 and 𝑧1 represent the model’s scores for the
two different classes. The loss function treats each class as mutually
exclusive, calculating the vulnerable probability distribution across
the two classes as 𝑝 = 𝑒𝑧1

𝑒𝑧0+𝑒𝑧1 .

2.1 DLVD Models
Given the rapidly evolving landscape of DLVD research, it is chal-
lenging to single out one or even a few techniques to represent
the entire community. In our experiments, we select LineVul [14]
as the token-based representative approach and ReVeal [5] as the
graph-based representative approach. These two approaches serve
as common baselines for evaluating the generalizability of proposed
methods within the VD community [39, 41, 46]. LineVul converts
code snippets into tokens and generates embedding vectors, em-
ploying a BERT architecture with a stack of 12 Transformer encoder
blocks for VD. ReVeal transforms code snippets into code property
graphs and utilizes a graph-gated neural network to detect vulner-
able code snippets using feature vectors of all nodes and edges as
input. The Cross-Entropy Loss (CELoss) [31] serves as the loss
function for both LineVul and ReVeal in prior research [5, 14], as
well as for other DLVD models [46, 48, 56]. The standard CELoss is
formulated as follows:

LCE =

𝑁∑︁
𝑖=1

−𝑦𝑖𝑙𝑜𝑔(𝑝𝑖 ) − (1 − 𝑦𝑖 )𝑙𝑜𝑔(1 − 𝑝𝑖 ) (1)

where 𝑝𝑖 reflects the predicted probability that the 𝑖-th code snip-
pet is vulnerable. CELoss treats each training code snippet equally
during optimization. However, it tends to prioritize a greater pro-
portion of non-vulnerable code snippets (i.e., the majority class),
which can negatively impact the model’s ability to accurately iden-
tify vulnerable code snippets (i.e., the minority class), especially
when faced with high class imbalance.

2.2 Imbalance Loss Functions
To address this issue of class imbalance in vulnerability datasets,
we investigate the impact of six widely used imbalance loss func-
tions and CELoss for DLVD. We classify these imbalance loss func-
tions into two groups based on their optimization approaches for
CELoss: (1) adjusting probability (i.e., Logit Adjustment Loss and
Label-Distribution-Aware Margin Loss) and (2) adjusting weight
(i.e., Gradient Harmonized Margin Loss, Focal Loss, Class Balanced
Cross-Entropy Loss, and Class Balanced Focal Loss).
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(1) Logit Adjustment Loss (LALoss) [26]. It introduces label-
dependent offsets by incorporating class priors, aiding in the adjust-
ment of each logit to better align with the training samples, particu-
larly in handling imbalanced data. Consequently, the vulnerability
probability 𝑝 = 𝑒𝑧1

𝑒𝑧0+𝑒𝑧1 is refined to 𝑝LA = 𝑒𝑧1+𝜏 ·log𝜋1
𝑒𝑧0+𝜏 ·log𝜋0+𝑒𝑧1+𝜏 ·log𝜋1 .

The refined standard CELoss is formulated as follows:

LLA =

𝑁∑︁
𝑖=1

−𝑦𝑖𝑙𝑜𝑔(𝑝LA𝑖
) − (1 − 𝑦𝑖 )𝑙𝑜𝑔(1 − 𝑝LA𝑖

) (2)

where 𝑝LA𝑖
represents the predicted probability that the 𝑖-th code

snippet is vulnerable, 𝜋 signifies estimates of class priors, and 𝜏 is
the temperature parameter.

(2) Label-Distribution-Aware Margin Loss (LDAMLoss) [3].
It introduces class-dependent margin factors determined by the
training label frequencies for each class to tackle the challenge
of class imbalance. As a result, the vulnerability probability 𝑝 =

𝑒𝑧1
𝑒𝑧0+𝑒𝑧1 is refined to 𝑝LDAM = 𝑒𝑧1−Δ1

𝑒𝑧0−Δ0+𝑒𝑧1−Δ1 . The refined standard
CELoss is formulated as follows:

LLDAM =

𝑁∑︁
𝑖=1

−𝑦𝑖𝑙𝑜𝑔(𝑝LDAM𝑖
) − (1 − 𝑦𝑖 )𝑙𝑜𝑔(1 − 𝑝LDAM𝑖

) (3)

where 𝑝LDAM𝑖
represents the predicted probability that the 𝑖-th

code snippet is vulnerable, and Δ𝑦 denotes the class-dependent
margin for the true class.

(3) Gradient Harmonized Margin Loss (GHMLoss) [18]. It
pays more attention to the distribution of sample gradients in order
to better balance the loss contributions between difficult and easy
code snippets. In VD, an easy (or difficult) code snippet is one that
the model has a high (or low) probability of correctly classifying.
The weight of code snippets with high gradient density will be
reduced, and the weight of code snippets with small density will
be increased. The standard CELoss formula using gradient density
weights is as follows:

LGHM =

𝑁∑︁
𝑖

−𝛼𝐺𝐷𝑦
𝑦𝑖𝑙𝑜𝑔(𝑝𝑖 ) − 𝛼𝐺𝐷𝑦

(1 − 𝑦𝑖 )𝑙𝑜𝑔(1 − 𝑝𝑖 ) (4)

where 𝛼𝐺𝐷𝑦
is a gradient density weighting factor that can be used

to assign different importance to different classes according to the
gradient.

(4) Focal Loss (FocalLoss) [23]. It adjusts CELoss through the
incorporation of a class-dependent weighting factor (𝛼) and a fo-
cusing parameter (𝛾 ):

LFL =

𝑁∑︁
𝑖

−𝛼𝑦 (1 − 𝑝𝑖 )𝛾 𝑦𝑖𝑙𝑜𝑔 (𝑝𝑖 ) − 𝛼𝑦𝑝
𝛾

𝑖
(1 − 𝑦𝑖 )𝑙𝑜𝑔 (1 − 𝑝𝑖 ) (5)

where 𝑝𝛾
𝑖
(𝛾 ∈ [0, 5]) serves to mitigate the impact of easily classi-

fied non-vulnerable code snippets on the overall loss. 𝑎𝑦 is a weight
factor that can be used to assign different importance to different
classes. It is usually set higher for the minority class (vulnerable
code snippets) to account for the class imbalance.

(5) Class Balanced Cross-Entropy Loss (CBCELoss) [10]. A
weight factor 1

𝐸𝑛𝑦
that is inversely proportional to the number of

effective code snippets (i.e., the expected volume of the dataset) is
introduced to address the class imbalance problem:

𝐸𝑛𝑦
=

𝑛∑︁
𝑗=1

𝛽 𝑗−1 =
1 − 𝛽𝑛

1 − 𝛽
(6)

where 𝑛𝑦 represents the number of code snippets belonging to
one class 𝑦, and 𝛽 ∈ [0, 1] controls how fast 𝐸𝑛𝑦

grows as 𝑛𝑦
increases. This means that the 𝑗𝑡ℎ data contributes 𝛽 𝑗−1 to the
effective number. As 𝑗 increases, the information contained in 𝑗𝑡ℎ

code snippet may already exist in the previous code snippet, leading
to a gradual decrease in their contribution to the effective number.
After adding the weight factor 1

𝐸𝑛𝑦
in the standard CELoss, the

following CBCELoss is obtained as follows:

LCBCE =

𝑁∑︁
𝑖=1

− 1
𝐸𝑛𝑦

𝑦𝑖 log(𝑝𝑖 ) −
1

𝐸𝑛𝑦
(1 − 𝑦𝑖 ) log(1 − 𝑝𝑖 ) (7)

(6)Class Balanced Focal Loss (CBFocalLoss) [10]. It combines
the ideas of class balance and FocalLoss by introducing the weight
factor of effective samples and focal factor while paying attention
to the difficulty of the code snippets and the balance of classes.
Similarly, the weight factor 1

𝐸𝑛𝑦
serves as a replacement for 𝛼𝑦

in FocalLoss. After replacing the weight factors in the standard
FocalLoss, the following CBFocalLoss is obtained as follows:

LCBFL =

𝑁∑︁
𝑖

− 1
𝐸𝑛𝑦

(1 − 𝑝𝑖 )𝛾 𝑦𝑖𝑙𝑜𝑔 (𝑝𝑖 ) −
1

𝐸𝑛𝑦
𝑝
𝛾

𝑖
(1 − 𝑦𝑖 )𝑙𝑜𝑔 (1 − 𝑝𝑖 ) (8)

2.3 Data Resampling
We consider two key criteria when selecting the compared data
resampling methods with the imbalance loss function. First, we
want to ensure that the chosen methods cover both oversampling
and undersampling techniques. Second, according to Yang’s experi-
mental results [41], RUS and ROS perform best in DLVD. Therefore,
we choose RUS and ROS as the compared methods in our study. We
use the data resampling method on the training dataset to obtain
the balanced training dataset and apply the standard cross-entropy
loss function for model training. To maintain consistency with pre-
vious studies [19, 41], we set the default optimal vulnerable ratio to
0.5, resulting in an equal number of vulnerable and non-vulnerable
code snippets in the balanced datasets.

(1) Random Under-Sampling (RUS) randomly deletes m non-
vulnerable code snippets from the original vulnerability dataset (m
is calculated based on the default optimal vulnerable ratio).

(2) Random Over-Sampling (ROS) randomly copies n vulner-
able code snippets from the original set of vulnerable code snippets
(n is calculated based on the default optimal vulnerable ratio). Sub-
sequently, these duplicated code snippets are added to the original
vulnerability dataset, resulting in a balanced dataset.

However, it is pertinent to acknowledge that data resampling
methods exhibit certain limitations [1, 16, 27, 33–35]. Among these,
a notable concern is their propensity to alter the distribution of
the dataset. For instance, undersampling methods may result in the
loss of valuable information, whereas oversampling methods may
introduce overfitting problems [1, 27, 35]. Furthermore, these meth-
ods have the potential to diminish the interpretability of models
[16, 27, 33–35]. Specifically, they can introduce bias into learned
concepts, causing concept drift when the class distributions of the

87



Internetware 2024, July 24–26, 2024, Macau, China Yanzhong He, Guancheng Lin, Xiaoxue Ma∗ , Jacky Wai Keung, Cheng Tan, Wenhua Hu, and Fuyang Li∗

training and testing datasets differ [16, 17, 33, 35]. As a result, re-
sampling the training dataset may make it unrepresentative of the
original data, thereby affecting the interpretation of VD models.
Consequently, it becomes imperative to consider the trade-offs be-
tween model performance and interpretability when employing
data resampling techniques.

3 EXPERIMENTAL DESIGN
Datasets. According to the source of vulnerability label acquisition
of code snippets, open source datasets in the field of VD can be
divided into four types of datasets: developer-provided, security
vendor-provided, tool-created, and synthetically created [5, 9]. Due
to developers’ careful manual annotation, Devign [56] and ReVeal𝐷
[5] have higher data quality assurance. Therefore, we prefer these
two datasets as core experimental datasets. To enhance the gener-
alizability of our study and diversify our data sources, we also use
the synthetically created Juliet dataset [2]. Research by Roland et al.
[9] identified duplicate and conflicting code snippets in these three
commonly used VD datasets, which can impact model training and
distort benchmark performance. To address these issues, we use
the cleaned versions of Devign and Juliet provided by Roland et al.
[9]. However, Roland et al. [9] were unable to clean the ReVeal𝐷
dataset due to the lack of appropriate metadata. Therefore, in our
experiments, we use the original ReVeal𝐷 dataset. A comprehen-
sive summary of the dataset’s statistical information is presented
in Table 1.

Table 1: The statistical information of our experimental
datasets.

Dataset # Code Snippets Source of Annotation Vulnerable Ratio
Devign 24,491 developer-provided 45.72%
ReVeal𝐷 22,734 developer-provided 9.85%
Juliet 38,234 synthesized-created 40.50%

Evaluation Metrics. Following previous VD researches [5, 14,
30, 37–39, 41, 46, 48], we use 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃

𝑇𝑃+𝐹𝑃 , 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁 ,
and 𝐹1-score = 2× 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙 as our evaluationmetrics. These
metrics are employed to comprehensively assess the performance
of the DLVD models. In the given equations, TP is the count of
correctly identified vulnerable code snippets, FN is the count of
vulnerable ones mistakenly predicted as non-vulnerable, FP is the
count of non-vulnerable code snippets incorrectly predicted as vul-
nerable, and TN is the count of correctly predicted non-vulnerable
ones.

Experimental procedure. Figure 1 shows the framework of
our empirical study. We use the same data splitting method with the
study of LineVul [14] and ReVeal [5], specifically random dividing
the entire dataset into 80% for training, 10% for validation, and
10% for testing. The training set is first used to train the LineVul
and ReVeal models using six imbalance loss functions and CELoss
as the loss function. After that, the training set is applied RUS
and ROS to obtain the balanced dataset. The balanced dataset is
used to train the LineVul and ReVeal models. The validation set
helps the models update optimal parameters during the above train-
ing process. The test set evaluates the performance of the trained

Figure 1: The framework of our study.

models. This process is repeated five times. So the five results are
obtained on one dataset for each loss function and data resampling
method. We use the same hyperparameter settings described in
the papers of LineVul [14] and ReVeal [5], including learning rate,
batch size, and the number of training epochs. Based on previous
research [3, 10, 18, 23, 26], we notice that certain parameter settings
of the loss function achieved the best results, so we decide to adopt
these parameter values. Specifically, we set 𝜏 in LALoss to 1, set 𝛾 in
FocalLoss, and CBFocalLoss to 2. Also, we configure 𝜋 in LALoss, Δ
in LDAMLoss, 𝛼𝐺𝐷 in GHMLoss, 𝛼 in FocalLoss, as well as 1

𝐸𝑛𝑦
in

CBCELoss and CBFocalLoss based on the original class imbalance
proportions present in the vulnerability dataset. In our preliminary
experiments, we adjust some parameter values, and the results con-
firm that the parameters we currently select can achieve the best
results. During the training phase, we employ backpropagation in
conjunction with the AdamW optimizer, which is utilized to update
the model and minimize the loss function. Our experiments are
conducted on NVIDIA RTX 3090 24GB GPU, Intel(R) Xeon(R) Silver
4210R CPU @ 2.40GHz CPU.

Statistic Test. The Scott-Knott Effect Size Difference (ESD) test
[34] is a multiple comparison method that employs hierarchical
clustering to categorize loss functions and data resampling methods
into distinct groups with significant differences at the significance
level of 0.05. There are no significant differences between loss
functions and data resampling methods placed in the same group,
but there are significant differences between loss functions and
data resampling methods placed in different groups.

4 RESULTS
4.1 RQ1: Which loss function performs best

under the two DLVD models?
To address RQ1, we first evaluate the impact of employing six widely
used imbalance loss functions and CELoss on two DLVD models
(LineVul and ReVeal) across three datasets (Devign, ReVeal𝐷 , and
Juliet) in terms of three evaluated metrics (Precision, Recall, and F1).
The significant differences among different methods are presented
as rankings through the Scott-Knott ESD test in Figures 2(a)–2(c)
(for LineVul) and 3(a)–3(c) (for ReVeal). Lower rankings indicate
superior performance. Different rankings signify significant differ-
ences between the methods, while the same ranking indicates no
significant difference between the two methods. In addition, we
present the average results of five runs in Figures 4(a)–4(c) (for
LineVul) and 5(a)–5(c) (for ReVeal). In these figures, larger values
and darker colors in table cells indicate better results.
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Figure 2: The Scott-Knott ESD ranking of loss functions and data resampling methods for all datasets based on LineVul model
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Figure 3: The Scott-Knott ESD ranking of loss functions and data resampling methods for all datasets based on ReVeal model

Result: (1)When utilizing LineVul as theDLVDmodel, LDAMLoss
demonstrates the highest Scott-Knott ESD ranking for the Pre-
cision metric across all three datasets, as shown in Figure 2(a).
Additionally, the average Precision values in Figure 4(a) reveal
LDAMLoss achieving 0.608 on Devign, 0.665 on ReVeal𝐷 , and 0.752
on Juliet. These findings denote improvements ranging from 6.5%
to 13.1% compared to CELoss. In terms of the Recall metric, Fig-
ure 2(b) indicates that LALoss outperforms other methods and
ranks highest across all three datasets. Similarly, Figure 4(b) demon-
strates that LALoss achieves an average Recall of 0.719 on Devign,
0.570 on ReVeal𝐷 , 0.789 on Bigvul, and 0.847 on Juliet. Compared
with CELoss, LALoss shows improvements of 4.3%–34.4% across
the three datasets. In terms of F1, Figure 2(c) indicates that on
two nearly balanced datasets (Devign and Juliet), LALoss achieves
the best ranking. However, on the extremely imbalanced dataset
(ReVeal𝐷 ), CELoss and CBFocalLoss exhibit the best rankings, fol-
lowed by LALoss. Furthermore, the average F1, presented in Figure
4(c), shows that LALoss achieves 0.635 on Devign and 0.788 on
Juliet, with improvements of 3.8% and 0.9% compared to CELoss,
respectively. On the extremely imbalanced dataset (ReVeal𝐷 ), CB-
FocalLoss achieves the best scores, with the values of 0.485. This
value represents an improvement of 0.4% compared to CELoss.
When considering the combined average results across all three
datasets, LALoss achieves the best F1 score of 0.633, reflecting a
1.5% improvement over CBFocalLoss.

(2) When employing ReVeal as the DLVD model, Figure 3(a)
shows that LDAMLoss has the highest Scott-Knott ESD ranking of
three datasets on Precision. Moreover, we find the average data in
Figure 5(a): on Devign, ReVeal𝐷 , and Juliet, LDAMLoss respectively
achieves 0.549, 0.449, and 0.637. The improvements of LDAMLoss
compared to CELoss are 5.0% (Devign), 29.4% (ReVeal𝐷 ), and 9.6%
(Juliet). In terms of Recall, Figure 3(b) indicates that CBCELoss

achieves the best ranking on Devign. On the extremely imbal-
anced dataset (ReVeal𝐷 ), LALoss ranks the best. On Juliet, GHMLoss
achieves the highest ranking. Furthermore, the average values in
Figure 5(b) present that on Devign, CBCELoss achieves the opti-
mal value of 0.612, marking a 6.8% improvement over CELoss. On
the highly imbalanced dataset (ReVeal𝐷 ), LALoss achieves the best
value of 0.529, representing an improvement of 113.3% compared to
CELoss. On Juliet, GHMLoss attains the best Recall value of 0.910,
demonstrating a 4.7% improvement over CELoss. Regarding the
F1 comprehensive metric, Figure 3(c) illustrates that CBCELoss ex-
hibits the best ranking performance on Devign. Conversely, LALoss
outperforms on the ReVeal𝐷 and Juliet datasets. Analyzing the aver-
age values presented in Figure 5(c), CBCELoss achieves the highest
F1 value of 0.558 on Devign, marking a 2.4% improvement over
CELoss. On ReVeal𝐷 and Juliet, LALoss attains the top F1 values
of 0.380 and 0.726, respectively. These values represent substantial
improvements of 34.8% and 4.3% compared to CELoss on the re-
spective datasets. While considering the combined average results
across all three datasets, LALoss performs best and achieves an F1
score of 0.538, reflecting a 6.0% improvement over CELoss.

Summary: As depicted in Figures 4(a)–4(c), as well as Figures
5(a)–5(c), LineVul consistently outperforms ReVeal across three
datasets. Consequently, we recommend utilizing the LineVul model
for VD. For selecting the appropriate loss function, LDAMLoss is
preferable when prioritizing high Precision, while LALoss is more
suitable for achieving high Recall. For comprehensive performance
(high F1), LALoss is recommended. It is noteworthy that LineVul
when paired with certain loss functions, can exhibit superior per-
formance compared to using CELoss in all evaluation metrics. This
suggests that CELoss may not always be the optimal choice as the
loss function for DLVD models.
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Figure 4: The average value of these loss functions and data resampling methods for all datasets based on LineVul model
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Figure 5: The average value of the loss functions and data resampling methods for all datasets based on ReVeal model

�Answer to RQ1: LineVul outperforms ReVeal across all
datasets, with LineVul with LALoss showing the best performance
under both Recall and F1 metrics. Hence, LineVul with LALoss is
recommended in DLVD.

4.2 RQ2: Do the loss functions yield superior
results compared to the resampling
methods?

To address RQ2, we compare the performance statistical differences
between the imbalance loss functions and the data resampling
methods (ROS and RUS) on two DLVD models.

Result: (1) When utilizing LineVul as the DLVD model, Figure
2(a) indicates that LDAMLoss achieves the highest Scott-Knott ESD
ranking among all methods for the Precision metric across three
datasets. Approximately 71.4% of the loss functions (i.e., LALoss,
LDAMLoss, FocalLoss, CBCELoss, and CBFocalLoss) rank higher
than the two data resampling methods on the three datasets. More-
over, the average Precision values in Figure 4(a) reveal that LDAMLoss
and CBCELoss outperform data resampling methods numerically
across the three datasets, showing improvements of 1.9%–121.7%.
Specifically, the optimal loss function method LDAMLoss achieves
0.608 on Devign, 0.665 on ReVeal𝐷 , and 0.752 on Juliet. In compari-
son, the optimal data resampling method ROS achieves Precision
scores of 0.580 on Devign, 0.410 on ReVeal𝐷 , and 0.738 on Juliet.
LDAMLoss demonstrates a significant improvement of 1.9% to 62.2%
compared to ROS. In terms of the Recall metric, Figure 2(b) indi-
cates that LALoss has the highest ranking among the loss functions,
and RUS has the best ranking among all methods. No loss func-
tion consistently outperforms data resampling methods across all
datasets. Figure 4(b) illustrates that on the Devign, ReVeal𝐷 , and

Juliet datasets, the best loss function, LALoss, achieves an average
Recall of 0.719, 0.570, and 0.847, respectively, while the optimal data
resampling method RUS achieves Recall values of 0.739, 0.633, and
0.853, respectively. RUS exhibits a moderate improvement of 0.7%
to 11.1% compared to LALoss. In terms of the comprehensive metric
F1, LALoss emerges as the optimal loss function method, ranking
better than data resampling methods across Devign and ReVeal𝐷
datasets, as depicted in Figure 2(c). Similarly, the average F1 pre-
sented in Figure 4(c) shows that the optimal loss function method
LALoss achieves the best scores, with respective values of 0.635 (De-
vign), 0.477 (ReVeal𝐷 ), and 0.788 (Juliet). Compared to ROS, LALoss
improves by 0.3%–4.6%. On the imbalanced dataset (ReVeal𝐷 ), each
loss function (except GHMLoss) outperforms the data resampling
methods by 1.1%–21.7%. Under close-to-balanced datasets (Devign
and Juliet), LALoss improves by 0%–2.6% compared to the two data
resampling methods.

(2) When utilizing ReVeal as the DLVD model, LDAMLoss ex-
hibits the highest Scott-Knott ESD ranking across three datasets
for Precision, as shown in Figure 3(a). About 57.1% of the loss func-
tions (LDAMLoss, FocalLoss, CBCELoss, and CBFocalLoss) rank
higher than data resampling methods across three datasets. The
average values depicted in Figure 5(a) further support this trend:
LDAMLoss and CBCELoss consistently outperform data resampling
methods with improvements ranging from 6.4% to 65.1%. Specifi-
cally, LDAMLoss achieves Precision scores of 0.549 (Devign), 0.449
(ReVeal𝐷 ), and 0.637 (Juliet). In comparison, the optimal data re-
sampling method ROS achieves 0.516 (Devign), 0.359 (ReVeal𝐷 ),
and 0.577 (Juliet). LDAMLoss improves by 6.4% to 25.1% com-
pared to ROS across all datasets. In terms of Recall, Figure 3(b)
indicates that RUS achieves the best ranking on Devign dataset,
while LALoss achieves the best ranking on ReVeal𝐷 , and GHMLoss
achieves the best ranking on Juliet. Examining the average values
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depicted in Figure 5(b), CBCELoss, as the optimal loss function
on Devign, achieves a Recall of 0.612, whereas RUS, the optimal
sampling method, achieves 0.652, indicating a 6.5% improvement
over CBCELoss. On ReVeal𝐷 , LALoss emerges as the optimal loss
function, attaining a Recall of 0.529, which significantly surpasses
the best-performing sampling method ROS, achieving a Recall of
0.272. This represents a noteworthy 94.5% improvement by LALoss
over ROS. Lastly, on Juliet, the optimal loss function GHMLoss
achieves a Recall of 0.910, surpassing the optimal sampling method
RUS, which achieves a Recall of 0.871, showing a 4.5% increase
by GHMLoss. Regarding the comprehensive metric F1, Figure 3(c)
illustrates that on Devign, CBCELoss achieves the best ranking of
all methods; on ReVeal𝐷 and Juliet, LALoss achieves the best rank-
ing of all methods. It is worth noting that CBCELoss outperforms
data resampling methods in overall ranking on all three datasets.
Analyzing the average values presented in Figure 5(c), the over-
all performance of CBCELoss on the three datasets is better than
that of the two data resampling methods, with an improvement of
0.1%–40.0%. On Devign, RUS demonstrates superior performance
compared to loss function methods. RUS achieves an optimal value
of 0.573, reflecting an improvement ranging from 2.7% to 15.1%
compared to loss function methods. On ReVeal𝐷 , both LALoss and
CBCELoss demonstrate superior performance compared to data
resampling methods. Specifically, LALoss achieves an optimal value
of 0.380, representing a substantial improvement of 23.0% to 45.6%
over data resampling methods. Similarly, on Juliet, CELoss, LALoss,
LDAMLoss, FocalLoss, CBCELoss, and CBFocalLoss outperform
data resampling methods with an improvement of 0 to 5.1%. LALoss,
in particular, attains the optimal value of 0.726, showcasing an en-
hancement of 4.9% to 5.1% compared to data resampling methods.

Summary: As depicted in Figures 4(a)–4(c), as well as Figures
5(a)–5(c), the overall performance of the imbalance loss functions
(e.g., LALoss, CBCELoss, and CBFocalLoss) in Precision and F1
metrics is better than the data resampling methods. However, in
terms of Recall, the data resampling methods are overall better than
the imbalance loss functions. When deciding on the appropriate
method, LDAMLoss is preferable for prioritizing high Precision,
while RUS is more suitable for achieving high Recall. Due to the
reduced interpretability caused by data resampling methods [16,
27, 33–35] (detailed in Section 2.3), we recommend LALoss as an
alternative. LALoss offers superior model interpretability compared
to data resampling methods, along with high Recall. In summary,
we recommend employing LineVul with LALoss for DLVD.

�Answer to RQ2: LDAMLoss is preferable when prioritizing
high Precision, while RUS is more suitable for achieving high
Recall. However, RUS has the disadvantage of losing information
and reducing model interpretability. For comprehensive perfor-
mance, including high F1 and model interpretability, we recom-
mend LALoss, as it excels in both high Recall and overall F1 score.

5 DISCUSSION
5.1 Implications
The analysis of the experiments demonstrated the superiority of
LDAMLoss, LALoss, and RUS over other loss functions and data

resampling methods in certain cases. At the same time, the perfor-
mance of LineVul is better than ReVeal on all datasets. This research
carries several practical implications for practitioners.

(1) Prioritize the effective use of data information: For
DLVD, software security experts often invest significant time in col-
lecting high-quality code snippets and labeling them effectively [9].
Efficiently leveraging information from the dataset during training
enhances the performance of VD models. Software engineering
tasks frequently utilize imbalance loss functions or data resampling
methods to alleviate the class imbalance problem [13, 40, 41]. How-
ever, data resampling may result in the loss and redundancy of
some data information. For instance, when dataset information is
limited, ROS may cause data redundancy and overfitting problems,
thus increasing model training time and computing costs [1, 27].
On the other hand, RUS may lead to the loss of valuable data infor-
mation, resulting in subpar model performance [1, 27]. In contrast,
the imbalance loss function neither discards nor duplicates data
information, enabling effective exploitation of the VD dataset’s
information. Therefore, based on our research findings, we propose
combining the imbalance loss function with the LineVul model to
maximize the effective utilization of VD data information.

(2) Prioritize the effectiveness of methods:When faced with
information-rich VD datasets, practitioners prioritize the perfor-
mance of DLVD. LALoss generally outperforms data resampling
methods in terms of Precision and F1 metrics. While data resam-
pling methods, particularly RUS, excel in achieving high Recall,
they may sacrifice information and reduce model interpretability
[16, 27, 33–35]. Hence, we also recommend employing the second-
best method, LALoss, to achieve high Recall. Overall, we recom-
mend LineVul prioritize LDAMLoss for high Precision, RUS and
LALoss for high Recall, and LALoss for high comprehensive per-
formance (high F1) in DLVD.

5.2 Threats of Validity
Construct validity. In order to guarantee the validity and reliabil-
ity of our findings, we implement robust methodologies throughout
the experimental study. In order to avoid potential bias, we adopt
two representative models (LineVul and ReVeal) in the field of
DLVD, as well as eight imbalanced learning methods. While we
acknowledge the existence of other DLVD models and imbalanced
learning methods, the purpose of our study is not to compare the
effectiveness of these DLVD models. Instead, we investigate the
effectiveness of imbalance loss functions in DLVD. There are other
imbalance loss functions that have not been studied. In the future,
we will explore the impact of other imbalance loss functions on
DLVD. To minimize technical errors, we use third-party Python
libraries such as imbalanced-learn 1 to implement these data resam-
pling methods.

External validity. Our findings are based on cleaned versions
of three VD datasets provided by Roland et al.: Devign and Juliet,
and the unprocessed ReVeal𝐷 dataset. Although these datasets have
been widely used in recent research [9, 41], it is crucial to emphasize
that the generalizability of our findings to other datasets may be
limited. Consequently, we intend to investigate the potential impact
of other datasets on our methods in future research.

1https://github.com/scikit-learn-contrib/ imbalanced-learn
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Internal validity. One threat to internal validity in the DLVD
model approach is associated with the hyperparameter settings
during training. Hyperparameter tuning is costly for the methods
we studied, which consist of millions of parameters. We use pa-
rameters recommended in previous studies. To migrate threats, we
reuse the implementation published by the authors and followed
the experimental setup of the DLVD model approach specified in
their paper. Some parameters of imbalance loss functions are set
based on previous research [3, 10, 18, 23, 26], while the parameters
related to weights are configured according to the proportion of
vulnerabilities in the original dataset. In future work, we will study
the impact of changing the hyperparameters of the imbalanced
learning method on the DLVD model.

6 RELATEDWORK
6.1 Deep Learning-based VD
With the widespread application of deep learning in software en-
gineering [8, 25, 42, 43, 47], many researchers have applied deep
learning technology to the field of software vulnerability detection.
Existing DLVD models can be divided into two types: token-based
models and graph-based models. The former first treats code as
a sequence of tokens, represented as vectors through text embed-
ding techniques. Then these methods use different neural networks
to automatically extract vulnerability features from the vectors
[14, 22, 32]. For example, Russell et al. [32] utilized Recurrent Neural
Network (RNN) and Convolutional Neural Network (CNN) to cap-
ture vulnerability features from code token sequences. VulDeeP-
ecker [22] and SySeVR [21] first extracted code slices from specific
“interesting points” in the code (e.g., API calls, array indexing, and
pointer usage), since not every line of code holds equal importance
for VD. By focusing only on these code slices, the models utilized
LSTM and GRU to enhance VD performance without considering
the remaining code. Furthermore, Fu et al. [14] proposed LineVul,
a Transformer-based line-level VD approach, which can capture
the long-dependency relationship of code token sequences. Graph-
based DLVD models [5, 15, 20, 37, 46, 48] first transform code snip-
pets into various graphs and then employ graph neural networks to
learn the structural feature of the code for VD. For example, Devign
[56], ReVeal [5], and IVDetect [20] employed gated graph recurrent
network, graph neural network, or graph convolution network to
capture structural features from abstract syntax tree, control flow
graph, data flow graph, code property graph, or program depen-
dency graph. Cao et al. [4] employed a flow-sensitive graph neural
network to jointly learn semantic and structural information of
the code to detect statement-level memory-related vulnerability.
Wang et al. [38] proposed a graph-based neural network DLVD
model that focused on extracting class-separation features between
vulnerable and non-vulnerable code. Wen et al. [39] proposed graph
simplification and enhanced graph representation learning to effec-
tively capture global information of code. Zhang et al. [48] utilized
the CodeBERT and convolutional neural network to learn path
representations from syntax-based control flow graph. However,
in the face of class-imbalanced datasets, the effectiveness of DLVD
methods will be reduced [5].

6.2 Empirical Research of Imbalanced Learning
for Software Engineering Tasks

In the field of software engineering, there are many studies explor-
ing the impact of data imbalance learning methods on software
engineering tasks, such as data resampling [11, 12, 19, 41, 44, 53]
, cost-sensitive learning [19, 45], and ensemble methods [44]. For
instance, Zheng et al. [55] studied the class rebalancing methods
to explore their impact on the performance of security error re-
porting prediction models. Li et al. [19] studied the impact of data
resampling, cost-sensitive learning, and imbalanced ensemble learn-
ing on the data imbalance problem in code smell detection meth-
ods. Zhao et al. [53] studied resampling-based, ensemble-based,
and cost-sensitive imbalanced learning techniques to understand
their impact on model performance in crashing fault residence
prediction task. Yang et al. [41] conducted an in-depth study of
the impact of data resampling on DLVD when facing imbalanced
datasets. However, undersampling methods may lead to the loss of
valuable information, while oversampling methods may introduce
overfitting problems [1, 27]. In addition, these methods may re-
duce the interpretability of the models [16, 27, 33–35]. Fu et al. [13]
applied two imbalance loss functions (LALoss and FocalLoss) to
train the vulnerability category classification models and found that
these two loss functions can improve model performance. How-
ever, they only compared two imbalance loss functions for vul-
nerability category classification, and many other imbalance loss
functions have not been investigated. Furthermore, no research
has explored sufficient imbalance loss functions for vulnerability
detection tasks and found which imbalance loss function is the best.

7 CONCLUSION
We present the first comprehensive study aimed at evaluating the
impact of imbalance loss functions on two DLVDmodels to alleviate
the class imbalance issue. Through a thorough examination of six
widely used imbalance loss functions, CELoss, and two data resam-
pling methods across three datasets, we analyze the performance
of DLVD models in terms of Precision, Recall, and F1, employing
statistical analysis with the Scott-Knott ESD test. Our experimen-
tal results indicate that LineVul consistently outperforms ReVeal
across all datasets. Furthermore, LDAMLoss is recommended for
achieving high Precision, while RUS is more suitable for obtaining
high Recall. However, it is important to note that RUS may lead to
information loss and reduced model interpretability. Consequently,
we recommend LALoss, as it not only achieves high Recall but also
delivers superior performance on the F1 metric. In conclusion, we
advocate for the use of LineVul in conjunction with LALoss for
DLVD.

Data Availability. Our source code and datasets are available
at: https://figshare.com/s/ f6f3598a4d54887775e3.
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